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M Wireshark: Capture Options @Eg
Capture (1)
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter =
Hithislg 2

0000
HihisHE

[ feB0-c5a272ce:d0bb6005 Ethernet enabled default 2 ‘

feB0-d0faxdifed:94b:Adb Ethernet enabled default
1921680108

"] Capture on all interfaces e

[¥] Use promiscuous mode on all interfaces

Capture Filter: 6 [3 Compile selected BPFs
Capture Fies 0 Display Options 6
File: | Di\traces\capture.pcapng [¥] Update list of packets in real time

v Itiple fil Fl - f = S—Ts ]
] Use multiple files \EDMEE P U ] {Automatically scroll during live capture,
V] Next file every 100 = |megabyte(s) B

] Next file every 10 = |minute(s) :| [/ Hide capture info dialog

] Ring buffer with 5 = files Name Resolution 9

[C] Stop capture after 1 + fie(s) [¥] Resolve MAC addresses

Stop Capture Automatically After... @ [F] Resolve network-layer names

B 1 =~ packet(s)
: :| [¥] Resolve transport-layer name
1 * |megabyte(s) |~
B |1 = | minute(s) J [] Use external network name resolver
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UL BRI B e R, BT LU Start $EIRSREAE T o SR AR RAT I,

Wireshark [1) B br s A ggth, Wik 3.2 Fios.

@ £ Capturing from FHEEEE (port 53) [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] l == é
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BN, T PAE d 2t #ebl 1 FF S Wireshark T E, DU EMEAN % & A E KB E A,
3.3 AFHKED
LEA§ ] Wireshark flisk 80 ay, o0 BB E D .. 4£—81MEN LA aEEZ
W, UHEH LA ICZ M-~ . Wireshark W] G Gy 4600 21 B i) A s F RS R v FH A X 4%
B, HEemH ol 230 . AT A G e B dmishi s 1,
3.3.1  FIBTHEANERL SR e EiE

7E T H A s @ 42 BAE S SR AR R IE FE CapturelInterfaces fiy4, 1 DUARIEUHE A
WAz il SR A e AR B B W 4% . FlisRE: D Jt i, anl&l 3.4 Fiors

r N
M Wireshark: Capture Interfaces E‘M
Device Description P Packets Packets/s
= E EMEEE 3 VMware Virtual Ethernet Adapter feB0::ad44:d27f:44bb:8416 0 0
[ &% #£#%E4 VMware Virtuzl Ethemet Adapter fag0nTcf:fB06:deb1 422 5 0
= E| AMEEE 2 Realtek RTLB139/810x Family F...t NIC feB0::c5a2:72ce:40bb:600S O 1]

[V fr] &g Reakek PCle GEE Famiy Controller feB0::40fa:dfed:04b:fadb 96 1

L

L

34 #igkEA

RN T X (IPv4 F1 IPv6) , Wireshark BRI TN G L 2411 IPv6
Hobik o Qi SAFAE IPv4 Huhlk, ki IPv6 HuhbWs ] LUE 2 1Pv4 il CCUARHBIER: ) ,
K 3.5 fios.

I M Wireshark: Capture Interfaces =|8
Device Description P Packets Packets/s -
[ @® ®=#®3  VMware Virtual Ethemet Adapter feB0::ad44:d27f:44bb:8416 11 5 Details
[0 #2) zemams® Microsoft fe80::686f:67f8:4cS1:d0ec 0 0 [Details]
[] &% £#EE4  VMware Virtual Ethemet Adapter fe80::7cf6:f806:deb1:d42a 23 6 @
[] g»] &#=H 2  Realek RTL8139/810x Famiy F...t NIC fe80::c5a2:72¢ce:40bb:6005 0 0 Details
V] g weEE Realtek PCle GBE Family Controller 43 7 Details

Start Stop I Options ]’ Close ]

3.5 IPv4 Hulik BoR

MAZ G 0] L BRI L1 1P | IPv6 [l (fe80::40fa:dfed:94b:f9db) A% Jk,
T IPv4 Hill (192.168.0.105) .
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(3250 3-1) i3RIk Jrp i i e a2« FARERAE DR W R o
(1) 78T H R IRGEFE Capture|Interfaces fiy4, KW s 3.10 o ST .

M Wireshark: Capture Interfaces =5 g
Device Description P Packets Packets/s
[F]] &% ®mm®3  vMware Vitual Ethemet Adapter feB0::ad44:d27F:44bb:8416 1 1 |Details
@ EI EFEMEEE Micosoft feB0::686(:67f8:4c51:d0ec 5 4 Details
[ ¢® #£#is8®4  VMware Virtual Ethernet Adapter feB0::7cf6:f806:deb1:d42a 1 1 Details
] gl EgiEE 2 Realtek RTL8139/810x Family F...t NIC feB80::c5a2:72ce:40bb:6005 0 1] Qmils‘
O &) kil Reaftek PCle GBE Family Controller feg0::40fa:dfed:94b:fodb 45 8 Details
Help Start Stop Options
K310 #igkin

(2) WS A B — DI Z M S IE RO g, AR IR P M 2% I
MEHE, anl&l 3.10 fros. SRJ5 S Start 424, JTIRTEIESE, W& 3.11 fros.
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Ml "FEEREIEE Wireshark 1107 (v1.10.7-0-g6b931a1 from master-1.10)] ==
Ele Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help
o amg ERXS A+ T2IEE QaaD @B 8 % @
Filter: [~] expression..  clear  Apply =
No. Time Source Destination Protocol Length Info -
1 0.000000000 192.168.4.105 224.0.0.252 IGMPV2 46 Membership Report group 3B
2 0.000116000 192.168.4.105 224.0.0.251 IGMPV2 46 Membership Report group :
3 2.167098000 fe80::686f:67f8:4:ff02::c SSDP 208 M-SEARCH * HTTP/1.1
4 0.000547000 feB0::686f:67f8:4:ff02::1:ffa3:b3a6 ICMPVE 86 Neighbor solicitation for
5 0.000042000 fe80::686f:67f8:4/ff02::1:FFf11:F390 ICMPVE 86 Neighbor solicitation for
6 0.832238000 fe80::686f:67f8:4:ff02::1:ffa3:b3a6 ICMPVE 86 Neighbor solicitation for
7 0.000065000 fe80::686f:67f8:4/ff02::1:ff11:F390 IcmPvE 86 Neighbor solicitation for
8 1.000204000 fe80::686f:67f8:4:fF02::1:ffa3:b3a6 ICMPVE 86 Neighbor solicitation for
9 0.000051000 fe80::686f:67f8:4:ff02::1:ff11:f390 ICMPVE 86 Neighbor solicitation for
10 1.166851000 fe80::686f:67f8:4:ffF02::c SSDP 208 M-SEARCH * HTTP/1.1
11 0.833038000 192.168.4.105 239.255.255.250 IGMPV2 46 Membership Report group :
285 standard query response (i
S35 VAV NS 1A DE SN hmcmnee ane A2ibebasann ace s an ol
@ 7/ Fie: "C:\Users\ADMINI~1\AppData\Local\ Temp\wireshark_pcapng_SD8FOFGF-321F-4A9A-83CF-89C... |P... | Profile: Default
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(3) WZAHR A R HOE A2 K B o gk 1 EEEE

3.5.2 {£H AirPcap i&F 88

AirPcap J&ERLAS 2 T 1TV TR A 2R AL WLAN Hili, W H WLAN i % %4,
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REAEAG 2 RAL KM . A A 2 U0 iy b P S8 K H i

3.6.1 IHIKILESS
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SLRHHE SRR . BOREZEAL ] Wireshark SF4E-2 AT, 4T LR 2 e B2 SREE 1
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(ESE R T4 CapturelOptions... 74, 4T FFHARIS A 1. 77 AT, i 3.12
B

Ml Wireshark: Capture Options B
Capture
Capture. Interface Link-layer header Prom. Mode Snaplen [B] Buffer [Mi8] Capture Filter =~
Al
[[]  feB0-116521c83657a8c Ethernet enabled  default 2
0000 £
VMware Network Adapter V...
[[]  feB0-18d5:362496c9:9781 Ethernet enabled  default 2
192168521
AlthishE 2
[[]  feBO-bBfEeeBaSafch228 Ethernet enabled  default 2
1921680104 -
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TSR] LUG B RIS IR 8 210 2 S o X2 RO BRI O F A AT 14 98
Ao JEINF, XUHRERE AT AT —4b, JEShgniERE R E I, WK 3.13 Pk

{EZ A Capture Filter #54, 7] LB L FRSR IS I8N . X HLIEFE port 53, U1
Kl 3.13 Pros. MaZStinl LAE 2w BRI IER G, B st gkt il st Lo

[N S A N Eu=A EIT=) N
FIWHAE I FTEVE AT R, W BRI SOt WRER, HWRohSG. KRG
N N . .
iy OK #2l, Ke ko tnl&l 3.14 Fros (i 5
Ml Wireshark: Capture Options e
M Edit Interface Settings == Capture
GES Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter =
Interface:  FBIER Al 2
1P address: fe80-40fa:dfed:04b:fodb - fe80-c522:72ce:40b0:6005 Ethernet enabled default 2
192.168.0.108 0000
g
Link-ayer header type: |Ethernet B Fl  fe80-40fdfed94bdb
[7] Capture packets in promiscuous mode 1921680108
[T] Limit each packet to | 65535 ~ bytes

0 »
- 2] mebibyte(s)
Buffer sze:| 2 z [7] Capture on all interfaces Manage Interfaces
port 53 9] Use promiscucus mode on all interfaces
[ ok ][ concel | Capture Filter:| | port 53 Compile selected BPFs

e T = AR e e e = e = S = e — M S = e~ e~ |
313 iR wE 3.14  HhgREI

TSI Capture filter 41 0] LLA 2, B kIS 848 4 port 53. Wireshark ffi it
JE A FH (12 A Se R SR 0 JE 8 (Berkeley Packet Filtering) 53, FH /0 0] LA BB 74
PIEIERS I, HNF IR PR R, ARG T Start $4L,  FFURAR SR .

3.6.2 IHIKHE

LR IE 2N A A . fE Wireshark 1, AfF SCEEER 7 v 0T LUK — N K i
S5 BT JUAS NSO o AR ERIE T RS o, AT DLBECE A ST I K/ B BE R 22 KK N[ £/
FE—AN S0 XA AT A B - POt A B . TR A AR SR SRR

(261321 gkt HAREAE DB R R,

(D fEERppthpdie CRaRmiREn) 8, 7w E 3.15 P St .

(2) RSt Capture FEIAEHT, EPEIEHEE] Internet [ 24 15 FC A% 5T I L IEHE . 1X
TR “CARMIER:” B,

(3) {E Capture Files 73, Hifi Browse f& 8L R ORA-I SR SO B AR FI SO 44 0 X
WEF 40 capture.pcapng, Wi 3.16 Fias. S5l OK Hefl, K [ml B4l 3004 10
FHIH -

(4) {EHZRIIH ) Capture Files #5775, ¥ 2 Lifide & Ml SRS g A2 30144
Wil 3.17 Pros. RS ESE A B Use multiple files B3, I SCAR B 3R SO BN K
/NR IMBL B 10 AR AN SO KAl gk 4 AN S fa A ants b siigk. DL G BRCE S,
Hihy Start %41, FFREARERIZR

QB WHKEAEF 0 F 49 Stop Capture after 63, £ LAY AL Bug, £ 1.10.7 I
Ad, ®FZ®RIE, B ELIFECHER.

(5) BiAEmEVi ] www.openoffice.org Wi, rF=AEdmE. KWEUS R JLED, 285 [ 2]
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Wireshark £ A& R AF I SCAF X 38 S F BSR4 K% T 2840, SCIR44 Ja THIVAS In T 3P4
5 CRBIHIE_00004) S IE AT A ER,  aniE] 3.18 Fios.

M Wireshark: Capture Options

ol

Capture

enabled default

Ethernet

fa80:c52272ce 40656005
0000

feB0-40fadfed 946:3db Ethernet enabled  default

1921680105

de Snaplen [B] Buffer [MiB] Capture Filter =

2

m

B

(7] Capture on all interfaces

Use promiscuous mode on all interfaces

Manage Interfaces
[-] [comple selected BpFs

Capture Fles Display Options
. ) R r
Fle: 9] Update lit of packets in real ime Ml Wireshark Specify a Capture File [
[T] Use muttiple files Use pcap-ng format o P .
] Automatically scroll during live capture
Nextfle every |1 megabyte(s) ] Name: | caputer.pcapng|
- - Hide capture info dislog
Nextfle every |1 minute(s) -] T
Ring buffer with 2 o fies Name Resolution
Stop capture after |1 2 fie(s) ] Resolve MAC addresses Dlaces 1 Naree - Modifad
5 <\ >earcn = [~ _
Stop Capture Automaticaly After... (e B e s @‘R b Used [ http.pcapng BE=
- ecently Uss -
|1 = packet(s) v 7 http-error.pcapng EED
Resol el & Admini -
B[ [ megabyets [ -] e 5 Administrator  ~ | % 45 ncapng 2012/10/23
a [ 3 [minutets) [+ [ Use external network name resalver - B
Cee son_] [ gose | o< ][ comeel |
TN
Kl 3.15 AR S Kl 3.16  TRAFIMSCHE
- N
M Wireshark: Capture Options R=NHE)
Capture Files Display Options

File: . Ditraces\Capture.pcapng

Browse...

Use multiple files

Next file every 1 '5'
Next file every 10 %‘
[7] Ring buffer with 2

Stop capture after | |

Stop Capture Automatically After...

B 1 packet(s)
1 .megabyte[s] 3
| 1 = .min ute(s) ZI

Use pcap-ng format

megabyte(s) [~]
(second(s) [-]
files
file(s)

Update list of packets in real time
[] Automatically scroll during live capture
Hide capture info dialog

Name Resolution

Resolve MAC addresses
[7] Resolve network-layer names
Resolve transport-layer name

Use external network name resolver

stot_] [giose
B3.17 BEE I
[ Capture_00004_20140701182455.pcapng [Wireshark 1.8.15 (v1.8.15-0-g50a182c from master-1.8)] ==

File Edit View Go Capture Analyze Statistics Telephony Tooks Intemals Help

Seaee BEXE

s e

&l Qe F L

&K’\!\M\!\!\'\'\'\&%&&RK

ERYE R

»

&

File: "D:\traces\Capture_00004_20140701182455.pcapn

| Packets: 36 Displaye... | Profie: Default

K 3.18 X4tk
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(6) HI /Al ny Ul Rk 7F T HA Pk % ¥ File|File Set|List Files #y 4>, £ U
FrA SCAF, sl 3.19 Fross

[ Wireshark: 4 Files in Set =<

Filename Created Last Modified Size
(© Capture 00001 20140701182425.pcapng  2014.07.01 18:24:25 2014.07.01 18:24:35 52344 Bytes
(© Capture_00002_20140701182435.pcapng  2014.07.01 18:24:35 2014.07.01 18:24:45 13976 Bytes
(© Capture_00003_20140701182445.pcapng  2014.07.01 18:24:45 2014.07.01 18:24:55 35916 Bytes
@ iCapture_00004_20140701182455.pcapng: 2014.07.01 18:24:55 2014.07.01 18:25:05 8960 Bytes
... in directory: D:\traces

K 3.19 b4
(7)) Mz v] LB B A B 4 AN /NS

3.7 K IEFRAAUE A& 6 E AR

FER RGN, 7 A] e o afy ) — SRR ) r) @ (H 2 X SB[ L, JEASEAERRCHT R
H iy T LU R 2 o BT LA, 3K BE R B A AR IR Il 3 i 5 FH s o — 52 I N - 78 Wireshark
WA SRR DI RE, 0T AR SR BX LGN . HE DA BB . AR A A A P X 2
BB A A= 11 i)

7t Wireshark Hhn] Ui ieh ¢ AT H SO, I HAT AR EA S X () D e ke Ak B R LR
RS, EIZINRENG , Wireshark S RFEz i IR A0 s, H ARSI, N A9
B PIX T

TEZE R AR R IE £ Capture|Options 74, F1 IR SFOEINE . 7R 1% 50 Rl ] ¥ 2%
XS, 3.20 s

M Wireshark: Capture Options =)
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter =

FiiEE 2
fe80-c532:72ce40bb:6005 Ethernet enabled default 2
0000
FiikiE

V] fe80-40fadfed94bAdb Ethernet enabled default 2
1921680108

[7] Capture on all interfaces Manage Interfaces

[9] Use promiscuous mode on all interfaces

e [+] [compile selected BoFs

Capture Fies Display Options
Fie: | DAtraces\roamingprob.peapng [Browse..] B Update list of packets in real fime
B TP stavrolon ¥] Automatically scroll during live capture
FNextfleevery  [100 | [megabytets) =]
Netfeewery |10 e @ Hide capture info dislog
| @ Ring butter vith 5 : s Name Resolution
-

Stop capture after |1 le(s) V| Resolve MAC addresses

Stop Capture Automatically After... T et e

[¥] Resolve transport-layer name

Use external network name resolver

e o] o]

K320 WEZMKX
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LB B 7R 2 Wireshark 58843k 2 5 A 100MB (30 )i, K

k%5 —/> 100MB

IS, FREIEESE 6 A3, 1 Wireshark 4421217,
(261 3-31  AEH R EIEIA LM X 72 ARG 25 ) o BARERAE D IR N PR .
(D fEFERphipdie CRpRmilknd 4.
(2) fEZFHIN Capture #4), ERIEELF Internet W 5T AL 35 A I R IEAE . IX HFLIEPE

IR HE

(3) 7£ Capture Files #43, H.if; Browse $% 41 IE PR RAF I IR SO AR R SCF 4 . X HL
WE 4N capturese.pcapng, U1 3.16 fin. AR)5Hh OK $41, K iR A F 4 3Rk

G-I o

(4) FEAfFRIT MK Capture Files #5873, R 2 LR & IR AT RIEAR ST 4 o
FEAZSH LS A ] Use multiple files ZEX, B8 Al OISR IO REAN SCIE RN 10MB. £f
30 AbAE AN ICME . BRI ORAE 3 A, Wl 3.21 Pron. LEfEEBE A, 1

i Start 351, A5 TRk .

M Wireshark: Capture Options
Capture Files
Fie: | Ditraces\stopatproblem.pcapng

[¥] Use multiple files

Browse...

[¥] Use pcap-ng format

(=] 5 ]
Display Options

7] Update list of packets in real time

| Automatically scroll during live capture

[V] Next file every 10 > megabyte(s) Z|
@) Net fle every 30 2 [cecondce) z| 7] Hide capture info dialog
[¥] Ring buffer with qi > fies Name Resolution
[] Stop capture after |2 fie(s) ¥| Resclve MAC addresses
Stop Capture Automstically After.... | Resclve petwork-layer names
1 packet:
7| Resolve transport-layer name
40 kilobyte(s)
1 minutels) #| Use external network name resolver
K321 gk
Sl A [EUY . T TR S =1 (RN v o
(5) LTRSS, Vi) www.wireshark.org W3l = A= 3 o MRV ) 30 FPiZ kgl

ARG AV ) — F www.chappellu.com/nothere.html W3k, K52 B 404 A%, R IZ R EEA
f7AE. ML 404 H5R 5, PUdR [ E) Wireshark FL, Hdim (5 1E4f3R) 424,

(6) #5F Wireshark ARAFIISCAF XL, 5 BIVF2 05 Capnmic. UEER
TSRS H SR B A B SO, AXRER 21 3 AN, Wil 3.22 Fros. PR ZEHT I i JE B8

GAF XA T MU A I A 3 3T

Ml Wireshark: 3 Files in Set (B
Filename Created Last Modified Size
*) stopatproblem_00002_20140701152912.pcapng 2014-07-01 15:29:12 2014-07-01 15:29:42 33024 Bytes
stopatproblem_00003_20140701152942.pcapng  2014-07-01 15:20:42 2014-07-01 15:30:12 21148 Bytes

Help
&

© [stopatproblem_00004_20140701153012.pcapng! 2014-07-01 15:30:12 2014-07-01 15:30:26 18732 Bytes

... In directory: D:\traces

o]
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(7) TEZFMMN A4 405 (00002, 00003, 00004 ] LAFE HY H RTARLER 3 A
Ao T EAF SO BCEALREORAF 3 SO, PTRAER 1 A3 (G5 _00001) HhiR 1.
XA AT LA 20 f 4 1F) o AR Close 4% 4H, 3R [0 5)] Wireshark 32 5 1fi1 o K GEAS P s
i 404 PHHRMEE, WA 3.23 P,

r‘ stopatproblem_00004_20140701153012.pcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-...li@lg-

File Edit View Go Capture Analyze GStatistics Telephony Tools [nternals Help
oA REX Ae+»aTLIEBE QAQARN ABD B

Filter: [+] Expression... Ciear apply Seve

Neo. Time Source Destination Protocol Length Info
33 2.890286000 192.168.0.104 123.125.125.86 TCP 54 11882 > http [ACK] Seg=11!
34 2.892853000 192.168.0.104 123.125.125.86 HTTP 703 POST /q HTTP/1.1
35 2.892876000 192.168.0.104 123.125.125.86 HTTP 601 continuation or non-HTTP 1
36 2.904157000 123.125.125.86 192.168.0.104 TCP 60 http > 11882 [AcK] Seg=20!

37 2.919464000 Giga-Byt_Ob:00:4Broadcast ARP 60 who has 192.168.0.1117 Tz
38 2.919699000 feB0::1914:a440:ff02::1:ffbc:1c ICMPVE 86 Neighbor solicitation for
39 2.927244000 123.125.125.86 192.168.0.104 HTTP 39 HTTP/1.1 404 Not Found (

40 2.927270000 192.168.0.104 123.125.125.86 TCP 54 B8Z > http [AC eq=23!
41 3.674796000 feB0::1914:a440:ff02::1:2 DHCPVE 147 solicit XID: Ox7bf798 CID
42 3.919788000 Giga-Byt_Ob:00:4Broadcast ARP 60 who has 192.168.0.1117 T«
43 4,210806000 Giga-Byt_9d:e7:48roadcast ARp 60 who has 192.168.0.1047 T
44 4,310829000 Giga-Byt_cB:4c:8Giga-Byt_9d:e7:.ARP 42 192.168.0.104 is at 1c:6f _

m b

(@] ﬂ File: "D:\traces\stopatproblem_00004_2014... | Packets: 89 * Displayed: 89 (100.0%)... | Profile: Default

& 3.23 404 FiRfEHE

(8) Mzl LLAE R, 39 Wid 1% H 8 & 404 Not Found 15 & .
3.8 dHIKI T MAC/IP ¥k #3E

LEAE ] Wireshark i yE s, wf LLEE HAlisk MAC/IP bk 5E ok e 2s . Ay
BN BT MAC/IP Hhl B0 14 77 .

3.8.1 HHIREA IP HultE4E

IP HihlJ2 1P PR i —Rh e — b A% =0, SO0 B B — AN f R — &
TR T — & L. 85 1P Huhib sy 4 1Pv4 I IPv6 B RS, TLAE AR o015 FH AR 4R 2
1Pv4 ik, ZhhkRE—AN 32 A2 3RS . W E AR AR R, S 1P Mk Ty
AORANWT TR 5 BN EAEE . R IR 2 RS TP Mk E s 1) i

NE JLAS TP kst sE 2% 1+

Q host 10.3.1.1: fFLFIIARH 10.3.1.1 EHLEE .

Q host 2406:da00:{f00::6b16:f02d: i3k EiA/>K H IPv6 Hutilk 2406:da00:ff00::6b16:102d
AR -
not host 10.3.1.1: #iligkkx T 23k A 10.3.1.1 ML FTA Hdk -
src host 10.3.1.1: ffigkk B 10.3.1.1 LML LA £ .
dst host 10.3.1.1: #fi3RFNL 10.3.1.1 ML 1%
host 10.3.1.1 or host 10.3.1.2: ffizk#iE/ 2k H 10.3.1.1 EHL_EEHE, FEEk A
10.3.1.2 AL EHE -

U000
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O host www.espn.com: Fili $RAENT www.espn.com 7] IP Huht %
(3561 3-41 AR BIE K A 192.168.0.112 EHLAERAL . HAREAED BT PR,
(D fETAfrh @i, F1rmRIEm s, Wl 3.24 fros.

r‘ Wireshark: Capture Options

el
Capture
.Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]  Capture Filter = .
- s 2
[ $eB80mc5a272ce40b5:6005 Ethernet enabled default 2

Fithis s
feB0-40fa:dfed 94bA9db
192.168.0.108

Ethernet

enabled

0.000
default

K 3.24  Jligkikui

(2) FEZFH AR DO, BRI PAAE 4 1 ORMER) I EIEHE . 7EX MR
DA T IEFE L AT AOAEAT— Ak, JR Shg s D BEE &, Wil 3.25 Pros.

.
M Edit Interface Settings =
Capture
Tabnofama. ek b
Interface: EHEE
1P address: | fog0:40fa:dfed:94b:f9db -
[
3

Link-ayer header type: .Ethernet El

[¥] Capture packets in promiscuous mode
[T] Limit each packet to 65535 ~ bytes
Buffer size: |2 | mebbyte(s)

Capture Filter: I . host 192.168.0.112
[

El Compile BPF

) oo

K 3.25 HiEDEE

(3) MAZFHI AT LAE BUA HIEFE4E 1) TP Huhb, DG n] DUR B 1z stk A= BB e AH Y
(R AR I RS o A AT A PR JE AR D, N host xx.x.x (x.x.x.x RIRFREHIRIN TP
bk, A A b 192.168.0.112) SRIEIE IPv4 HuhE s . i 43k 1Pve Hhdik
M35, DTN host XXXXIXXXX:XXXXXXXX XXXXXXXX:XXXX:XXXX. KRG Hd OK %4, BE 2
WA 3.26 fros i) St .

M Wireshark: Capture Options

B =)

Capture

Capture

1921680108

Interface

[V]  #eB0-40fs:dfed 94b-Bdb

Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]

Ethernet

Capture Filter

enabled default 2 host 192.168.0.112

<

e

] v

[7] Capture on all interfaces

[¥] Use promiscuous mode on all interfaces

[host 192.168.0.112

] oy
T =, |

Manage Interfaces

Kl 326 figkitugss
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1 ks Wireshark N &S

(4) WS o] R 2], AHER: ORI IE St 2R T —&E . EizAms
)5 75)) Use multiple files, MGIEERT LASREAS 1o ool Start 4281, ez fe,
Kl 3.27 B

Ml A (host 192.168.0.112) [Wireshark 1.10.7 (v1.10.7-0-g6b931a1 from master-1.10)] [E=NECR

Fle Edt View Go Capture Analyze Statistics Telephony Toolk Internals Help

oo amE BAXE A+ TLE (EFB Qaan #EZB »
Filter: | Z| Expression..  Clear

No. Time Source Destination Protocol Length Info -
1 0.000000000 192.168.0.112 192.168.0.1 DNS 77 standard query 0x9all
2 0.000114000 192.168.0.112 192.168.0.1 DNS 77 standard query Oxc7le
31.021917000 192.168.0.1 192.168.0.112 DNS 93 standard query respons
4 0.012027000 192.168.0.1 192.168.0.112 DNS 146 standard query respons
5 0.000412000 192.168.0.112 198.66.239.146 TCP 74 60247 > http [SYN] Seq
6 0.250239000 192.168.0.112 192.168.0.1 DNS 77 standard query 0x3724
7 0.443976000 192.168.0.1 192.168.0.112 DNS 93 standard query respons
8 0.

000321000 192.168.0.112 198.66.239.146 TCP 74 60248 > http [SYN] Seq

1 MOTAEOAAA T b delew £ Vs mfh Vimmmemn BV amma bl ane £ tilam bame AAT AE8 A A1
m b

O "_V File: "C:\Users\ADMINI~1\AppData\Local\ Temp\wireshark_pcapng_807BBCAF-BDB3-4B97-9139-DF5... ... Profile: D...

Kl 3.27 fligkEdnitiE

(5) 76 1P #ihit 2y 192.168.0.112 f AL L7 in] B2 Canis ia) (95 www.chappellu.com) ,
LR S . T B, #0K BoR(E R 3.27
(6) R[] 3] Wireshark A & i 3k 344, Frf 000 # 2&k B/2)ik 192.168.0.112 FHL.

3.8.2 i3k IP tthutSeE

IP Huhit—3L5y % AL B, C. D, E HE. v, S FI& AT =28kt . 1P HhhlAR 4
ML A FN WAL, B H B AT 14 HtE, CIDR (Classless Interdomain Routing)
WU LA IP I 2 B AE—ifd o I R, Ron T —> IP Hubikya [ .

N E LA TP bl [ R0 8 48 1 1

Q net 192.168.0.0/24: #fizkE1k/ K H 192.168.0.0 W 4%t ATAa] FH LA ELAE o

QO net 192.168.0.0 mask 255.255.255.0: Fli3k 21A/2K H 192.168.0.0 W25 o AT-fa] ALK

Q ip6 net 2406:da00:ff00::/64: HfiFkEik/ K H 2406:da00:£f00:0000 (IPv6) 45 Hi{T:
i AL E R -

O not dst net 192.168.0.0/24: i3k H 1) TP Hubik /& 192.168.0.0 4% 411 T K -

Q dstnet 192.168.0.0/24: i3k Fik IP Hihikhy 192.168.0.0 M4 P4 1 BT Hid

Q srcnet 192.168.0.0/24: {3k E IP Hihikhy 192.168.0.0 ¥4 P ) BT B

(35651 3-51  Hifizk 192.168.0.0 W& rh ey EALMEAE . HARBAE D RN Pros.

(1) Ja3h Wireshark fifizk T F. . 761 S0 15 A K RIEFE Capture|Options £ T,
I PE IR 1, 4l 3.28 Fias.

(2) 7 i% S i v 2 X B Al 3RS 28 net 192.168.0.0/24 . 1 B BEARAE % $R S0,
U #11F5 Browse $HIE B RAFA AR SCLE A BRSO 44 . BB SE T, Wi 3.29 PR,

¢« H8
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M Wireshark: Capture Options [E=E

Capture

Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter

AR
Fl  feB0:95c2:84b3:b1fe7828 Ethernet enabled default

1921680110

i v

Capture on all interfaces Manage Interfaces

Use promiscuous mode on all interfaces

[copture fiter:] | [=] [compile selected apFs|
Capture Files Display Options
Fle: | | [Browse. Update list of packets in real fime
U Itiple fil 7] u -ng format
[ElC ety e G e A scroll during live capture
Nextflleevery |1 3 [megabytets) -]
Next file every ‘1 S |mmute[s] - ‘ Ebermoiisddsy
Ring buffer with 2 = files Name Resolution
Stop capture after |1 = file(s) Resolve MAC addresses

Stop Capture Automatically After...

[ |1 = packet(s)

5 Resolve transport-layer name
o | - |megabyte(s) |~
a 5

| gt

[7] Resolve network-layer names

K 3.28  fgiiEIiE A

M Wireshark: Capture Options o [

Capture
Capture. Interface Link-layer headerProm. Mode Snaplen [B] Buffer [MiB]  Capture Filte ~
SR
eB0-05e284b3:01fe 7528 Ethernet disabled  default 2 net 192.168.0.
1921680110
4 I ] 3

Capture on all interfaces Manage Interfaces

2] Use promiscuous mode on all interfaces

[Capture Fiter:| | net 192.168.0.0/24 [ [compile selected 87Fs|
Capture Files Display Options
Fle: | Ditraces\ip-range.peapng | [Browse.. Updste list of packets in real time

e T T i e o L.

K320 WETESE

(3) WZFHTH AT LA 21 H Fr e B il pE 2 SO RAA B . AR5 itk Start $24, ¥ IF
e s, WKl 3.30 FoR.

M ip-rangepcapng  [Wireshark 1.10.7 (v1.10.7-0-g6b931a1 from master-1.10]] =R
Fle Edit View Go Capture Analyze Statistics Telephony Took Internals Help
O AdmL BEREXB AT R BElaaaB @ -
Fiter: | - | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
23 14.2254270 Giga-Byt_0Ob:00:4fEroadcast ARP 60 who has 192.168.0.111
24 14.8007300192.168.0.110  192.168.0.1 DNS 77 standard query 0xsb7c
25 14,9857430192.168.0.1 192.168.0.110  DNS 109 standard query respor
26 14,9863590192.168.0.110  162.159.242.165 TCP 66 49335 > hrtp [swn] se
27 15.1924900162.159.242.165 192.168.0.110  TcP 66 http > 49335 [SYN, AC
28 15.1925380192.168.0.110  162.159.242.165 TCP 54 49335 > http [ack] se
29 15.1927600192.168.0.110  162.159.242.165 HTTP 476 GET / HTTP/1.1
30 15.22093690 Giga-Byt_Ob:00:4fEroadcast ARP 60 who has 192.168.0.111
31 15.3978040162.159.242.165 192.168.0.110  TcP 60 http > 49335 [ACK] Se
32 15.4402800162.159.242.165 192.168.0.110  Tcp 1293 [Tcp segment of a rez
33 15.4452350162.159.242.165 192.166.0.110  TCP 394 [TCP segment of a res
34 15.4452360162.159.242.165 192.168.0.110  Tcp 1087 [TcP segment of a rez
35 15.4452370162.159.242.165 192.166.0.110  TCP 1494 [TcP segment of a rez
36 15.4452380162.159.242.165 192.168.0.110  TCP 847 [TCP segment of a rea -
<[ m ] 3
O 7| Frame (frame), 60 bytes | Packets: 161 - Displayed: 161 (100.0... | Profie: Default

K330 FlPEMEdE A

© 69 -



1 ks Wireshark N &S

(4 ZAHR T B, #2 192.168.0.0/24 W 4%k E ALK Hdi .
3.8.3 I BT B EE

2 1P HhE 2SR E N 4 1, ) R bbb /2 255.255.255.255, Z bk
LN ENL. b A ) SR A A LR R, I H ke
ok

Z R IR Bk, 2 — A BN ERRFT. FELURM T, 2Rk & — 48 f7)
FRoRFF o 76 IPv4 h, B AE 7 S Faknfi D 25k, & a2 224.0.0.0~239.255.255.255,
JURE AL AN 1 48 ikl )R T2 AL

WY B2 8%, WTLAAE Wireshark W T ##25¢ T M4 L EAUMESE. FHslH
JUANT HBF, N,

Q ip broadcast: #ili3k# 255.255.255.255 [

Q ip multicast: FfiFkil It 239.255.255.255~224.0.0.0 (K1 -

Q dst host ff02::1: 3R EHLE] IPve 2 FEHuHE 1 EH -

Q dst host ff02::2: filiFRITAT 26 th 2 1Pve 2 F bk 158k .

R AR T AT 1P 5 IPve [, ] IP 5X IPv6 i skid JE s

[ 3-61 Hfigk) #EHbhib i . AP BRI N R,

(1) JB#h Wireshark Hifizk T H.,

(2) FERPRE 10 h B E R sS4 ip 255.255.255.255, 41l 3.31 iR

M Wireshark: Capture Options =] B
Capture
Capture Interface Link-layer header Prom. Made Snaplen [B] Buffer [MiB] Captur +
FithisiE
feB0-95c284b3:b1fe 7828 Ethernet disabled default 2 ip broadcast

1921680110

+

Capture on all interfaces

[] Use promiscuous mode on all interfaces

Capture Filter:| | ip broadcasl{

Capture Files

File: |D:\traces\ip-broadcast.pcapn
T T e

(ool D Hpdate et of packetefn realgime o &

Manage Interfaces
E Compile selected BPFs

Display Options

K 331 WE) Ehakid jERs
(3) Mz FiinnT LA 45 e 1k D28 A SR SO A7 B o i ity Start 4251, B ITR
HREE, Wik 3.32 s
(4) WzF ] LA R Ir A 5 6, #E kikey 255.255.255.255 FHLI .
3.8.4 3%k MAC it #4E
YRR AR Bk A B IPv4 B85 IPv6 s I, o] LA & — AN 5T L MAC
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HohERSRIL JEAS . T MAC SKpiofl &, I HOERE B & A AR N T o PRI IR 1 1M
20 By B H AR EHL BE—

- ™
M ip-broadcastpcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] E@g

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
eoams BB AesnT2IEE aaan #8m -
Filter: Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info -
1 0.00000000192.168.0.102 255.255.255.2535 508 Source port: 58274 Desting
2 30.0088730192.168.0.102 255.255.255.255 UDP 508 Source port: 58274 Destingg
3 31.7193260192.168.0.108 255.255.255.255 DHCP 342 pHce nform - Transactior|
4 40.0510450192.168.0.102 255.255.255.25% UDP 508 Source port: 58273 Destinz
5 41.4338510192.168.0.104 255.255.255.255 DHCP 342 pHCP Inform - Transactior
6 70.0602220192.168.0.102 255.255.255.255 UDP 508 source port: 58275 Destinz
7 100.069057'192.168.0.102 255.255.255.25% UDP 508 Source port: 58273 Destinz
8 130.074696192.168.0.102 255.255.255.255 UDP 508 Source port: 58275 Destine
9 130.110494192.168.0.104 255.255.255.25% DHCP 342 DHCP Inform - Transactior
10 160.081700192.168.0.102 255.255.255.255 UDP 508 Source port: 58275 Destinc
11 166. 205064 192.168.0.106 255.255.255.255 UDP 355 source port: 53855 Destin:z
12 166.225063192.168.0.106 255.255.255.255 UDP 397 source port: 53856 DESt‘inEY
v |13 A1RA MAEANTI ANTD 1EG N 1NE ')::r”'lﬂﬂ TJEE IEE nimn 2E4 Cr\urrT nnnnn EIQET r\nrf‘;:'
@] M\ File: "D:\traces\ip-broadcast.pcapng” 18 k... | Packets: 38 - Displayed: 38 (100.0%) - Dr... | Profile: Default
L

K332 gk bk Eo

ether host 00:08:15:00:08:15: ffi 3k £ 1/2K [ 00:08:15:00:08:15 T ML £ds -

ether src 02:0A:42:23:41:AC: 3K H 02:0A:42:23:41:AC EHLAIEHE

ether dst 02:0A:42:23:41:AC: #li3k ik 02:0A:42:23:41:AC EHLIMEHE

not ether host 00:08:15:00:08:15: iR BIA/ K B T 00:08:15:00:08:15 [ MAC
HhE

[S203-7)  {UHEEEIA/SR B HAh MAC Hobik e . BAREAE LB KR .

(1) ffiH] ipconfig 54 ifconfig fiz %>, EHWGERFE LI MAC Hidik.

() fE TR PR @i, FTIFPEmFm, Wk 3.33 fros.

I" Wireshark: Capture Options @M‘

oo o0o

Capture
.Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]  Capture Filter -
AihisE 2 i
0000

it
feB0-40fa:dfed 94b:fIdb Ethernet enabled default
1921680.108

7] fe80-c5a272ce:40bk:6005 Ethernet enabled  default 2 H

K 3.33 gkt

(3) LEZFEIMPARIRI IR, 2B REAR 4 0 CRROER) RIERE. {RIX ANk
DA R AT AR —4b, 3 hgmide D BCE & 1, W& 3.34 Pros.

(4) 7EiZIL %I\ not ether host xx.xx.xx.xx.xx.xx (LLAMMnE) , anpd 3.34 TR,

(5) AT B IEAs, X B IR B M JE#% . PRidi Capture Filter $%4, ¥
WonanlE 3.35 o S .

(6) EZIL MBS IEgs 42 7, B E A NotMyMAC. #RJ5 il New %41, ZidjEss
QL Wkl 3.36 iR,

e 71 e



F 1R Wireshark N H 5
(" M Wireshark: Capture Filter - Profle: Default [ESHEE )

Edit i Capture Filter

new

udp only

M Edit Interface Settings “1

Capture
Interface: FBFE

IP 2ddress: | ¢g0..40fa:dfed:94bifodb -@
192.168.0.108

Link-layer header type: _Ethemet |Z|

Capture packets in promiscuous mode

[] Limit each packet to 65535 = bytes Properties
| mebibyte(s! |

a| 7=l Filter name: | New filter] |

1 W

Buffer sze: 2

Capture Filter: I‘ not ether host 00-0C-29-56-80-21] EI Compile B2F| e g o thes P 00.0020-50.00.05 |

ook J[ camcel | Help OK Cancel

K334 g wE Kl 335 RN pERS

=)

(" M Wireshark: Capture Filter - Profile: Default

rEdit Capture Filter

new
udp only
NotMyMAC

Properties

| Fiter name:  NotMyMAC

Fiter string: not ether host 00-0C-29-56-BD-21

o ][ o

L =

Kl 336 Bl sEss

(7> MZ ST AT 2] NotMyMAC Hfi $RiL JEds i D B3 . e i OK 44,

BE DI E 3.37 B S .

[ M Wireshark: Capture Options

Capture

Capture Interface Capture Filter
Fihisig 2

Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]

[F]  fe80=c5a2:72¢ce406:6005 Ethernet enabled  default 2

0000

AihiEE
enabled default 2 not ether host 00-0C-29-56-BD-21

feB0-40fa:dfed94b9db Ethernet
1921680108
»

il
Manage Interfaces
Use promiscuous mode on all interfaces

apture Filter:| | not ether host 00-0C-29-56-BD-21 ; Compile selected BPFs h
"-.,.‘_

|

i

[] Capture on all interfaces

F

\

K337 U SO IE A

(8) ST LA BUFT QR R IR DE Ay o BUAE ity Start #2481, KEIT A6 3R

« 72 .
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(9) ik, F AT LAZESE MAC Hilikh 00-0C-29-56-BD-21 {114 EHL EbATHAE.
T ) ARt B SR ARSS AR ECR A IS, AR LR B B IR

(10) &A% Wireshark F=54f7, fpohm (5 ibdisk) %4l fiskBIMEds K 3.38
iR

M Capture_mac.pcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] =B

FEle Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

codams BRXR A+ T2/EBR QA FD® % B

Filter: |z| Expression... Clear Apply Save New Label
No. Time Source Destination Protocol Length Info
1 0.000000000 Giga-Byt_68:24:58 Broadcast ARP 60 who has 192.168.0.37 Tell 192.168.0.110

2 0.298530000 Giga-Byt_Ob:00:4f Broadcast ARP
3 0.335861000 192.168.0.112 74.125.136.101 TCP
4 0.000185000 192.168.0.112 74.125.136.139 TCP
5 0.164958000 192.168.0.112 74.125.136.138 TCP
6 0.063957000 192.168.0.112 74.125.136.100 TCP

60 who has 192.168.0.1117 T7Tell 192.168.0.105

74 41514 > http [SYN] Seq=0 Win=29200 Len=0 MS5
74 52398 > http [SYN] Seq=0 Win=29200 Len=0 MSs
74 38863 > http [SYN] Seq=0 Win=29200 Len=0 MSS
74 37243 > http [SYN] Seq=0 win=29200 Len=0 MSS

184501000 Giga-Byt_0Ob:00:4f Broadcast ARP

14 0.364957000 Giga-Byt_c8:4c:89 Broadcast ARP
15 0.186228000 Giga-Byt_O0b:00:4f Broadcast ARP

7 0.000081000 192.168.0.112 74.125.136.138 TCP 74 secrmmsafecopya > http [SYN] Seq=0 wWin=29200
8 0.079735000 Giga-Byt_c8:4¢:89 Broadcast ARP 42 who has 192.168.0.17 Tell 192.168.0.108

9 0.000238000 Tp-LinkT_f9:3c:c0 Giga-Byt_c8:4c:8ARP 60 192.168.0.1 is at 6c:e8:73:f9:3c:cO

10 0.056409000 Giga-Byt_68:24:58 Broadcast ARP 60 who has 192.168.0.37 Tell 192.168.0.110

11 0.

60 who has 192.168.0.1117 7Tell 192.168.0.105

42 who has 192.168.0.37 Tell 192.168.0.108
60 who has 192.168.0.1117 Tell 192.168.0.105 .

m b

© (¥ | File: "D:\traces\Capture_mac.pcapng” 3064 kB 00:01:10

Packets: 5448 - Displayed: 5448... | Profile: D...

3.38  fskE

(11) EZF RS Ar, AEMIRMITEEEE. EZmdoctd, BAS
MAC #itik 24 00-0C-29-56-BD-21 EHLIEHE,

3.9 Ahikom v MR AL R SR

r. Wireshark ~HAELAS T SR D8 A4l 2R NI A P IO Bcdia IS s i A0 Y g 1 L i 2%
AR A A R 1N R e i

3.9.1 HWRATAIRASRIEIE

FEFIS T, KR 1 Y IR P A AN 36 15, 4 DNSL HTTP, FTP. RIfAIH T
— g N AR P RO e RS, W N TR .

Q port 53: FFRENIA/K B 6 1454 53 1) UDP/TCP %dii (SL2Y[%) DNS £dl)

O not port 53: FHKBREIE/ K H i 154 53 (1FiF7 UDP/TCP %4 .

Q port 80: FFKAIIE/SK [ 1154 80 ) UDP/TCP ¥l (#RL [ HTTP %4

O udp port 67: 3k ENIE/K BS54 67 () UDP il (JL7Uf¢) DHCP $d) .

Q tep port 21: FHZRFTE/ F3 15 h 21 ) TCP Hdi (ML FTP 447 .

QO portrange 1-80: filikFIA/ K H 1~80 ufi 15 [f) UDP/TCP %i#f -

Q tcp portrange 1-80: ffiZRFL/ K H 1~80 it 115 1) TCP ¥i¥fi .

(3550 3-8 Hfigici 12 80 MIPT A 4. R IR R R
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1 ks Wireshark N &S

(1) J43)) Wireshark T.H.
(2) FERFRIEIN A L h B E AR 80 i M Mt JEs, IFORAFZSCIT, Wik 3.39 Pros.
f‘ Wireshark: Capture Options = ne g‘

Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter »
feB0-95¢2:84b3:b1fe: 7828 Ethernet disabled default 2 port 80
192.168.0110
< i ] »

Capture on all interfaces Manage Interfaces

[] Use promiscucus mode on all interfaces

Capture Filter:| | port 80 IZI Compile selected BPFs

Capture Fles Display Options
3 D \traces\hitp-port.pcapng| Update list of packets in real time

N L N e N L T L T N L L e e |

o] [ ]

Kl 3.39  E I ERS

(3) MAZ S i) LA 2B R U8 s AR AP B OB 585 By Start %4,
K BB 3.40 P i) Fri .

r N
M http-port.peapng  [Wireshark 1.10.7 (v1.10.7-0-g6b%31al from master-1.10}] Elﬂlﬂ
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
o AN BREXE A¢n»dTEIIIEE @aanm| -
Filter: Expression.. Clear Apply »
No.  Time Source Destination Protocal Length Info |~
1 0.00000000192.168.0.110 61.135.169.125 TCP 54 49363 > http [RST,
2 0.45228400192.168.0.110 61.135.169.125 TCP 66 49366 > http [SYN] =
3 0.4614510061.135.169.125 192.168.0.110 TCP 66 http > 49366 [SYN, .
4 0.46151700192.168.0.110 61.135.169.125 TCP 54 49366 > http [AcK] —
5 0.46523400192.168.0.110 61.135.169.125 HTTP 589 GET / HTTP/1.1
6 0.4915590061.135.169.125 192.168.0.110 TCP 60 http > 49366 [AcK] !
7 0.4950690061.135.169.125 192.168.0.110 TCP 586 [TCP segment of a r
8 0.4960370061.135.169.125 192.168.0.110 TCP 1494 [TCP segment of a r
9 0.4960380061.135.169.125 192.168.0.110 TCP 1494 [TCP segment of a r
10 0.4960390061.135.169.125 192.168.0.110 TCP 1494 [TCP segment of a r
11 0.4960400061.135.169.125 192.168.0.110 TCP 1494 [TCP segment of a r
12 0.4960410061.135.169.125 192.168.0.110 TCP 1494 [TCP segment of a r _
A7 A ANCAATAN £ 40 A£n 400 ANT AE£0 A 440 sl 4A4nA Trrm mramem+s ~AF - -
< m ] b
@ M| File: "D:\traces\http-port.pcapng” 23 kB ... | Packets: 40 * Displayed: 40 (10... | Profile: Default
8

K 3.40 gk 80 i I A H

(4) MAZAH IR Protocol 41T LAFE 2 FT A HI P HE A TCP A HTTP. 3X P Aipil
P, 2k H 80 S 111 .

3.9.2 HEETIHORHRIIER
P AR R B R 45 R AR S 15 RO, 7T LUBLIS LA 5 R B RS SR
S, WTFPUR.

QO port 20 or port 21: K FZ/K A 20 58 21 3 L5 (T4 UDP/TCP $#5 .
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Q host 10.3.1.1 and port 80: iR FNIE/ K B 154 80, Jf HAZFIAKH 103.1.1 &
KL UDP/TCP %¥5 .

O host 10.3.1.1 and not port 80: fiZkFN/ kH 10.3.1.1 EHL, FFHIZIE 80 iKY
UDP/TCP %4

QO udp src port 68 and udp dst port 67: fliFkAK Hui 14 68, HAbs 154 67 NTH
UDP ##is (HL74[¥) DHCP %% "' i 2] DHCP 454 ) -

Q udp src port 67 and udp dst port 68: FiFRAK A 154 67, Hbrw 5K 68 FITiH
UDP #dft (74 [¥) DHCP il %5 #% £ DHCP & 7 i 15D -

SMER: RTHRASMEAHKTIES. SHRRBOHEN, TABE AR FTERL
TEAE A B

[35603-91 #ifigk 192.168.0.110 AL _FAE 80 g I £t o HARERAE LR R IR,

(1) )33 Wireshark T H.,

(2) ERHEIE P R E AR ML 192.168.0.110 F3F 80 s I Bl JE 2%, FEAR
1Pz, Wil 3.41 fios.

I M
M Wireshark: Capture Options EM
Capture

Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Cap ~

FihistE
feB0-85c284b3b1f 7828 Ethernet disabled default 2 host 192.168.0

152.168.0.110

4 1 | b

Capture on all interfaces Manage Interfaces

[[] Use promiscuous mode on all interfaces

Capture Filter:| | host 192.168.0.110 and not port Sq B Compile selected BPFs.

Capture Files Display Options
Capture Files Display Options

K341 BRI UE

(3) {EfFOL g A X BE B ML g ds o, Tl Start 4241, KRR 3.42 PR
ElE

s ™
M http-noport.pcapng  [Wireshark 1.10.7 (v1.10.7-0-g6b%31al from master-1.10] @M

File Edit Mew Go Capture Analyze Statistics Telephony Tools Internals Help

coamzimex aswnTLIEEQaA’ -

Filter: Expression... Clear »
MNo. Time Source Destination Protocol Length Info
1 0.00000000 vmware_72:ff:21Broadcast 42 Who has 192.168. (
2 0.00069800 Tp-LinkT_f9:3c: Vmware_72:ff:21 ARP 60 192.168.0.1 15 af
3 2.40927000192.168.0.110 192.168.0.1 DNS 73 standard query O
4 2.41629200192.168.0.1 192.168.0.110 DNS 132 standard query r
5 2.56398200192.168.0.110 192.168.0.1 DNS 78 standard query O
6 2.56707600192.168.0.1 192.168.0.110 DNS 126 standard query r
7 2.56942800192.168.0.110 192.168.0.1 DNS 80 standard query O
8 2.57307400192.168.0.1 192.168.0.110 DNS 130 standard query r
4 I | +

(@] ﬂ File: "D:\traces\http-noport.pcapng” 126... | Packets: 8 - Displayed: 8... | Profile: Default
L

Kl 3.42  FIRAEE
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(4) JEI, 7RISR ) Protocol 41, ¥ AN B4 TCP F1 HTTP [{%d . KA
TCP F1 HTTP Bl )54, i 572 80.

[S2f3-10) g, {RAEFER FH—/ DNS iRt uess . B/ S B T s,

(D 7 LA ph@dd, FIrmRIEmstm, wE 3.43 fos.

M Wireshark: Capture Options (2| G S
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB]  Capture Filter o]
Fihirk 2
] feB0:c52272ced0bb:6005 Ethernet
0000

Fitisig
feB0-40fa:dfed-94b:9db
192.168.0.108

enabled default 2 ‘

Ethernet enabled default

K 3.43 gkt

(2) FEAZ SR D, 2 i R B 3 1 ORISR HE . 7EIX Mgk
DI B AT AT — Ak, JE Bhdm i D sCE & 1, WlE 3.44 Jios.

(3) fE1% 4 Capture Filter XJ W [ SCAHE - §i A\ port 53, Q1] 3.44 Jirzx. i i
i Capture Filter 41V Iz Al 3RS DE RS, anl&l 3.45 o,

L 5 interfoce Seng Ml Wireshark: Capture Filter - Profile: Default o o) |
Cptre Edit- Capture Fitter
Interface: EHEE e
IPaddress: | {ego..a0faidfed:04b:fedb | udp only
192.168.0.108 F NotMyMAC
Link-layer header type: _Ethernet El ik
[¥] Capture packets in promiscuous mode
[7] Limit each packet to | 65535 * bytes
Buffer size: | 2 % mebibyte(s) Properties-
e | [port 53 E]l Compile 9| :I:::: S:: =
[ o J[ g ]
3.44 BEOWCE S & 3.45 gk g
(4) MAZFH AT LA 2, il dEds 270 DNS. 285 #idy OK 424, K Wosin
3.46 P S .
(5) ISt o] LA 2 I IR D48 o 7R St 48 2 iR SR AL &, Hiids Browse
P, EFETFORAFIIARSCA o A ¥ B A 3RS mydns.peapng. AR5 B E AT 24

A, o ORI SO AR 10 FRAER—S IMB [SCHE, WKl 3.46 s, il
Start %4, FFafisk s .

(6) Wby T8 iy ] FLIDE I AN [ R Ity 75 5 s o S I U el Sl YA U ) 3o () D9 3
DL & DNS 15 B A2 ZEA7 1 i)

(7) iR[A13] Wireshark SLin, Fooimm (45830 #2480, Wongtm, Wi 3.47 fios.
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M Wireshark: Capture Options @Eﬁ
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capi ~ |
iR 1
[¥]  fe80-40faxdfed:94b2db Ethernet enabled default 2 port 53
1921680.108 -

4 i '| ’

[7] Capture on all interfaces

[¥] Use promiscuous mode on all interfaces

Capture Filter: | | port 53 El Compile selected BPFs

Capture Files Display Options
File: _D:\traces\mydns.pcapng - Update list of packets in real time
Use multiple files Use pcap-ng format [F] Automatically scroll during live capture
[¥] Next file every 1 = megabyte(s) El
Next file every l(‘ = minute(s) B [¥] Hide capture info dialog
[7] Ring buffer with 2 = files Name Resolution
[Z] Stop capture after :l file(s) [¥] Resolve MAC addresses

e L s [7] Resolve petwork-layer names

a1 T packet(s)
T Resolve transport-layer name
1 megabyte(s) 3
A (1 = |minute(s) :I ] Use external network name resolver

K] 3.46  Hfizkik

r N
M mydns_00001_20140618155128.pcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10}] (=] 6 ]
Fle Edt View Go Capture Analyze Statistics Telephony Took Intemals Help
coamg BEEXR A¢+9TL2EE Qb @08 % B
Filter: . Izl Expression..  Clear Apply »
No. Time Source Destination Protocol Length Info -
1 0. 000000000 73 standard query w1 -
2 0.221143000 8.8.8.8 192.168.0.108 DNS 246 standard query response Oxfebf ¢
3 1.509150000 192.168.0.114 192.168.0.1 DNS 73 standard query 0xf521 A www.baic
4 0.000079000 192.168.0.114 192.168.0.1 DNS 73 standard gquery 0x2412 AAAA www. |
5 0.001998000 192.168.0.1 192.168.0.114 DNS 132 standard query response Oxf521 ¢
6 0.000457000 192.168.0.1 192.168.0.114 DNS 157 standard query response 0x2412 ¢
7 0.037207000 192.168.0.114 192.168.0.1 DNS 75 standard guery Ox4cbd A sl.bdst:
& 0.000073000 192.168.0.114 192.168.0.1 DNS 75 standard query 0x537d AAAA s1.bc
9 0.001695000 192.168.0.114 192.168.0.1 DNS 72 standard query 0x98fe A tl.baidi
10 0.000042000 192.168.0.114 192.168.0.1 DNS 72 standard query Oxdfa0 Aaaa tl.b:
11 0.000429000 192.168.0.114 192.168.0.1 DNS 72 standard query 0x1669 A t2.baid
12 0.000024000 192.168.0.114 192.168.0.1 DNS 72 standard query 0x5376 AAAA t2.b:
13 0.000096000 192.168.0.1 192.168.0.114 DNS 122 standard query response Ox4cbd ¢
14 0.000000000 192.168.0.1 192.168.0.114 DNS 169 Standard query response O0x537d «
15 0.000748000 192.168.0.114 192.168.0.1 DNS 72 standard query Oxb281 A t3.baidi -
< | m | r
(© 7| Fie: "D:\traces\mydns_00001_20140618155128.pcapng” 54 kB 00:00:39 | Packets: ... | Profie: ...

K 3.47 HFRIEAE
(8) WA AES], FraEdE482 DNS. s LLB R ) s, BB iz ¢
A3 R H U T e R R

3.10 dhik4FZ ICMP 338

HIR ARSI B (ICMP) J2—Miihisle 25— AR I el 4 ) IS, H
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SEPNEBL . RO, F P AU — M 2ok R R — A ICMP B f A
B N 0 £oRsE ICMP FBERAL g 1 L8 ICMP (47 B AUS 7B .
FHPE A H LA ICMP i 355 sE S i 454 .
Q icmp: #iFRITA ICMP Hidfls 0.
Q icmp[0]=8: IR ICMP F-B A4 8 (Echo Request) [&#ifu.
Q icmp[0]=17: R ICMP FBEA 4 17 (Address Mask Request) [0
QO icmp[0]=8 or icmp[0]=0: ik ICMP FEM )y 8 (Echo Request) ¢ ICMP
FEERAA 0 (Echo Reply) M4 .
Q icmp[0]=3 and not icmp[l]=4: i3k FTH ICMP FE KA 4 3 (Destination
Unreachable) 4, BT ICMP BN 3/48H5°4 4 (Fragmentation Needed and
Don't Fragment was Set) %45 £ .
(3561 3-111 i3k ICMP Ppiliia . R AP BRAT N Fros.
(D fETAF P i@l FTOTigIEm s, Wi 3.48 Pros.

M Wireshark: Capture Options @Eﬂ
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter =«
Fihishg 2
7] feB0-548ba761:b6eS5c5c Ethernet enabled default 2
192168.0.104
 AigisE 1
V] feB0-744calee:dbfd: 769 Ethernet enabled default 2
1921686.101 -
¥ m b
B~ S B . . e S e s e e e e = e = e S |

K 3.48 gkt

(2) TEZSIPAIRIK IR, AR RE I 3 O CRROERS) RIENE . TEIX ANk
DI PR AT AT — &b, J 3l DR E & 1, Wl 3.49 s,

(3) fEiZStIY Capture Filter SCANEFHIA icmp, W11 3.49 frox. WM 7E)5TH
WA %0 s, WLl Capture Filter #4l, SRVSINZHiIRTyEss, WK 3.50
FiR

Ml Wireshark: Capture Filter - Profile: Default [ESREeR ™
Edit Capture Filter
1P only
IP address 192.168.0.1
M Edit Interface Settings E @ 19X only
Capture TCP only
Interface: RiEiE UDP only
IP address: | fog0. 744c:a0ee:dbfd:769 - TCP or UDP port 80 (HTTP)
192.168.6.101 - HTTP TCP port (80)
Delete| | No ARP and no DNS
Link-ayer header type: |Ethernet [~
. Non-HTTP and non-SMTP to/from www.wireshark.org
[¥| Capture packets in promiscuous mode
- = ICMP only =
[T] Limit each packet to |65535 . bytes
- Properties
Buffer size: 2 = mebibyte(s) d
Filter name: ICMP only
Capture Filter:| | icmp| Compile BPF Fiter string: icmp
el |
o N o B
K349 ORESA M K3.50 QUL g S
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(4) FEZ Sl BRI A AR CX R BEE X FRON ICMP only) , Hiily New $H1A I

ZILPERS . RS R OK 424, K Bon & 3.51 s Fti .
(
M Wireshark: Capture Options @E&
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter &
Akl I
[¥]  $s80:744ca0sedbic:769 Ethernet enabled  default 2 iemp
1921686.101 -
LU »
["] Capture on all interfaces Manage Interfaces
[¥] Use promiscuous mode on all interfaces
Gopur e e ]
Capture Fies Display Options
File: | HAtraces\icmp.pcapng [¥] Update list of packets in real time

7] Use multiple files
1

10f

2

7] Next file every
7] Next file every
"] Ring buffer with

| Stop capture after |1
A (1

1

* packet(s)

megabyte(s)

[¥] Use pcap-ng format
< |megabyte(s) El
= | minute(s) El
= files

~ file(s)

Stop Capture Automatically After...

[¥] Automatically scroll during live capture

[¥] Hide capture info dialog

Name Resolution

[¥] Resolve MAC addresses

] Resolve network-layer names

_| [¥] Resolve transport-layer name

-]

[¥] Use external network name resolver

i

minute(s)

3R T

(5) Az ST o] LU 2060 g Rl SR B8 25 o 7E i S i da e ik SO A &, Hdi Browse
FH, IEREIFRATIIIR SO o A9 v B A IR Sy iemp.peapng. 8 5 BE AT H 24N
P, I ST — AN IS & 10 B Az pe—A IMB (1931, @il 3.51 iR, Hiids Start
F-, AR IR .

(6) L@t AT ping 4, BAF= A it Wireshark f/ 3R (1504 o

(7) i&[A13] Wireshark i, Sym (f5R430 #edil. WosFtim, il 3.52 Pros.

4 3.51

p
M icmp_00001_20140822145618 pcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)] (=] E [
File Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
COUNMI BERXE AeIDTL Qaan @®m% B
Filter: - | Expression... Clear Apply Save
No.  Tim Saurce Destination Protocal Length Info
10. 00000000 192.168.6.1 6.1 request 1d=0x0001, seq=1/256, |
2 0.00014700192.168.6.1 192.168.6.101 IcMP 74 echo (ping) reply id=0x0001, seg=1/256,
31.00111500192.168.6.101 192.168.6.1 IcMP 74 echo (ping) request id=0x0001, seg=2/512,
4 1.00129100192.168.6.1 192.168.6.101 IcMP 74 echo (ping) reply id=0x0001, seg=2/512,
5 2.00245100192.168.6.101 192.168.6.1 ICcMP 74 echo (ping) request id=0x0001, seq=3/768,
6 2.00265400192.168.6.1 192.168.6.101 ICMP 74 echo (ping) reply 1d=0x0001, seq=3/768,
7 3.00359900192.168,.6.101 192.168.6.1 ICMP 74 echo (ping) request id=0x0001, seq=4/1024,
8 3.00376800192.168.6.1 192.168.6.101 ICMP 74 echo (ping) reply 1d=0x0001, seq=4/1024,
< [ 1 | 3
(© 1| Fie: "H:\traces\icmp_00001_2... | Packets: 8 - Displayed: 8 (100.0%) - Dropped: 0 (0.0%) * Load time: 0:00.000 | Profile: Default

K 3.52 ki ICMP HidE

(8) MizF ] LLAE 2, 43R 1B 2k L% Protocol 4124 ICMP.
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