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5.1 ACLEE

5.1.1 ACL &

o 24 787 L 51 w00 20 RE A6 4 266 AN Ay B B U5 0] 3% 4 L [) I LS R IE R Vs ). A — 2t
& T H R 2B AR B AR B A2 5 B = AR B I it ik 08 R 736 R R o 2 o o 177 3k 8 1
EE MO

% PR g PR AR T A A I R A i B ) e B DT L S 1 B AN R B 2 D 1) 4 ) 47
% (Access Control List, ACL), ACL 3276 {# F I i £ AR 0 B 45 A, P50 F e g TR 2k iy
S [ 2% et I B B R 2 I 2 1 L RF B I R A ) O R DA PR X SO T
T IR R SN B TR

ACL & — M EZ i A VF A48 5 A i A5, X R B Mk 8 B2 PR, 74 ACL i,
TS A ACL e 7E B% 2 i 42 1 b P2 10 L O ) s T ) ) O A AT
. H2 ACL HRE UE 285 3y &% 1Y B A0, 00 T 8% oh 8% A O AR B I 7 A i H s 4, 07
e By ACL BARE S IER .

ACL 3 52 07 FH 7 5] 98 ] 51 3% 21 1 R 2% 32 100 o 45 B A B Mo AR 2 o0 . ARl & ad i
PRI AR 52 ACL h 0 FROAS TN . BR T 78 B AT 45 10 L LUK 42 11 45 1 34 11 B 7
FHACL LAz B 1 B0di o B O D e =2 40 . ACL 38 HLA 1R 22 Hoth i 1 FH O 2 A0 7 i 0128 s
L O (VTY) R ACL, LSCHL A VE I 46 8 B 6y i o VTY 2 13 2 5 5% (Telnet) £
% Fh 2% F R B[R] BEL Ik A AR Y A AR R S B B PR AR T BE . ) A, ACL & AT DL
TEAGIF AR Fe k5 NAT T 50 1 B% S 2 A AR,

ACL 35 7 B A B % b 080, i TPV IPX 35, 24 53 20 28 000 % ohy % I 6 AT el 08 . P 7 %
ar BHCE ACL DA X0 B — [0 2% 55+ I (g D7 )

ACL 8 2 75 (s b e 1 0 A0 42 1) B0 5 1R 1) 2 2 o 5 P k3 2 e B 2 8 i % IR 2% 0 it

&
o



I iy A% T ACL P8 5E 1 25 AR P 5% Rk 2 2500 4 . ACL H il 251 AT DU I & A O
Mok A F Rk L B PR 1 BN A

ACL & SCLEE T IS, /A Ul » 4 2R A8 7 5 A 122 101 4 o) 58 b B 1509 2080 O -
PUE i 1 AR )i O BUE SCH g ACL. i 2 3 R % . O B4 PR ACL Bl — A
2 Y PRl 8 7 58 - ACL Hg Ji0 A 00 266 4% a1 T 5L o J 7 o e g o ik oy 858 4 D 4L

ACL SEBR bt — FRH AR Wil A L o S8 5 A& —Ff [ Bl b A2 3 RS Y O¢ &L 48
—A> ACL CE e 11 1 Bl 98 A9 RO 2 2 — > — 4> i 13X 63 0] B 4% 1R 2R A7 0 /Y
FOB IR AT & 26 PE R BUE L . U A REAT & — AATB MM 2R AR R 1 N 5 — 4%
A A PF LA R BT — AR I A ok o SR — A B B 5 T A T D B AR A
HABEVEIC . 7 ACL Wy Jm - A — A B & MR A Bk ol il M i X M Ul 257 . &
B AL ACL B3 A T Fy Al o B 22, DR O Bt 40 A iR M B ) Y 12— 5
FI R HEAT LX) . — EUE AT A 3 — 4010 R0 00 26 0 RIS A0 BT L 2 1 h 2 80 . 3 i il
S LFE S MAF LSS T 5 RM S RIEALH T, BT, ACL B9 AR an 2R HE
GG AEAS R 2 AT A9 S ST 25 7 A8 3R Y R

FE X ACL I BT R G B LS AT

(1) ACL (W3] FR545 H TIZMER LA ACL, &R EMCA A S il il 51 26 L b
IP {pi 9 ACLIPX Bpif ) ACL . &4~ B ACL X2 NpRifE ACL FI9 & ACL, x4k
ACL J& i i U5 ) 42 1 51 35 DO Y . B ACL AR R 4 5 B9 G R AN 5.1 Fias.

F5.1 Hil ACLRBEERS

s e Fie) il B e e il
b 1P 1~99 FRUE TPX 800~899
¥R 1P 100~199 ¥R 1IPX 900~999
AppleTalk 600~699 IPX SAP 1000~1999

(2) —A~ ACL (Wl B 2R R 1 R 1 1. B R 25 0 — N4 10 - —Fh i
A DATEC 5 E 1) R ) A IR A A R st R, A SR B R A% s T TP A IPX
PRI RSORS00 6 PR 28 A9 — S22 10 L R] DU B TP O IPX W R B 180, A R b S0t HE A
], 3t 4 4~ ACL,

(3) ACL WAy o s T X5 4 iy . ACL J& i — ZR 8 9 15 4] T 41 i .
MEEAL R AE B IR A ACL 15 A] N9 45 428 JF 1R e B8 A 2 e B 1= 3R /9 0 347 19 .
P A e BB A B 0 AT ACL B3 A 178 — B9 HL 8 — BEUE B 015 BT & e — &% 1E
Y S A B AL TR S BT A IR R . ACL A I 1 ) DUAS B R B0 4
HIAE B H o JIr LA S 5 15 1) 18 ) I Y A5 AN 38 T 22 52 B0 1 245

() A BRI 18 ) B ACL B A e 17, T ACL BYERAE Rl i F & &5
Pl 35 08 ) 1 45 1 BSR40 1 1 8, DR O 8 e A B o 1 1) o R #E ACL 1 8 A7 50 72 18 )
S I T A 7 L L A AR I A A 4 R I B A TR R AT B B AR AT AT L
Bis 1k H 3 G A 2 245 1) B s SRR Y A R

(5) 7E44 ACL N FH B 42 11 22 0, — B d o v il 51 3% . 76 & e B A X g ar
ACL. SR 5 e N e R 0 5 i gt Jr i) . 7E 80 L — S ARAEE R ACL 2R
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ATRERY .

(6) ACL 1] AN RE Bl 2 25 Hiu A 53 o 3B — v 1 ) 83k & A 7 Tm) 4% il 91 36 . 76 ST
ACL i} — 8 /N AN AT G 68 5% (] R R PR 55 4 R ) A, IR R — AN /N R IR T B S -
A IEA] Y T g R ) A 2 R ACL I, fE T Bl g A & AL B (R
TETP IR 4 &% L)l SCA g T HL 350 4 i 4 ACL (035 ) UL » B I G e . 142
I 1) 8 2% 2 ity R ERUAT

() 78 ACL Wy Be)a » A — SR BB B 23R IE 46 " i i & BT L ACL R L — @ B/ EA
— R ARVFTRIEA] . R ACL B — 85 R iR s ) # AT IR 4% 3 1 #E 1% ACL
B4 T3 ) B AN B A B A o) B

(8) ACL HBEAT I8 28 1 B% b 2% 10 550008 00 02 N 8 3 8 B el 28 AR B 2% Hh ) Bidi £

5.1.2 & &4z # ACL

brifE ACL #x 2 pk i 1P /0l i ik, JF B4R B 5 ACL o il 5440 0 W 15 40 4 EL 3K .
FrvfE ACL ] DLAR 38 R 4% . 7 R0 5l 3= ML TP Ml 7234 546 46 3 A4S Pl 4 (an 1P)

R AR HE TP 5[50 3%, 78 2 R B B AL T L access-list fg 2 PR EMA . A
W3 b5 M 17 5] 51 2% 4 1 iZ A 2 19 no JB R, access-list Ap 2 AR a0 F , B = B 2 5. 2
FiR .

access — list access — list — number {deny |permit} source [ source — wildcard ]

no access — list access — list — number

% 5.2 access-list 454 iE % it BB

access-list-number i n) 51 3% 4 5

deny E VG E 5% 14 38 ) ), 45 48 43 20 3 3

permit 7E VT T 2% 38 A B e 43 40 3 aet

KRS AR IR AL L B 2 P HE J7 A

32 ir . 5y + B

i e #E 7 any, #E R 0. 0. 0.0 255, 255. 255. 255 A4 5 M 41k 1 5 b k-
HWECAF 4

CRT BET90) 388 e 45 5 1 918 7 U b ik 38 790 45 #E30  xUAn F -

32 fir g 23+ kI

{8 F any . fER 0.0.0.0 255, 255. 255. 255 [ & #b 1k 01 V8 3 41k
W ECAT Y 4 S T

source

source-wildcard

i B AT ISR — A 32 AR T AT B WUH A T 4 A 8 AL A 8 i
L 8 ANLLE . TR AT AET 7 . 0 Fom K A AL A2 7 1T 1 2R “ A K A (2 AH
(077 o T TRC AT HE A B TP ik 2 JO BRI AR A 1 Mk 5 T 1 0 SR T A
] b BRAH L 64 TP stk o . ACL {38 BC A7 48 5 5 A 38— A sl LA ok 2 i o V7 i 2 9
C{EE G

i P 2 ) 308 A 0 07 94 - ) R s O kR — B Z R A . e ) AT
T 7 ORI AR S . 25 0 2% B 5 T " 00 s 2 1 I RT H4 S  oe AUR C IK A l TC



FFHERS F A X B 45 5 K K Mk > T A . BRBEE — A ACL W b 234 Vs Rl AT ] B
B ML L R T 48 R AR AT TP Mok B A0, 0.0, 07, SRIG . B B AE T ACL ¥ 5 2008 OR
W38 AT AT o AH VL A 38 lE A7 S5 407 2 4 T (k& 255. 255. 255. 255)

AT LMl 5 5 any 8 1R A DK 25 1 K38 45 Cisco 10S 8 4F#y ACL B, XA 3E
ANl BT A0.0.0. 071255, 255, 255. 2557, i A { HIB BL AT any AR B 817 T .

Cisco TOS B4 Fr Fu i 1 55 ZF 8 o 9 15 D0 A AR 584N TP = ML bk ) B A5 13 4
VEELHT, Cisco T0S #4F A /F 78 ACL 1138 Be A7 e ft b ol 1 46 5 98] . R A2 4E ACL /Y Ik
AR — N E R EML AL . T FROR XA E AL TP Hhk A A A ik SRS 4 X
A ACL ¥ 2038 3 4~ ik (0 I A5 057, AR I A0 38 54 A 67 4 A &5 (gt J2 0..0..0. 0D,

Al LAFE Cisco 10S # 4 1) ACL A 45 5 1) host e Fe 3k [ 11 BF 15 14 3 P 0 3 45 14 .

[615.1) FrufEvinI g R Rk A 3 A48 2 M4 L FHLU5H .

Router(config) # access — list 1 permit 192.168.34.0 0.0.0.255
Router(config) # access — list 1 permit 10.88.0.0 0.0.255. 255
Router(config) # access — list 1 permit 10.0.0.0 0.255.255.255

[6515.2) AruEDFRIF) £ R F 1P #hik 3 Bl M 10. 29. 2. 64 3] 10. 29. 2. 127 &5 .

Router(config) # access — list 1 permit 10.29.2.64 0.0.0.63

[65]5.3] AT HADHLFE & KB il , 40 58 B A R 4R o, mf DLZ G . A,
W 3 A E AR E—RE .

Router(config) # access — list 2 permit 10.48.0.3
Router(config) # access — list 2 permit host 10.48.0.3
Router(config) # access — list 2 permit 10.48.0.3 0.0.0.0

[515.41 >k H 10.8. 1.0 M) 3= HL 8 FR § 77 7] % 1%t #5 .15 10. 0. 0. 0 M H fir g
HoAth 1P EHLBEALVE. BA6. Hhk 10. 8. 1. 23 EHL VTV IR iZ B i 2

Router(config) # access — list 1 permit 10.8.1.23
Router(config) # access — list 1 deny 10.8.1.0 0.0.0.255
Router(config) # access — list 1 permit 10.0.0.0 0.255.255.255

5.1.3 = A ACL

KR —A TP P55 K8 — M EO L, EE O RSB RT , #H ip access-group #ir 4>,
REBE—A 1P Vi 51 3%, ff HiZ a2 8 no JEX . ip access-group A4 pyA& X~ HiaE vk
VLA a2 5. 3 Fras .

ip access — group {access — list — name | access — list — number} {in |out}

no ip access — group {access — list — number | access — list — name} {in |out}
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%+ 5.3 ip access-group 5 < iE i% % B

access-list-name 1P 1511 %) & 44
access-list-number IP j 0] 51 & ¥ 5 1
in Al 3o 8 4320

out vt i g o 1

(6] 5.5] %0 101 i 38 IR R 17 0 H 3l i 3 40 .

Router>enable

Router # configure terminal

Router(config) # interface ethernet 0
Router(config— if) # ip access — group 101 out

BRI — A HEE 1) VTY Z a8 AR % 4% (3] Cisco B &)  EL MM BT,
i /] access—class g4 . B BRVTIBR & . HiZ iy 2 1 no JE 3. access-class iy 4 (1) #% =
W AR UL AR 5. 4 PR,

access — class access — list — number {in | out}
no access — class access — list — number {in | out}

% 5.4 access-class 415 % 1 BB

access-list-number 1P i [A] 71) 3¢ 5 75
in T A% A2 2 BR 1
out T A Y 1% e R 1l

[ 5.6) 52X ijm5) 3 H RFEMY 192.89.55.0 P EHLEE T I BRI

R e

E

Router(config) # access — list 12 permit 192.89.55.0 0.0.0.255
Router(config) #line 1 5

Router(config — line) # access — class 12 in

5.1.4 ®mEZ4 & ACL

P ACL Wehrife ACL (i £, o e iR T SRRy s M hliE /. 9 e ACL
BV T A A 43 2 A 5 bk A B Y Rl L RS A RIS AR TCP 5 UDP 1y 5.

PJ ACL 7] LAKE T 43 41 i U5 bk o B A9 Mkl L B0 a0 28 B | sy 11 i ki R0 Rz FH > e 5 5 )
R AR EWIEL . PR ACL Wb ACL $2AE T 55 7 R 9 45 1 5 Bl AN S 22 1% 43 20 kb
W5, AR ACL HREZE 1k SE 4 A D UBE (B 8 ACL W7 LA Ao i B 4E 46 P ISUER P Y
HLE PR

HE YT RE TP P 5 3, 78 42 R e B AT L A access-list fir & W99 EIRA . N
15 0] 5 26, {d FH 1% fir & 1Y no JE 2. access-list iy & M T, HiG LB 5.5
Fr 7



access — list access — list — number {deny | permit} protocol source source — wildcard
destination destination — wildcard

no access — list access — list — number

Internet Control Message Protocol (ICMP)

access — list access — list — number {deny |permit}icmp source source — wildcard destination
destination — wildcard [ icmp — type [icmp — code] |icmp — message]

Internet Group Management Protocol (IGMP)

access — list access — list — number {deny |permit}igmp source source — wildcard destination
destination — wildcard [ igmp — type ]

Transmission Control Protocol (TCP)

access — list access — list — number {deny |permit}tcp source source — wildcard [ operator
[port]] destination destination — wildcard [ operator [port]] [established]

User Datagram Protocol (UDP)

access — list access — list — number {deny |permit}udp source source — wildcard [ operator

[port]] destination destination — wildcard [ operator [ port]]

* 5.5 access-list i3 &3 B R A 15 % i B

access-list-number Ui [0 15 1 51 3= 9 55

USRS AEAT & AR 26 5 7]

permit PUESS LRSI WL e

protocol

Internet PN 4 R B 5 %, A GE CHE 7 41 T . eigrp. grs, icmp, igmp, igrp. ip.
ipinip.nos.ospl.pim.tcp 3§ udp, 3 FH K 0 F 255 2 ] () 8 ¥, R AR RN 1P
PR, AT LE S ip CEEFEORICEL BT A Internet P31, #8420 B i fo 8 B £ 1)
s 1l

source

KL R 455 B B ML, 8 S R M bk =R an .
32 LR A5 4+ ko

KA F any

ST host

source-wildcard

o FH T V5 b 0k 04 B 1) SRS, 15 %8 VR R AT O R T
32 AR Atk

KA any

Fe ko host

destination

ALY B R4S o B ML SOl B s hk S .
32 AR S T

KA any

F i host

destination-wildcard

BT H )k ) B 1] R L e UEE C A DT T
32 U oyt R

KA F any
KT host
icmptype (] 150 £ F ICMP ji4 B 25 8ok i il ICMP 4340
icmp-code (Al 33D 5 F ICMP 5 B A Sk i ICMP 4341
. (AT £ T ICMP i & Y 28 B 44 FR i % ICMP JH 228 B AL RS 44 Bk ok 3 %
icmp-message
ICMP 434
igmp-type (A 30 £ T IGMP 3 8 28 Bl 5 14 B 2 ok o ik ICMP 43 26
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sk

CRT R0 Fe B IR F 09 3 1 AT B AR AT A 6 LeON T L gt OR T Leq (T

operator A -

neq(N4EF) Fl range (4L 55 (143 FBlD
; (ArE WO 8 B TCP & UDP 3 H 5 8044 55, TCP #i 15 R H] T id 3 TCP 43
port

20, UDP ¥ 15 R H Tt i UDP 4

(AT &350 HAF % TCP il #m — AN B @ 8. R TCP 4R 4% v
established ACK.FIN,PSH . RST,SYN 5 URG %45 il v % 15 & , W UC e , 4 58 2 25k 4 57
T B2 1 W0 B AR A, DU AS DS

(6571 7E&00 FARFEBCES B 2R 10.88.0.0 (1) TCP E#: . B 1 iR
MR A4 341 10. 88. 1. 2 HYMR {4818 2 4b . established J&5# 5 B HAE TCP thil , F#m— &1
M., I TCP By iy ACK i RST #ik & IR A VEIE & 4 . R W48 T—A7F
TE R % .

Router(config) # access — list 102 permit tcp any 10.88.0.0 0.0.255.255 established
Router(config) # access — list 102 permit tcp any host 10.88.1.2 eqg smtp
Router(config) # interface serial 0

Router(config — if) # ip access — group 102 in

(%] 5.81 siF DNS Zr2HF0 ICMP [u] 3% F 8] 3% (7] %% 73 4H .

Router(config) # access — list 102 permit tcp any any eq domain

config) # access — list 102 permit icmp any any echo

)

Router(config) # access — list 102 permit udp any any eq domain
Router )
)

(
(
(
(

Router(config) # access — list 102 permit icmp any any echo — reply

[615.91 H47480 0 EA ARV IGMP 1 host-report 4t 3CH AT Aa] A T AL A 3% 25 AT A
ShEREHL.

Router(config) # access — list 102 deny igmp any any host — report
Router(config) # interface serial 0
Router(config— if) # ip access — group 102 out

(615,101 DUKM$EET 0 b, HAE4 RIP e SCHE A B v

Router(config) # access — list 104 permit udp any any neq rip
Router(config) # access — list 104 deny udp any any eq rip
Router(config) # interface ethernet 0

Router(config — if) # ip access — group 104 in

5.1.5 @ i4% ACL

Cisco 10S #f4 11. 2 fiAFE| AT IP 7% ACL.474 ACL R 1EfRUE ACL F1P B
ACL W A FREH T RFER ACL %5, FEMH G4 ACL A LT AL,
(1) i — A~ FREBCTF B AR 22 7ok B R s B 19 ACL,



(2) A3 99 Z&brife ACL 1 100 44 J& ACL By FR il .

(3) i 75 1 2 45 1 T LA D7 (b XF ACL #EAT M oimi o B ACL Z J5 FE%F k47 &
Bl .

R E L A FR e S 1 TP Vi) 51 3%, 78 42 )Ry e B A 2R ip access-list fiy

o NFEER TP i) 514 i HiZ a2 1Y no JE . ip access-list fir 2 BY#g NN F » Hig ik 3
Eﬁﬂﬂi’% 5.6 IR,

ip access — list {standard |extended} {access — list — name | access — list — number }

no ip access — list {standard |extended} {access — list — name | access — list — number }

R 5.6 ip access-list iy & iE % i BA

standard FrE 1P 771 51 3
extended ¥ 1P Jjlnl 51 3
access-list-name IP 17 [n) 31 & 24 R
access-list-number Vi la) 51 3% 1) i 5

ffi [ ip access-list g4 Al Bl Ay 44 ACL, & T ACL BC &M . 78 ACL g & 45
TR E A SV A4 A A %&E*Aﬁéﬂﬂzﬁﬂ&_ﬂﬂmﬁiﬁo ACL
Be A 4 s permit B¢ deny $#AEAT FH T 38 A1 8% 25 25— 0 41 2 K — ACL 35 ) i i 44
178 BARAE A 2 544

LA 24 ACL ZH . 75 Z 5 B LU LA J7 1 i )

(1) 11. 2 AR ZHi By Cisco 10S # {4 A 2 #Hdr 44 ACL,

(2) RNagtg LLIRl— 2 Far 4 21 ACL,

24 ACL #1282 1 sk BE BT LA 5 1t o] DUl R 4% 7. 24 ACL # 0 FH 31 6 JL 26
Vi 2% B I HURR A TSR o DR 0 FH 3 AT LA 3% 4 A %) R AU 8 i » PR I T A ) R AL 2% g 3 42
HB I A AR R ) ACL,

[ 5.11) & XAriEYiR 53, iy 4 M Internetfilter,

Router(config) # ip access — list standard Internetfilter
Router(config — std — nacl) # permit 192.5.34.0 0.0.0.255
(config— std — nacl) # permit 10.88.0.0 0.0.255.255
(

Router(config — std — nacl) # permit 10.0.0.0 0.255. 255. 255

[615.12] & XY EY5nFIE . iy A server-access,

Router(config) # ip access — list extended server — access
Router(config — ext — nacl) # permit tcp any host 131.108.101.99 eq smtp

Router

(
(
(config — ext — nacl) # permit tcp any host 131.108.107.99 eq domain
(

Router(config — ext — nacl) # permit ip any any

(6] 5.131 Mbriedn 4 ACL R lER Sl iy ACE.

Router(config) # ip access — list standard border — list
Router(config — ext — nacl) # no permit ip host 10.1.1.3 any
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5.1.6 & % af ia] ACL

it [A) ACL(Time-Based ACL) B7E A ACL gy 3Eal i A BF[a] & 1, 7T DL 32 30 5 i 55
PR D7 )4 . 3 T s T A U ) B o 20 2 ph S A R L S — AR R SCHRH IR BE L A R
& FHYT R 5 W) 4 i 5] 2 rE SR,

R T e FE T B e A 2, S SRS [) B S B T g CAn R s 1) ) 81 2 L Al time-
range 4= JR L B AT 4 . AL BRI [E] B L % A 2 1 no JE 3, time-range fiy 4 1R X W F
HABBEIA N2 5.7 s,

time — range time — range — name

no time — range time — range — name

% 5.7 time-range %5 <15 %1% BH

time-range-name Bf R BEHR EM A T . ZRATFARGTAHSKBES S, AL F R 3k

B 1) Be 4% H il it 24 R UM A H AL — A E 2R E AT E S AT T . 2
AN B[] B AT DA B AE — AN U7 ) 371 2 a8 LA R b

1£ time-range 74 2 Ji . ] periodic B[R] B Fic ¥ iy 4> Labsolute W [A) B it 5 iy 2 o0 &
T — e & XA ARz R v A R . 78— R B ml LU ] £2 4 periodic fiy
A B JE KRB A —A> absolute A4,

A — B[] BE S o — > 200 B[] 2 A RLRY L {8 H absolute B[] B EL B A4 . T
B4 12 BsF 1] B sk o 4 %A 2 14 no JE 20, absolute fr Ak X T, HiBE Ui B N3 5. 8 iR,

absolute [start time date] [end time date ]

no absolute

% 5.8 absolute 45 £ iE % i BB

A 358 ) 76 A0 SR A 17 ) 31 3 B permit F1 deny JF Uf A= 850 A0 46 X3 B [0) 0 H 3 . time
FH 24 /NBH 7 s 46 R hours :minutes , 4 8:00 Fon F4F 8 £1,20:00 F#/m F4 8
&, date {#i ] day month year ¥ Fm . /M IFIE R 00:00 1 January 1993, #1R
WA I 4R 1) AL H 98 5 I8 4 permit #l deny #8423 57 RIVAE S

(AT 388) 76 A S B 19 15 [7) 51 26 L permit Fl deny 7N P A= R (04 46 X6 B (8] A1 H W, 2ime F
date ¥ 315 start SCHEF I8 — . 25 AR I E] A E 00 2502 7 T 4R /9 i [E] AL A
W2 )5 fe R ZE A ] 23:59 31 December 2035, 4 S 15 A7 45 i} ] A1 H 39145 4
HE A A0 IR permit Fl deny 54 2 TEIRAE 5K

start time date

end time date

Sy S B ] BRI 0 S RE 48 2 — A IR A& AR Y B TE) B CREJRD) L i periodic A fE) BE i
BAA . T R BRIZ I R] R L iZ a2 00 no JIE R, periodic Ay A WAE 0N, HoE
VLI a2 5.9 Fros .,

periodic days — of — the — week hh:mm to [ days — of — the — week ] hh:mm
no periodic days — of — the — week hh:mm to [ days — of — the — week ] hh:mm




% 5.9 periodic @y & B I LA

daysof-the-week

ZSRE — R B AR R SCER B (R B AL TR IR A — AR, B2k
HH R 7R DRI B B (] BEA RO 45 R H s — R R . m%iﬁtﬂfufzéﬁﬁl#
R H & %2 K44 . Monday ., Tuesday , Wednesday . Thursday . Friday , Saturday ,
I Sunday . Ay 7T GE A B -

* daily— M\ JH —F 5 H

o weekdays— M\ — B ] i

o weekend— M JE 7S JE H

T SR ) ) 45 TR TR) 0 T e e TR — B I 4 0 1 2

LS R — U IR 7R TR B4 I 1) B A R B0 T B /N« 2. B8 ko B ER

hh :mm 7 R B B I [R) B AT R0 Y 45 AR /IN R« 43l

AN ST 24 /NI AP IR o B4, 800 J& B4 8 4.20:00 2T 8 R

to

56 K I 8] B DT 6] [70) 381) 295 S 1) 7 26 R 19 to S B

[5)5.141 JA—F T L 8 MBI T4 6 S HTTPfE.

Router(config) # time — range no — http
Router(config — time — range) # periodic weekdays 8:00 to 18:00
Router(config) # ip access — list extended strict
Router(config — ext — nacl) # deny tcp any any eq http time — range no — http
Router(config) # interface ethernet 0

(

Router(config — if) # ip access — group strict in

(615,151 JA— 8 “FME T L4 9 BT 5 Sl Telnet 15,

Router(config) # time — range testing
Router(config — time — range) # periodic Monday Tuesday Friday 9:00 to 17:00
Router(config) # ip access — list extended legal

(
(
(
Router(config — ext — nacl) # permit tcp any any eq telnet time — range testing
Router(config) # interface ethernet 0

(

Router(config — if) £ ip access — group legal in

(% 5.161 M 2001 4F 1 A 1 HHoAF 12 SR — EHARVFRUR R4 M 0 8 {5 .

Router(config) # time — range xyz
Router(config — time — range) # absolute start 12:00 1 January 2001
Router(config) # ip access — list extended northeast
Router(config — ext — nacl) # permit ip any any time — range xyz
Router(config) # interface ethernet 0

(

Router(config — if) # ip access — group northeast in

(61 5. 171 AVFRUKR$E D 0 Byl UDP {5 5 E 2000 4F 12 H 31 HHF 12 4.

Router(config) # time — range abc
Router(config — time — range) # absolute end 12:00 31 December 2000

Router(config) # ip access — list extended northeast

(
(
(
(

Router(config — ext — nacl) # permit udp any any time — range abc
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Router(config) # interface ethernet 0

Router(config — if) £ ip access — group northeast out

[5)5.18] HAWERKMNI99FE 1 H 1 H L4 8 5% 2001 12 A 31 HTF4 6
ALLURMBEED 0 FRi UDP 815 .

Router(config) # time — range test
Router(config — time — range) # absolute start 8:00 1 January 1999 end 18:00 31 December 2001
Router(config — time — range) # periodic weekends 00:00 to 23:59

Router(config — ext — nacl) # permit udp any any time — range test

(
(
(
Router(config) # ip access — list extended northeast
(
Router(config) # interface ethernet 0

(

Router(config — if) # ip access — group northeast out

[615.191 J—FH T L4 8 fiB T4 6 s i HTTP s {5 . A 7S FE H b 42
PR S iF UDP {5 .

Router(config) # time — range no — http
Router(config — time — range) # periodic weekdays 8:00 to 18:00
Router(config) # time — range udp — yes
Router(config — time — range) # periodic weekend 12:00 to 24:00

(
(
(
(
Router(config) # ip access — list extended strict
Router(config — ext — nacl) # deny tcp any any eq http time — range no — http
Router(config — ext — nacl) # permit udp any any time — range udp — yes
Router(config) # interface ethernet 0
(

Router(config — if) # ip access — group strict in

5.1.7 ACL %z A4z &

FE— P4 b ACL 2 i 5o U8 73 25 0 246 TS 6 A 5 22 ) 38 A It o Ofe S8 BRAR T A o
i ACL 5 25 B — A B 2R DA 2 77 i i ACL. 4 ACL Bl 8 78 1E 5 i)
M5 I AT i £ i EL AT L A 0 2% TR A b Is A . O T 2 G £
ACL I 32 JCE A X 4 46 16 4 82 0 5 K 4 L 7

WCE ACL A9 — MR 2 ROnT RE AU P B ACL 8 A I B 22 bl 41 4 0 38 15 BT A 3 7 .
brifE ACL i FANBERG E A A9 Mkl » BT DUE AT 0L 120 T RE T £ B s A M foe alt 1) M 5

Xt T o U M JR] — A~ 5[] — A~ B A A% RO O 7 45 R S T A o g ACL R 9
JER) ACL BYfL B = A R .

G SR ZAR 1R PC3 P5la] PCL, A] LUAE 9 2% v il il A i 9 ACL. i S 40°F

Router(config) # access — list 1 deny host 183.16.1.1
Router(config) # access — list 1 permit any

BREY EH ACL, s 2 1°F .

Router(config) # access — 1ist 101 deny ip host 183.16.1.1 host 11.1.0.1
Router(config) # access — 1ist 101 permit ip any any




i R AL 5.1 fros

frifEACL "2 ACL
281 2811 28
Routerl Rm.%tcr?. Router3
| | |
[ [
[ ' [
183.16.1.1
i o ﬁ @
& I
PC-PT PC-PT PC-PT
PC1 PC2 PC3

Bl 5.1 ACL 7E M 45w b i A

AR AT A WA ACL A9 07 ¥ A ] 4078 #% th &% Router3 B W HARIERY ACLL K2 4L
PC3 ¥4 T035 Vi In) Ho b () 0 BE ) ML, 40 FE WL PC2, 3 B g 45 1R . i 4n s % % il %
Routerl [ By ACLIRAFF & 410 0 8 s i i 28 8 1 B% i1 #% Router3 F1 Router2
R R AR B A% Router]l b %% IR 2% T I H1 #% Router3 Router2 Fl v [a] 4 % ) % U5

Fir LAY Jre i) ACL I 123 o il 8 7 422 30 0 o i D 7 b A 1 1) ACL B IZ0 R Tl
T S T B

5.1.8 %4544 ACL

Ry R 24 R ) 50 A 2 TFHFﬁiEﬁ%WﬁﬁT’ﬁEFH show access-lists fiy 4
show access-lists Ar 4 BURG AN T, BB I AN 5. 10 R,

show access — lists [access — 1ist — number | access — list — name ]

% 5.10 show access-lists €5 2 iE 3% i3t BB

access-list-number (A 36 100 1 1) 51] 5% 4 5
access-list-name CA] S 390 1 ) 51 36 44 ik

[41]5.20] #&F4H ACL,

Router # show access — lists
Standard IP access list 1
deny 192.168.1.0, wildcard bits 0.0.0.255
permit any
Extended IP access list 101
deny tcp 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.0.255 eq ftp
permit ip any any

R A T TP 15 8] 8 R A N FERR AU T L BT show ip access-list fig 4
show ip access-list AF 2 HAG AN , HaE kBl in g 5. 11 s,

S
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show ip access — list[access — list — number | access — list — name | interface interface —

name [in |out]]

% 5.11 show ip access-list #5 4 i& % i}t A

access-list-number (AP 3E) 1P 5 [n) 51 36 4 5
access-list-name (TlﬁIﬁ ) IP i [a] 51 & 44 FR
interface inter face-name Af BRI $ 11 24 FR

in <71i1ﬁ)$ﬂu ABOSHER
out CRI 350 it 42 1 e (5 2

[615.21] BaRFIAVINGE,

Router # show ip access — list
Extended IP access list 101
deny udp any any eq ntp
permit tcp any any
permit udp any any eq tftp
permit icmp any any

permit udp any any eq domain

(51 5.22] WoRI5E A FREIVIRFIE .

Router # show ip access — list Internetfilter
Extended IP access list Internetfilter

permit tcp any 171.16.0.0 0.0.255.255 eq telnet
deny tcp any any

deny udp any 171.16.0.0 0.0.255.255 1t 1024
deny ip any any log

(6] 5.231 WoR P LUK R4 H 0/0 By% AJ7 1 ACL {5 &L,

Router # show ip access — list interface FastEthernet0/0 in
Extended IP access list 150 in

10 permit ip host10.1.1.1 any

30 permit ip host10.2.2.2 any (15 matches)

s BRI 5 2 0 T H AR A FEAUR R L il clear access-list counters fif 4, clear
access-list counters fr 2 AU , HoE B U3 5. 12 s .

clear access — list counters {access — list — number | access — list — name}

% 5.12 clear access-list counters #5 4 iE 3% iji BA

access-list-number i [0 5 3= gm 5
access-list-name i 7] 51 3= 45 #K




(51 5.24Y W5BRTIA SN2 101 BT EAS .

Router # clear access — list counters 101

5.2 NATEE

5.2.1 NAT st

[ 2% i | 55 e (Network Address Translation, NAT) & AT MW (WAN) F R, 2 —
Rk FAAT COR B Mk 7 4k & 3 TP Mihk 9 4% e BoR B9 12 i H T 45 AP 26 Y Internet 2
AT AN Fh 2R R4, JREEAR fAf B, NAT AU SESE MA@ P T TP Muhk A 2 A% [R]85, i
L34 RE 85 A7 200 3k 50 [ I 45 A0 0 Tt BT DR 4 I 48 A PR A TS

HAR NAT 7] LUAE B T 58 20 4C R 55 28 0 230 (0 2% 18 3] 5 B30 i A R ) 2% PE g L AR 22
i 2 7 B PR A% LR SR .

bifi % #2 A\ Internet B9 F B HLECE M9 A WIAE 1S . TP M kb 5% U5 0wt A S A9 $2 #85 WL i. 5F
52 E LT P EEE AT AL (CERNED) 4, — & H P L i A 2B B ) C 26 1P
Mtk o FEH A ISP AR H, B2 G JL A &AL 8 R A s B 1T, S AT 3 TP Mk
A BT 20 BE A M bk A i R LA sl LA TP bk, Ak X REZ ) TP M bk AR AR o v i 2
W2 P R, TR W4 T NAT HKR,

BT NAT, FAA (BR B Huhk (9 PR X 246 3 2o 1 1h 45 % 358 BO0E G0 i FA AT il 1 5
ol A vk 0 TP Hohlk . — AN Ry N TS i 2D & TP M kb GBS &8 02 — ) BPa] 52 B0RA A M ik
HKNFTA B HLS Internet P15 TR .

NAT ¥ A sh & ek TP # SCry YR TP Hbhik A1 H #9 TP ik TP i hE A2 565 0 78 NAT Ab 3 it
T A B 5E . AT LE N AR TR U TP bkl ik A B TP e SC Y B A8 43 b B LLE 5 2 ) B
XA SCHEAT A, IVEIE TP Sk v E 2B S Y 1P skl o 75 U, 75 e SCHRUECHE #R 23 901 ik A
1P ik (4 57 R ) AN BB IE W T4 .

NAT BB 0A 3 Fl, B E A 4% e (Static Nat) .3 &5 (Dynamic Nat) flvg H £
%5 H (Overload) .

WAL IR AR K N B I 28 9 AL AT TP Hb kb 80 O 3 TP Mk, TP ik % o — X — 14,
JE— A B AL TP bk R A TP ikl . 5 B T80 A 5% e . T LA S 2 4k
IS PR 4% 3% PR S IO 4% rh B R B £ (AN IR 55 2% B Vi ]

B AR AE NG N ER R 45 (AL TP b ik 5% 46 0 2 HT TP Ml hk s, TP 3 ik % 2 A ) 5
B TR BEHL I S BT A B2 AL IA) | Internet (9 RAA TP Mk W] Bl AL A% 40y 45 o] 45 52 1 & 1%
IP dbhl . 50200, HEE 4G o VIR Py 3 b ik W] DA A AT e 40, DA R R R S 45 i b hk A R AR
Hu bk F S RT DL AT B A e . S AR T LU T 2 Gk S b B2 . Y ISP 4R ki &
25 1P #b kw7 0 2 N R T H LB I . n] DR 3h A ey O =

Ui 1 22 1% &2 248 o028 A B B0HE A0 9 R st 1 S 2R A7 ity 1 6 8k, B ity 17 Hb ik %% 3 (Port
Address Translation, PAT) . >R M ¥ 11 22 8% 52 HI J7 2, 938 W 46 19 Jir A3 = L2 mf 32—
G NS TP Hihk SE XS Internet (177 [R) 5 DT AT LA SR AC B B 1k 40 24 TP Mtk 95, [W] A, X
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T BT 10 4% TN 604 i S AL . A ROk B ok B Internet R XC . PR . B R RO 2% v vy HH B 2 1
FR i 1 2 H K

NAT fif e J5 A7 HAR e Z Ak A LA 5 11 0o 28 R AV S b 78 1 22 1 TP bk i XoF i
M EZNE ., G5 R R TAAE NAT &4 B IPSec fRIE 14 3 %5 i TP (9 2% 9% 42 4> J6 125 1o FH 3
2ty AL

NAT i j T~ 51 Mk X

(1) Inside Local TP Address., N¥BASHbH il . 48 2 T 958 B 2% 60 = AL ok, 4 = i —
(EWSE SRR

(2) Inside Global IP Address, &4 Ryt . R 3F — A58 2 N 1P B 40 FE W 2% ]
B A IPUIREMD .

(3) Outside Local IP Address, #pEBA 1l . Sy P9 EE R 2% 3= ML 0 1 — & 238 ) 2%
B E AL TP Mtk CEATEM) - 2 F A .

(4) Outside Global IP Address, #MiB4x iy ik . AP0 2% EHLAG A 3% 30 1P, 2 H
TS,

5.2.2 AEHBHAUBAER

AT IS V0 M e 2 A A B — o — P i G2 R SR A 8 110 U b i S B ) ) TR
Wb R . AL R 727 R IE A RET A TP, AR IR ik wE S R e & 5. 2
s

Inside

\]H\lejfi‘f_‘ .
i FEAR A b b
NAT table

IP Address IP Address
‘ 10.1.1.1 192.168.2.2
10.1.1.2 192.168.2.3

( Inside Local Inside Global

5.2 PRI b e A A

e FH P BB U5 bk i A 4 fE 2 R e LR L ip nat inside source static fif 4.
R BRER S T %4 2 1 no JEZ. ip nat inside source static Ay 4 fA% X WNF  H i
UL 5. 13 FiR .

IP #75 NAT:

ip nat inside source static { local — ip global — ip}

no ip nat inside source static{local - ip global — ip}




Uiy RS NAT:

ip nat inside source static {tcp | udp {local — ip local — port global — ip global — port |
interface global — port}}
no ip nat inside source static {tcp | udp {Iocal — ip local — port global — ip global — port |
interface global — port }}

M2 s NAT:

ip nat inside source static network local — network global — network mask
no ip nat inside source static network local — network global — network mask

% 5.13 ip nat inside source static %5 £ i& i% 5% B

local-ip A K TP Mk
global-ip 4 Jmy 1P Hbhik
tep e i i R
udp FH P B 4 o 1L
local-port A Hb i
global-port 4 J v 1 5
local-network A b )
global-network & JaF W

mask + 19

% T I 245 M e S 4 1 T P AR ) 6 2 S 38 (4 ) 76 2 11 B A F
(1 ip mat A4, SR I HE 1 REOSIEAT U4 M 5 % 1% A 419 no B, ip nat frd>
B A 0 L L B B 22 5. 14

ip nat [inside | outside]
no ip nat [inside | outside]

#£5.14 ip nat < iE XU RA

inside ] 35 301 ) 3% B 42 11 3 432 31 9 35 I 4%
outside Cn] 3 300 ) 3% B 42 11 3 432 3 S0 X 4%

[45]5.25)] #%4 NAT BS,10K 5.3 .
(D FEE#A NAT B,

Router(config) # ip nat inside source static 192.168.1.1 202.96.1.3
Router(config) # ip nat inside source static 192.168.1.2 202.96.1.4

(2) FC® NAT R

Router(config) # interface fastethernet 0/1
Router(config — if) # ip nat inside
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192.168.1.1 192.168.1.2

PC-PT PC-PT
PCo PCl
192.168.1.0/24
3 <192 25¢
FA0/1:192.168.1.254 I $1/0:202.96.1.2

2811 2811

- g
Router() 202.96.1.0/24 Routerl

5.3 #AS NATEE

(3) Me# NAT A4 .

Router(config— if) # interface serial 1/0
Router(config — if) # ip nat outside

1 PCO #1 PC1 I+ ping 202. 96. 1. 2% i #% Router]l By T4 10 1/0), BL B I 1% 2 18
Y . % H #5 RouterO B4 A5 B U .

Router # debug ip nat

IP NAT debugging is on

Router #

NAT: s=192.168.1.1—>202.96.1.3, d=202.96.1.2[0]
NAT % : §=202.96.1.2, d=202.96.1.3->192.168.1.1[
NAT: s=192.168.1.2—>202.96.1.4, d=202.96.1.2[0]
NAT % : s=202.96.1.2, d=202.96.1.4—->192.168.1.2[0]

0]

DL RS RBTT NAT @54 2, & Sl il A b bk 192, 168, 1.1 F1 192, 168. 1. 2
A3 S A i PN 4 R ik 202, 96. 1.3 F1 202, 96. 1. 4 PilalHudik 202, 96. 1. 2, 4R J5 3 [l i 42
R4 R M hE 202, 96, 1.3 Fl 202, 96. 1. 4 43 5 %5 4 i P9 30 A M s 41k 192, 168, 1.1 Al
192.168.1. 2,

A NAT £, EHSBGE NAT £ —HFE.

Router # show ip nat translations

Pro Inside global Inside local Outside local Outside global
S 202.96.1.3 192.168.1.1 - -
== 202.96.1.4 192.168.1.2 - -

DL HH R W17 P 4 SRy ki AR PR RS AR s i 4 X O AR



5.2.3 A IRBHU KRB

L5 AT U e A A A L Sh AR S BE S D R B N B e R ik AR 55 TR HA
A My stk i AL TR IR kL Bl AR R AR 5. 4 BR .

Inside
_________ =1 [ T
M7 | @ |
| = 192.168.2.2
| = : Host B
L0013 | @ 172.20.7.3
| SA
| — —1192.168.2.2
.
: =
| 10.1.1.2
| ~ @ NAT table
| =]
| I 10.1 : ! Inside Local Inside Global
: == | IP Address IP Address
0L : 10.1.1.3 192.168.2.4
[ T _ 10.1.1.2 192,168.2.3
10.1.1.1 192.168.2.2

5.4 Zhis NAT #: ik
g XCNAT ) 1P Huht it . 78 4 5 e B AR ip nat pool iy 4> A Mt H 4% %

—AE A Mk 6 % Ay 2 B9 no JE 3. ip nat pool i & i A% AN R, KTk BB AN
#*5.15 iR,

ip nat pool name start — ip end — ip {netmask netmask | prefix — length prefix — length}

no ip nat pool name start — ip end — ip {netmask netmask | prefix — length prefix — length}

% 5.15 ip nat pool #5 £ iE % 1% BA

name Hi kb 44

start-ip Hihk b AR 4R TP HihE

end-ip Hbuhk b 45 T TP b ik

netmask netmask Hih St S D) 465 ) D) 465 1 A
prefix-length pre fix-length itk Sl BT e D £ %) DX 6% FE AL i 486 K

R RE S — A Y [) 38 46l 21 2% DL e i M ik gl e e, A e R S B ALK L i access-list
A TR UERR A . R B B A o U5 1] 51 36, (% i 2 19 no JE 3. access-list iy 2 B9 % X
mr.

access — list access — list — number {deny | permit} source [ source — wildcard ]

no access — list access — list — number

e R IR M bk A9 NAT, 78 4 R fic B AR . ip nat inside source list /54, N
% 15 3 3 ik b 30 25 G BE LR iZ /2 1) no JERX . ip nat inside source list Ay & ##& AR,
HaB R 5. 16 iR,
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ip nat inside source list {access — list — number | access — list — name} {interface type
number | pool name} [overload]
no ip nat inside source list {access — list — number | access — list — name} {interface type

number | pool name} [overload]

3 5.16 ip nat inside source list %y 4 1E % 15 BB

access-list-number T 1P 15 181 51) 3% 14 2 5

access-list-name T 1P 151 51) 3% 14 44

interface ¢y pe 4 Jei M bk 1) 2 1 2 A

interface number 4 Jry Hb hk ) 2 D 45

pool name 4 Jry TP Hiudik 30 285 43 IE 1) bk 3t 174 44 Bk
overload (] ST Z2 A4~ 2 b ik (6 FH — >4 Jmy ik

[%]5.26) 2 NATEE ., K 5.5 .

192.168.1.1 192.168.1.2

PC-PT

PC-PT
PCO PC1
192.168.1.0/24 ===
FA0/1:192.168.1.254 .
S1/0:202.96.1.1 $1/0:202.96.1.2

2811
Router() 202.96.1.0/24

2811
Router]

K5.5 & NAT i &

(1) B shA NAT B8 (1) Hb i .

Router(config) # ip nat pool NAT 202.96.1.3 202.96.1.100 netmask 255.255. 255.0

(2) L' BhA NAT Mg,

Router(config) # ip nat inside source list 1 pool NAT

(3) ARVFBhA NAT BE38 1 Py 5 1l 75 [ .

Router(config) # access — list 1 permit 192.168.1.0 0.0.0.255
Router(config) # interface fastethernet 0/1




Router(config — if) # ip nat inside
Router(config— if) # interface serial 1/0

Router(config — if) £ ip nat outside

7E PCO fi1 PC1 I ping 202. 96. 1. 2(#% B #% Routerl (Y178 10 1/0) , ML HS I 1% & 3@

B . B 7% Router0 A5 5 BUNF .

Router # debug ip nat

IP NAT debugging is on

Router #

NAT: s=192.168.1.1—>202.96.1.4, d=202.96.1.2[3]
NAT % : §=202.96.1.2, d=202.96.1.4->192.168.1.1[3]
NAT: s=192.168.1.2—>202.96.1.5, d=202.96.1.2[4]
NAT % : §=202.96.1.2, d=202.96.1.5->192.168.1.2[4]

Ui SR 2 25 ik Y v A 68 1 Mk E AT S AR WA U 2t BLR R NAT $e ek WO %

FER AL RE R
Router # show ip nat translations
Pro Inside global Inside local Outside local Outside global
- 202.96.1.4 192.168.1.1 — —
- 202.96.1.5 192.168.1.2 — —

Ll FAE B PCO 1 PCL 25 —~if08) 202. 96. 1. 2 #hkAS , NAT % H 28 Router0 K

EHL PCO Fl PC1 ST H A4 fm o hk 202, 96. 1. 4 #1202, 96. 1. 5,48 NAT & A= i
S Eh S AT AYIC 5%, RIS 78 NAT 2800 A= plR R AR XS R B9 8 380 A0 s 05 A0 92 5% G 99
(6] 4 60s) . FE N2 W5 v A 5 B9 G 8 B ] Sy 86 400s) 22 B » F-A5 i M AR [7] WL % & A

NAT By a8 B4 A NAT 3%, 085 S 1 23 IS AH B A9 3 155

EE NAT B 55 B .

Router # show ip nat statistics

Total translations: 2 (0 static, 2 dynamic, 0 extended)
Outside Interfaces: Seriall/0
Inside Interfaces: FastEthernet0/1
Hits: 43 Misses: 4
Expired translations: 0
Dynamic mappings:
—— Inside Source
access — list 1 pool NAT refCount 2
pool NAT: netmask 255.255.255.0
start 202.96.1.3 end 202.96.1.100

type generic, total addresses 98, allocated 2 (2% ), misses 0
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5.2.4 A BAuT AxAiti

PAT J& b F ik 4, NAT J2& 2% i bk %40, PAT v LLE U2 NAT ) —3 4.
NAT B}, % E—FIEIE 52 A —DAF 1P, N A 2D 8A 1P XA NAT g2
i AF g UDP Al TCP i 5 2k BRERIE SN R 1 2338, an P A VB C [A 75 ) CSDN,
NAT #8828 ABLC iia) 4 5 B4 2] 1088.1098.23100 (Z& il i £ » SE b I A& sl 2
B s BTS2 bR Bk PAT T,

i LS PAT #ie b o] LA A 3 RF (65 535—1024) =64 511 i AU, (HEkR
i F b T A PR RE AN B R R M R AN RB IS B Y L Cisco B 1 #8 NAT g b AN AF
1P f5 2 RE A R SCHF K2 4000 4> 23 .

PAT 3 W FHF#: A& . 8 mT DK b /N ) 45 Bt 7E — A>3 vk 1 TP Mtk 5 i
PAT 52h& bk NAT RIA], Bk P93 12 w5 21 S35 099 26 o i — A Bl i) TP stk [ [R] B
ez Fon b —A~i NAT %4532 i TCP/UDP ¥ 145, ik J& >k A port multiplexing
FoAR S B S B VR o 08 B ARCKE 2 S NS ip b hE e 5 ) [F] — AN b bk . PAT §%
HelnE 5.6 s,

Inside )
= s = @
: | DA
| I 192.168.2.2—=
| . : Host B
: 10.1.1.3 | 172.20.7.3
| Y S/
! : —] @
o e L
| _ 192.168.2.2
' Host C
| 10.1.1.2
@ 172.21.7.3
I 5 @) NAT table
: __ Lt Protocol | Inside Local IP Inside Global IP | Outside Global
: : | 10.1.1.1 Address:Port Address:Port IP Address:Port
|
: 10.1.1.1 | TCP 10.1.1.3:1723 192.168.2.2:1492 172.21.7.3:23
e J TCP 10.1.1.2:1723 192.168.2.2:1723 172.21.7.3:23
TCP 10.1.1.1:1024 192.168.2.2:1024 172.20.7.3:23
K 5.6 PAT
Jic V5 b ik A2 P B 25 8 e AR TR G R R M bk B S e R R — 8, H % overload 3£

BT
[%15.27] P& PAT. W& 5.7 B,
(1) Wi 34 NAT H 3 ok it .

Router(config) # ip nat pool NAT 202.96.1.3 202.96.1.100 netmask 255.255. 255. 0

(2) BcE PAT,

Router(config) # ip nat inside source list 1 pool NAT overload




192.168.1.1 192.168.1.2

PC-PT PC-PT
PCO PC1
192.168.1.0/24 ===
FAO0/1:192.168.1.254
S1/0:202.96.1.1 $1/0:202.96.1.2

2811
Router() 202.96.1.0/24

2811
Router]

5.7 PATEHE

(3) BLE ARVFIA NAT 4 1) Py s bk 35 ] .

Router(config) # access — list 1 permit 192.168.1.0 0.0.0.255
Router(config) # interface fastethernet 0/1

Router(config— if) # ip nat inside

Router(config— if) # interface serial 1/0

Router(config — if) # ip nat outside

#£ PCO #1 PC1 I+ ping 202. 96. 1. 2 (% fH #§ Routerl [ 83474 10 1/0) , B B % J2: i
Y B% 1 i Router0 By 45 B4 F -

Router # debug ip nat

IP NAT debugging is on

Router #

NAT: s=192.168.1.1—->202.96.1.3, d=202.96.1.2[5]

NAT % : §=202.96.1.2, d=202.96.1.3->192.168.1.1[5]

NAT: s=192.168.1.2—->202.96.1.3, d=202.96.1.2[6]

NAT % : §=202.96.1.2, d=202.96.1.3->192.168.1.2[6]

Router # show ip nat translations

Pro Inside global Inside local Outside local Outside global

icmp 202.96.1.3:21 192.168.1.1:21 202.96.1.2:21 202.96.1.2:21

icmp 202.96.1.3:10 192.168.1.2:10 202.96.1.2:10 202.96.1.2:10

tcp 202.96.1.3:1027 192.168.1.2:1027 202.96.1.2:23 202.96.1.2:23

DL B R B R AT PAT B4 902 [F]— 4> TP bk 09 A W] s 155

Router # show ip nat statistics

Total translations: 11 (0 static, 11 dynamic, 11 extended)

Outside Interfaces: Seriall/0

Inside Interfaces: FastEthernet0/1

P 24 22
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Hits: 98 Misses: 27
Expired translations: 12
Dynamic mappings:
—— Inside Source
access — list 1 pool NAT refCount 11
pool NAT: netmask 255.255.255.0
start 202.96.1.3 end 202.96.1.100

type generic, total addresses 98, allocated 1 (1% ), misses 0

A NAT By o W9 mf ] & 86400s, PAT f4 if 9 i} 6] 2 60s. i@y show ip nat
translations verbose fy 4 0] LI & , W Al DL i Y 215 B8 I i Ja]

Router(config) # ip nat translation timeout timeout

S timeout BITLIE K 0~2 147 486,
MR FVNHEEANZR L, ol L EMHH outside 42 1 M dik il & PAT, A6 F ik
. AT

Router(config) # ip nat inside source list 1 interface serial 1/0 overload

5.2.5 @mE#HELat

A5 NAT EHRAE LS NAT TR % A b . Db AR T4 NAT . 7675 ) — B i)
5 S NAT MM B, 3 BE S 1T 15 49 4 i 0 B o 5 7 72 T, AR — e 3
NAT R K A5 VE AiE O 7 NAT iy NAT 0. i 1 B0 1 e 35

MBI NAT 3o B[] 76 423 0 B A% F M ip nat translation fir 4, Jo45 il
fif i % A5 419 mo K. ip mat translation Ay 4 By SN T« HEE BT Q16 5. 17 R

ip nat translation {timeout | udp — timeout | dns— timeout | tcp — timeout | finrst — timeout |
icmp — timeout | pptp — timeout | syn— timeout | port — timeout | arp — ping — timeout} {seconds
| never}

no ip nat translation {timeout | udp — timeout | dns — timeout | tcp — timeout | finrst — timeout

| icmp — timeout | pptp — timeout | syn - timeout | port — timeout | arp — ping — timeout}

% 5.17 ip nat translation 5 £ iE ;% iji BA

timeout N7 T T 2l 285 B 4 1 B (L B 5 D e 46 o L BRIA R 86400 BB (24 /i)
udp-timeout N T UDP i Y #8 BHE . BRIA A 300 BB (5 434D

dns-timeout N T DNS 3% 42 (19 88 i B0k 60 7

tep-timeout N T TCP b H A 88 BHE , BRIA R 86400 F5 (24 /BT

finrst-timeout J32 ] 45 A (FIND f B oz (RST) ik P 45 9 TCP AL B BRIACH 60 0
icmp-timeout ICMP i 1) 8 B {8, BRI 60

pptp-timeout NAT PPTP i 098 {E . BRIAH 86400 (24 /NI

syn-timeout Bz SYN &4 14 B )5 TCP i (88 i A . Bl 60 7




port-timeout

R T TCP/UDP 3t 1 114 48 B

arp-ping-timeout

T arp ping (8 i {6

seconds

I 11 5% A I (9 A0 B, BRI 0

never

A i 15 e

ARIE ML E NAT HAF 28 0] B8 S B & NAT 08 A4 0 FURGE B3 E . g
NAT FFif 8% KA. 5 NAT R i) NAT T2 76 Y3 0 2 A 20 300 08 4 2% 5 X R B
W A O B B F7 A T EAL HAE T2 M. WIS KK NAT
T o e NAT 5 B i A B Ta] o o T n] A A kvt

% A5 4 47 NAT

(D M BRENA NAT §40, 78 P e 8 AU 2T L f# B show ip nat translations
fir4 . show ip nat translations Ay 4 A W , HuBE kBN 5. 18 fios .

5.2.6

show ip nat translations [ protocol ] [verbose]

*®5.18

show ip nat translations #5 £ & ;% iji BA

protocol

(AT RETO Bos il 0 H S B RE T T .
esp: ESP #3501 H
icmp: ICMP {5 H
pptp: PPTP {5 H
tep: TCP #p85 H
udp: UDP 4T H

verbose

CAT I PR B e e R 00 H 1 BUAME R

[ 5.28)

R 5. 19 iR,

show ip nat translations 42 % H} , show ip nat translations 452 Bt Ui B

Pro

icmp
icmp
icmp

icmp

Source global

172.20.0.254:25
172.20.0.254:26
172.20.0.254:27
172.20.0.254:28

Router # show ip nat translations

Source local

172.20.0.130:25
172.20.0.130:26
172.20.0.130:27
172.20.0.130:28

Destin local

172.20.1.1:25
172.20.1.1:26
172.20.1.1:27
172.20.1.1:28

Destin global

10.199.199.100:25
10.199.199.100:26
10.199.199.100:27
10.199.199.100:28

% 5.19 show ip nat translations #y £ = & i B
v OB woom
Pro il
Source global 5 4 Jey o ik
Source local Y5 AR b b hik
Destin local H 1) A< Hi b dik
Destin global EESEEE
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(2) B NAT it E B . AR, fi | show ip nat statistics A7 2.

show ip nat statistics

[ 5.29] show ip nat statistics fy 2 % ! , show ip nat statistics iy 2 = Bt Ud B3 40

#5.20 iR

Router # show ip nat statistics
Total translations: 2 (0 static, 2 dynamic; 0 extended)
Outside interfaces: Serial0
Inside interfaces: Ethernetl
Hits: 135 Misses: 5
Expired translations: 2
Dynamic mappings:
—— Inside Source
access — list 1 pool net — 208 refcount 2
pool net — 208: netmask 255.255.255. 240
start 172.16.233.208 end 172.16.233.221

type generic, total addresses 14, allocated 2 (14 % ), misses 0

% 5.20 show ip nat statistics 5 £ = EZ 15t Bf

v B woom
Total translations FGE% B 0 ¥ 5
Outside interfaces AR B 1 51 3R
Inside interfaces S AREIES
Hits e 0 2 A T 4R B R I IR AL
Misses e 0 3 A 1) A R B R IR R AR
Expired translations I3 3 ) B 4 B
Dynamic mappings BIEN U KPR
Inside Source A U 2 A B
access-list Vi 7] 5 3 2 5
pool Hi kb 1) 44 FR
refcount {6l FH i Bk 0 % 45 4K
netmask Hodik e TP 9 2% $g 1)
start ik b 4 1P ik
end Hiuhk b 25 0k TP s ik
type Hi bk 3 () 2 A, W] BE Y 28 8K generic BY rotary
total addresses b1kl T A G ik £
allocated B A 1) bbbk %5
misses i ik 3 53 e 2 A

é\

(3) MR IEBR I NAT H i AR AU T L clear ip nat translation i
. clear ip nat translation Ay & AR U, HaEE B W #E 5. 21 Fix.



clear ip nat translation{ * | [inside global — ip global — port local — ip local — port ] |
[outside local — ip global — ip] [esp | tcp | udp]}

3 5.21 clear ip nat translation #5 £ & ;% it BH

* 15 B T A7 3 A5 5

inside IR H R & A 16 € global-ip Ml local-ip Hbhk g PN H 5
global-1p (A #ET) 42 ) 1P Hiht

global-port (] I 4 J5) g

local-ip (] T 4 1, TP dib bl

local-port ] T50) A b iy 11

outside CT 6 00) 35 B & A 46 5 global-ip Fl Local-ip Hbhik 1) 4136 % 6
esp (AT BT I e 4 35 B ESP 3 H

tep CRI BB I00) A e fie 26 i B TCP I H

udp CRI BB 150) W e 4 22 35 5% UDP il H

[%]5.30] &7 UDP I e FRET/E M NAT i [H .

Router™>show ip nat translations

Pro Inside global Inside local Outside local Outside global
udp 10.69.233.209:1220 10.168.1.95:1220 10.69.2.132:53 10.69.2.132:53
tcp 10.69.233.209:11012 10.168.1.89:11012 10.69.1.220:23 10.69.1.220:23
tcp 10.69.233.209:1067 10.168.1.95:1067 10.69.1.161:23 10.69.1.161:23
Router # clear ip nat translation udp inside 10.69.233.209 1220 10.168.1.95 1220 10.69.2.132
53 10.69.2.132 53

Router # show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 10.69.233.209:11012 10.168.1.89:11012 10.69.1.220:23 10.69.1.220:23
tcp 10.69.233.209:1067 10.168.1.95:1067 10.69.1.161:23 10.69.1.161:23

5.2.7 NAT 5% &

MW T ECE T NAT F 28 5 - 5 #5800 9 45 1 b 20 3 S 5 528, A DL sE
F| ACL S 1P bk FEPE R AL 3R . X7 1P AR i NAT %45k 130, B% f 9 b 3805 5
mr.

(1) X F F oA I 1T 42 500 T 4, S R A7 35 fh A 3 G SR B Pl 9 R B 11 R A I T -
A7 NAT Kb 3 K U5 Hinhk D PN 5 A b ik 57 48 Ay P9 3 42 Jmy kb H A9 bchE R 28 5 2R % iy
k?ﬁu?ﬁ%ﬂu MR HEFT NAT 4b3

(2) X F AN 32000 6 40, S B AT NAT Ah B H % b hik DA P9 38 4 J5 M ik e 6t
R P A b ik YR b Bk R A L SR IS R AT I P A B AR I B 5 S i B M hE R AT R

(3) R F AN Hh P9 Do T A o 0% a0 3 AS S p A0 I T 2 A0 I 2 A AS 2E AT NAT 4b
B, R TS b e

(4 Xt T PAT e, R AFTE N H 2 TCP Pril s & UDP Bpisll, A4 NAT &b 3 fif 2
[ B 2% 16 TP Mtk Aty F1 5 0647 3 40 s SRS AEAE R F )2 8L, 1 an ICMP PAT #e e, ok

P 24 5 4
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A v S5 B U ICMP Ppi b 16 (AR IRAF 7 B T AR AR ICMP #F 72 L i 31 355 115
X 53 I FH—FEAE H .

5.2.8 £ A NAT 24 K% 2 A

PN R IR #b HE 5 #e ip nat inside source{static|dynamic} & P9 HE 2 H b ik 2] P 8 4 S5 i hk
B e 0 SRR B A e AR AL T 1) A6 25 AN B A L G SRR e A 4 3 A U O 1) B T
DAJE DA PN B 3 A5 L ] DL DA 30 N

AN R IR L 5% e ip nat outside source{static| dynamic} J& #p 5 4 J5) Hihil- 2 Ab A Hi H
HE A A S B A e 4 AR U T T A 2 DA S 3 P S SR R A A L S 1 A 1) B
AT LA DAAD R B A B L L AT RLJE DA R ISR

PN H Wik 54 e ip nat inside destination list J2 PN &F-4 &) Hi ik 2) P9 &0 2 Hb b hik 5% e,
T8 A5 T 7 1) 2 A 20 DA AR 2 P

PLIE 5.8 S (AR 4 NAT % 48 i) J5U B, SR FH e 25 2 46 07 =0, A B 9 A R M i NAT e 48
) LAY R T

192.168.1.0/24 192.168.2.0/24  NAT 172.16.2.0/24 172.16.1.0/24
Q‘F a0 Ia% F:EOI P } a0/0Fa0/l J-'QULU@' ________ Ea
1 2 2 - 2 i, Lo
laptop0 Router4 Ruutcr3 Router5  po2
INSIDE OUTSIDE

B 5.8 PEBIEHLIE NAT % #e
NAT %A #% Router3 0 CH & .

Router3(config) # interface FastEthernet0/0

Router3(config — if) # ip address 192.168.2.1 255.255.255.0
Router3(config— if) £ ip nat inside

Router3(config) # interface FastEthernet0/1

Router3(config— if) # ip address 172.16.2.1 255.255.255.0
Router3(config— if) # ip nat outside

Router3(config) # ip nat inside source static 192.168.1.1 172.16.2.111
Router3(config) # ip route 192.168.1.0 255.255.255.0 192.168.2.2
Router3(config) # ip route 172.16.1.0 255.255.255.0 172.16.2.2

fii H ip nat inside source SCHET-FL B iy 2> AR EVRHE T SCRY e 8 50 P R G 4 . 7E A
AP B A 0 B e 4 TP A0 Y b bl 5 8 DAAD I 31 P I I e 4 TP i) B B Mk

(1) P9 R 32 41322 A0 ) ik 35 ) 2 190 i 750 7

PAPE 5.8 Jg il 25 N R E AL laptop0 &2 ping 18 15 240 E AL PC2., Ytk A 1 32 4L
N ER A ik 192, 168, 1. 1, H Ay Mkl A 40 LAY SR &84 /bt 172,16, 1.1,

2 echo 28 it NAT [ i 4% I 58 80N &6 7 M ik 192, 168, 1. 1 3 Py 38 42 Jmy b il
172.16.2. 111 JEHbhk 5 4 : 4 echo reply {0 28 38 NAT B th #% 0:F . 52 5 P9 4 )= b hik
172.16. 2. 111 2|y FRA M ik 192, 168, 1.1 H A9 b hik 55 4,

(2) PN R 32 ML 3L 2 A0 ) i ik 2 13 IR 45 ke 780 7



PLIE 5.8 S fai), 440k 4L PC2, & i ping i 15 2 N I EHL laptop0 ., P b 41k S S 1 3
mﬁ@%ﬁﬁéﬁﬂﬁﬁklm 16. 1. 1, B 4tk > P9 I E ML SR 42 Jmy bk 172016, 2. 111,

M echo 28 ad NAT Bl &5 0, 58 B0 N 3 42y b hik 1720 16, 2. 111 2] P 3 A< Hb 1 bk
192.168. 1.1 HA b hE 55 4 24 echo reply 2833 NAT Bt #% B, 5¢ Bl P 350 AR M Ml bk
192.168. 1.1 Py m Mk 172, 16. 2. 111 JE k55 e .

LA 5.9 S AR 4 NAT 4 i) Jst B0, SR i 25 e 4 0y =X A R A0 3 s i NAT % 4
) ML A S

192.168.1.0/24 192.168.2.0/24 NAT  172.16.2.0/24 172.16.1.024
. w0 % Jaon Fa0OFaQ/ I "30&@ ________
y 5 5 1 w_'_] L, 0T, Fa(}]
Routerd Router3 Routers O PC2
INSIDE OUTSIDE

B 5.9 AMEBUEHLHE NAT ik

NAT & %% Router3 AHGHIHE .

Router3(config) # interface FastEthernet0/0

Router3(config— if) # ip address 192.168.2.1 255. 255.255.0
Router3(config— if) £ ip nat inside

Router3(config) # interface FastEthernet0/1

Router3(config— if) £ ip address 172.16.2.1 255.255.255.0
Router3(config— if) # ip nat outside

Router3(config) # ip nat outside source static 172.16.1.1 192.168.3.111
Router3(config) # ip route 192.168.1.0 255.255.255.0 192.168.2.2
Router3(config) # ip route 172.16.1.0 255.255.255.0 172.16.2.2

ffi ip nat outside source JCHETIC & fir 4 AR EBHE J7 SO A B 0 R P e 4 . AE
MNAI P 5 Py I B e 4 TP A (9 Y ik 5 A6 D DS X2 0 I e A e TP A /) E A itk

(1) AR FEHL R T B S0 4 Jey ik i 50 Ry F

LA 5.9 S, 540 M 241 PC2, & ping i 15 2 A W E ML laptop0 ., I b 41k > 5 9 3
HLA AN 4 Jm b bt 172,16, 1.1, H 9k >y o8 9 = HLAT I FFAS B bkl 192, 168. 1. 1,

4 echo 0 4 if NAT E%Ha%%ﬁﬂ‘,%ﬂi%ﬁlﬂé}%i&ﬂk 172. 16. 1. 1 % 4P 3B A< 4o Hb hik
192.168. 3. 111 W HuhE 55 45 4 echo reply £ £ 3t NAT B& 28 B . 52 B 40 35 4 Hb Hb hE
192.168.3. 111 #4h4 /it 172, 16. 1. 1 H b ht e .

(2) PN F= A5 IR) F0 9 32 4L 2% 5 7 A R0 1) ik 75 ik 55 e ALy ]

DAL 5.9 S, 2 N I L laptop0, &2 ping 38 {7 2] 4P X 4L Llaptop0 ., 5 b ik 2y 14 1)
FEHLA TR A b ik 172, 16. 1. 1, H A9 ik S 40 W 32 LAY P8 0 A b i bk 192, 168. 3. 111,

4 echo £ 5if NAT E%Fh%ﬁﬁﬁ,%bj‘cﬁblﬁﬂilﬁlﬂht 192.168.3. 111 % 4% 4 )5 Hy
BE172.16. 1.1 H bR 5548 5 24 echo reply 282k NAT #% i &5 i), 58 8040 &8 4 Ja) 1
HE 172,16, 1.1 FAPEEA Hb H kil 192, 168. 3. 111 Y5 Mkl 454 .

DL 5. 10 S AR 4l NAT 46 iy B 35, g e 9 3 g ik NAT B 46 iy e 0 iy ]
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192.168.1.0/24 172.16.2.0/24 172.16.1.0/24

Fa0/0Fa0/1

4 Fa0/0 “al/1 Fa0 Ea
________ ﬁ_ S S R
A N 2 . 2
Routerl Router2 PCO
inside outside

Serverl

B 5.10 PNEBH R HAE NAT ¥ #

NAT % #% Routerl M 2CHD &

Routerl (config) # interface FastEthernet0/0

Routerl(config— if) # ip address 192.168.1.1 255. 255.255.0

Routerl(config— if) # ip nat inside

Routerl (config) # interface FastEthernet0/1

Routerl(config— if) # ip address 172.16.2.1 255.255.255.0

Routerl(config— if) # ip nat outside

Routerl(config) # ip nat pool test 192.168.1.2 192.168. 1.3 netmask 255.255. 255. 0 type rotary,
Routerl(config) # access — list 1 permit 10.1.1.1

(

Routerl (config) # ip nat inside destination list 1 pool test

ffi [l ip nat inside destination SCHES T & A2 o A4 ERE B J7 SCRY fif B8 56 100 oy 2 46k .
FE A 2 PN B e 4 TP A2 7 B A ik 5 78 DA P IR A0 B 5% 46 TP A 1) 5 b ik

(3) SEPL TCP i £ 28 35 iy LAY Ry

PLIE 5. 10 SR, 2448 R 0L PCO, ki TCP 38 15 5 i 00 IR 55 2% . U5 b 1k Ky 40 ) = LAY
A4 e bk 172016, 1. 2. H B9 M hk y D9 R 58 B iz 55 4 B 2% 28 78 S0 R0 09 N B8 4 Js) Ml ik
10.1.1.1,

M TCP AL NAT [l #8588 , 58 LA &6 42 sy ik 10 1. 1. 1 S 403 A< b b ik H 0% H
HEFG 4 o R T 4 0 Mk b iR R rotary RIS, B IK 43 BC A B 0 bk AR £ R A AR AR
AIBE N 192.168. 1. 2,192, 168. 1. 3. 528 TCP i ik #7; 24 TCP iR [nlfy 23t NAT B
PRBT, 58 AL BR AP A b M hE (192, 168, 1. 2 5% 192, 168, 1. 3) 484 Ry bk 10. 1. 1. 1 5 bb
Bil 2 E

EE:. RA TCPAEA 44 ,ping REA RS MA NAT #9 Destination 5349,

nat pool —EF E & & type J rotary,

5.3 X I§ % 3

SIS A E AN 5. 11 R .

AL E AR .

(1) ACL it # . 7€ Routerl b, A& 4R ACL, R Ak A ML 175, 10. 1. 0 58 £
B s LA (ARG B A A Bk 5 B ACL 22 3] Serial0 A |



E0:160.10.1.1 sRoer-PT
4 Rduter] S0:175.10.1.1

160.10.1.0/24
F

- 175.10.1.0/24
. rd
s
rd
. S0:175.10.1.2
i Fa0/0:160.10.1.2 180.10.1.0/24
N S1:180.10.1.1 S0:180.10.1.2 ﬁ
Router- I:T Router-PT Router-PT

Router2 Router3 Routerd

B 5. 11 ZRG SCa4h Fh 5 # 18]

Routerl(config) # access — list 1 permit 175.10.1.0 0.0.0.255
Routerl (config) # interface serialQ

Routerl(config— if) £ ip access — group 1 in

7 Routerl I A& P B ACL. R 22143k H Router3 i Telnet [R5, 217k A Routerd
B ping 74 s B8R LLET U5 [ 32 1 81 36 B 3 G s i 3 2 ACL 48 %2 3] Serial0 (9 A L |,

Routerl (config) # access — 1list 100 permit tcp host 175.10.1.2 any eq telnet
Routerl (config) # access — list 100 permit icmp host 180.10.1.2 any

(

(
Routerl (config) # interface serial0
Routerl(config— if) # no ip access — group 1 in
(

Routerl(config — if) # ip access — group 100 in

18 1 M Router3 I Router4 ping 5 telnet F| Router2 M3 15 [a] 45 %1 # 100, Router3
(175.10. 1. 2) W iZ et telnet | Router2, i A fE ping i Router2, Router4(180.10.1.2)
W 1% fE ping 1 Router2, i A HE telnet 3] Router?2,

Router3 # ping 160.10.1.2
Router3 # telnet 160.10.1.2

Router4 # ping 160.10.1.2
Router4 # telnet 160.10.1.2

(2) NAT fid & . 7€ Router]l [ ,fid B#A NAT By, fid B NAT 30, 0 B NAT
ANEBEE LT A A NAT ;5 Bl E PAT,

Routerl(config) # ip nat inside source static 160.10.1.2 175.10.1.3
Routerl(config) # interface ethernet0

Routerl(config— if) # ip address 160.10.1.1 255.255.255.0
Routerl(config— if) £ ip nat inside

Routerl(config — if) # interface serial0

Routerl(config— if) # ip address 175.10.1.1 255.255.255.0
Routerl(config — if) # ip nat outside
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Routerl(config — if) # no shut

Router2 # telnet 175.10.1.2

Router3 # show users

Routerl # show ip nat translations

Routerl(config) # no ip nat inside source static 160.10.1.2 175.10.1.3
Routerl(config) # ip nat pool pooll 175.10.1.50 175.10.1.100 netmask 255.255.255.0
Routerl(config) # ip nat inside source list 1 pool pooll

Routerl (config) # access — list 1 permit 160.10.1.0 0.0.0.255

Router2 # telnet 175.10.1.2

Router3 # show users

Routerl # show ip nat translations

Routerl(config) # ip nat inside source list 1 interface serialO overload
Routerl(config) # interface Ethernet 0

Routerl(config— if) # ip address 160.10.1.1 255.255.255.0
Routerl(config— if) # ip nat inside

Routerl (config— if) £ ip address 175.10.1.1 255.255.255.0

Routerl(config — if) # ip nat outside

(
(
( )
Routerl (config — if) # interface serial 0
( )
( )
Routerl(config - if) # exit
(

Routerl(config) # access — list 1 permit 160.10.1.0 0.0.0.255
Router2 # telnet 175.10.1.2
Router3 # show users

Routerl # show ip nat translations

=] il

1. 5B 25 B0 AR N ES A B A 18] 5. 12 BroR , 58 i fic R

(1) £ Routerl - AIHEpRHE ACL, HALVFR A M 4E 172, 16. 1. 0 B9 % dls (9 4% % ok
) ER 8 £ AR K BB 1L 5 4 ACL 26 3] Ethernet0 YA M |,

(2) 7F Routerl FA|&Y B ACL, 2 #2413k B Router3 i ping # 2, L1k H Routerd
) Telnet Iz 555 #% Bk LLFT A U5 () #5610 510 2% KB B2 10 97 )€ ACL 26 5E 3] Ethernet0 i A
(W

(3) # i3 M Router3 F1 Routerd ping 5 telnet 2| Router2 MR 37 7] 45 i 51 & , 23 W) iC 5%
ping 1 telnet & F7 &R,

(4) 7£ Routerl ¥ Ethernet0 P & ACL,

(5) 7E Routerl LMt ‘% Router2 1) Serialo Hisik 10. 1. 1. 2 A FE Ky 172, 16. 1. 3 FIP



S0:10.1.1.1 r-PT

Roder) E0:172.16.1.1
1

10.1.1.0/24

1
i 172.16.1.0/24
]
]
]

E0:172.16.1.2

Router-PT Router-PT Router-PT
Router2 R =
outer3
Kl 5.12 2801 IR4h i A
HhERFE

193.168.1.0/24
----------------------- -G
El:193.168.1.1 E1:193.168.1.2

Router4

(6) i@ 11 M Router2 Telnet Router3 Jli# A& 4# , — H 3t A Router3, fF Router3 |4

FHEENHPER.
(7) 7F Routerl | /8 NAT ik,
(8) 7E Router2 | HHr & Router3 ¥ Telnet £,

(9) 7F Routerl FBBRUATAFS NAT 4 LB NAT ¥ Router2 i Serial0 Hihk
MR L, B ST TE B S 172, 16. 1. 50~172. 16. 1. 100, T M 85 Jy 255. 255.

2565.0,

(10) i@ 11 M Router2 Telnet Router3 iR sh & #, — H 3t A Router3, fF Router3 I

EREEEAOHAIPER.
(11) 7F Routerl F /8 NAT #4e3k,

(12) 7£ Router]l BB LART NAT ar4, il B NAT & (PAT) ¥ #t Router2 f Serial0

Hi ko~ EthernetO 2 10 # - .
(13) 7F Routerl B/~ NAT #303,

(14) @ 1 M Router2 Telnet Router3 Mli& PAT ##:, — H 3k A Router3, £ Router3

EAEREENHAFER.
2. Bl dy RTBCE RIS H AN IE 5. 13 Bros 58 s an T e 2K .

E;TZ.I&I.I EO 192.168.1.1 i

R T 2811 2811
PCI R1 R2
172.16.1.2/24 172.16.1.254/24

PC-PT PC-PT
PC2 PC3

K 5.13 ACL $hfh g5 R R

(1) #6548 172.16.1. 1 EHLiRIEH LS R2 19 Telnet IR 5.
(2) a4 172.16.1.0/24 M B F 4L ping % R2,
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(3) AVFHAL IP 15,
(4 fELUK R4 11 0 iz HT % ACL,
3. i dy R MCE R IMES AN IA] 5. 14 Bz . 58 s an T e B 25K .

192.168.1.0/24 172.16.1.0/24
EQ El
—————————— DD
PC-PT inside network 2811 outside network 2811
PC1 R1 R2

Bl 5.14 NAT #5454 &

(1) S VR bk sh 4 NAT,
(2) PN I kA 7 ) 43 b ik
(3) PR hE b IE B S 172, 168, 1. 2~172. 168. 1. 253,



