F3IE RBRNEARESE

FETHRAALI 2 1 = b, AT H H B2 i 20003 4 a5 200 H 0L 2B i AR S AT L RE R 8K
i 2% Ui U A o T BP0 X S ) 24 i U A OIS S — A LI S A, PR AR T R
A BB TR BT LI 25K 2R b B LA ) 4% 3 2 3 A S S ML R A DA R o
T H3C 1504 5 i — 8 ] BRI S 06 o 5 B 152 38 B JO0 355 Wb s oA TR 300K 6 1 Ml A B 1) 14
B8 2 ] * BRBR TG 1) by S 4 R IR D 3 e EE R KRB o

Aw FEARE WA 3.1 fis,

CHEAES
H3CTHpLAE |
L A & |
IR |
meganEE |
|

|

|

|

|

| MR AN

e

TN EARBLE

VLANR S 43

DK PR 5
Trunkfy AN B

F| BRI Ph(STP 3 AR
| SR R
CEREES £ JTtD

L g R

TI T3 £ i1

W 268 524 B g5 A SR 43 S 1] 1 A SR S ML B AR S L A 4 H3C SZ bl . ki
AERE R — il G & BARAE XSS B A7 — A EE A Y 028 1R

o0 £ S A5 T 23+l ik A 2 P 2 B B9 B L O 3 ok P SO 8 I 3 4 0 2 A T vk
e 2 5 A ) R e 2 A 3 TR AU R B A A L AR B TS b T AR LR

S AL TC B S 0 TR 43 o 32 B AR AU 1 2 TR A S B A v B R B A 26 S8 e B
AT B 3 5 S 56 B AUk 3 A Bl TR i R IR T AR S BB A R

3.1 MBI 4

3011 RmHERGFE

FEIE A G S Z AT SedE — ATy BRI An A 3. 2 s .
AR T3 JT A AT 33k e Pl — 2 AN BT A o 3k st — 1 S TR ) A = DU A Ti) 7 <8 114 o) 2% A 8
— & WiFi U5 D BEAY Al 7 g MLk ok & Wik S 36 2 6 A& . a7 8 8 Bl X 2t
BRI RHL B LA B LA BT 0 B AE TS AL I 46 Bk R B 2 i 1 7
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Uy
& 4-a

B 3.2 —AH LR R4 375t

(Data Terminal Equipment, DTE) , 2 50 AT B4 I/ 5™, T 2 2 7 F 84 4 4 10
B E B W {5 X %5 (Data Circuit-terminating Equipment, DCE), H T 12 & i Al 1% 45 42 14t
A T 03 3ok S 0 2% 5 4, O A P A L R SR T IR AL 3 AR I 10 2 2 T
B 2 T T A 0 2% AR AR A B B T I 2% 1 1Y P A A A A R 8 T e R 1 5
it Console F ¥ Afim 247 )7 208 BRAAE S B 25 o A 45 56 T % iy 2C 40 B2 45 19 S2 3, 1 /2 DA i
70T AT .

25417 DTE #1 DCE ZJ5 . & Wk B 41— T AT/ £/ Sl 1.

AL (Switch) & —Ff FI T HUAE 55 R I 28 B e . B AT LU A SC ML AR B 24
PO 4% 1 5 B P T 1 LA Sl i BRGE AR P i A% AR R L TN T A H 3 e
(07 12, FE A% i 145 B 0% B A5 SR B AR N # i b SR MLAR S ARG & 1R ), AT L)
T SR A A LR B R SE b . ) SR S I LRI — R R AF AR G b S LR B AR T fig
A B e B IR B B 2 o S 22 10 g1 o 11 0 EAT W 2 DR T DA 2 —
AR B — 6 R T AR A5 e B AR . SEBR b SR LA I B £ 0 1 AR . H R
T i UL A S AL 2 LK WSS 4 AL

3.1.2 H3C MM N4E

B T3S R ML B B W 48 i A, — MRE 0 T i A s B R Eh A DL Al A s T3
ST T b S e AL A st A B R R RO T 2 2 AT LB A ) 2 S =
ECERL TR #AT e 8. B, hET S EE L HIL) /A L EER
(CISCO) s 1 (Juniper) F1 1 [E (1 42 2 (HUAWED 42 = (H30) 4§,

UM A =305 H ARG R /) (H3C) J& — 58 F 24 fit TT BLfli 4249 7 S 7 2 5%
TR AT A E KRGS AR . H3C AMEPTA
A2 i el A AR R A2 AL CAn &l 3.3 i
TR I TE W 2% A L s AR 2 5 R IR 55
5 WLAN.SOHO B & 4 S fapt K 3.3 H3CH 3100 R LK AL #He Al
WA AR A G S I AT S5 Y 5 A 1 Y A
s H3C M8 i & . AR5 I — )2 22 e bl oy H3C 19 3100 R4, % R A A el
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HAT 19. 2Gb/s W RVERAT B, 68 0 BT A i 11 B2 40 7 22 48 o 28 46 T 6 [ B S 45 F K 147 %
AP CMAC b bk R 1055 22 5024 46 5 L ) B XU 10 1 D) g . SR A e B A AR o T B
51 fig (RSPAN) , AT LUK HE A i 171 04 3 B AR B0 S8 e L b 2 HAn i 3 b I8 E i
P2 e AL 45

3.2 W & i

3.2.1 MEEARHR

1. Mg

T I AR o 4 0y 5k 26 R AT A (LR B 2B L
NS T S T S S I e A 7 — e BB O 2R B LB
AL VB S OB 2F = R, SRR
R B 5 2 5 W RN T — R R yd
o o A TR (PR T B o i AT r{(/
e e 5 o T UG T2 A R4 X e 2 1 3. 4 s
% \-

2. WAL B 3.4 WL

XULEL 7 11 VF 22 X431 FH RJ-45 7K Sk A Sy it
FZH B B AR s 2k . B BRSO MoAS 8 B B DL T iz B . S k2 1 — XA B 4
) B LA M. 2R X BT 20 AT DR — FR 43->k B A 5 i B B i T4 . L ml
PABEAR 22 X 2 Z IR B AH B4 . XN Sk i 25 32 %2 02 IR A% S B 4005 5 0 BRAE [R) A 3k T
FEFAF S L, = B AR T R s A e e L kB

MWLM IR GE AR . AT L2 S 3R 3.1 g JL2E,

£3.1 WUKEHHE

i 2k 4 ik K&
— R W Z a0, o RS TR
3 2 i R AR AV o 2 I A% il 1) 4 R I 4%
=%k W 10Mb/s LUK RIFT 4Mb/s 4 ff E5
ULk BT 4 Y R U R S 100Mb/s LLK 1)
AL FEMHFEICIMTICLUR S, & w
NEL W T &R E R T 1Gb/s # LUK
sk HFA G0 10Gb/s LL KM

3.2.2 M&EHIENA

16 3. 2. 1A 4 7 POZR L o Sl 2 SR A — SEREAC IR L 1 1T A S B 1) £ B8 A 40 T 2
i £
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TR 3.4 FEAFER T WRLIEH 8 i (5 1 4 45 P P 98 58 111 B, 43 SR 4 B 1 TR
DASIN N S I I = B g = Sy k2 DN v 2 e AP U ol R 1R R (= € o TS 2 S
SRR, WKL WA . EIA/TIA-568B #5#E R EIA/ TIA-568A bRk,

1. T568A & F

w#

1 2 3 4 5
IS IS S S

6 7 8
SR S S

;

L1

5

2. T568B & &

1 2 3 4 5 6 7 8
(S -2 S = I S P Y
R DL B XU 4R 3 4 T 2 32 AT T 2R A2 SR 4 TR R a3 i A 4 X R £k B T g
ik,
L 2K AN X B Al R A TR A ) e O LA BT AT R S R L
LI S T AU 2 G Sk R 4% IR T568B ZR P ffi A RJ-45 K fh Sk 4l U2k it /2 o2k . il
2 BN TR Rl Z 18] 9 38 4% . FL TS LI 12 S e LA BB 2 9 2 e WAL 3.5 B

3.5 HEBRWET

XL ik S — A REAE I 44 B SR 44 FR AR T A R B X 8 IREER A 58 AR AY .
HAE |, W — o Fie B T568A Frife. 7 — L4 IR T568B brfi i, L*ﬂ‘ﬁ?ﬁ%ﬁﬂﬁﬁl
LRIHIE . 38 X Ek 2B F [ A% 45 Z 181 0 3% B2, L W 5 38 4 WL sl 8 W6 15 PC 2],
MR anE 3.6 FTR .

(i e

g T ule fow

B 3.6 ZEXLRMLF

BR T3 P b f H UL R 2T SN2 A s U EGAT 5 = PR LTk RO O 2. T B
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A K LA 1 — 3 R T T568A 5L T568B /ELARfE, 73 — It TS68A 5 T568B Y I J7 W 4
M — MR B 5 — M St ok 2l E T SE BN E LB B AR B B AT E R
(COMD 35 11 19 3% B2 , o 398 2 4 P 38 #3845 1 19 Console 11, 76 38 a3 18 ML IC B N 4% 38 # 15
£ (187 I 308 5 15 2 ) FH S22 28 3% 2 Console 1158 BN 18 45 10484

3.3 A HLACE S

3.3.1 H3CZ&HZEZH

M Pl A Console L AUX 1R O (W THEAES S R0 E/ EL S0
Serial #2 0L AR A H O, B Async # 1) . Telnet 8% SSH 77 20 & ik & IR . R8¢
SO — A P A (AR Line) HRE # IR & MAH P B Y &G, B HP R
TR % I (4 P S TR FEL o P A0 TR P ) 4% 7 B B AT DAC ' — R A S50 Lh i P %
SE B R 5 T BEONIE 2 A5 A ) B 51 938 A DA P8 SR e O A S P Rz P R
AT 56 S5 A B 4 A2 B S SR 29 0, NTT IR B 28 — A L& R P S iE M B 1Y

H Hr H3C B85 SCHF A8 5 07 A3 LUF JLAE

(1) Console M4 Hhfir & ,

(2) AUX HA Hiy oy de #E Bie &

(3) 520 i A M Bl s FE i

(4) Telnet 8 SSH 7 i 55 i 72 Bt &,

M5 3 SEE B 7 SO0 i 2 4 B2 B - BT .

(1) Console i/ iy . AR A HEFN W5 #3843 Console & Z ) F* . Console M %5 H
RN EIA/TIA-232 DCE,

(2) AUX P 5. F R4S BOm 4558 i AUX OB P . AUX 1 (Auxiliary
Port, 4 B ) ¥ 1 28818 EIA/TIA-232 DTE, # % A T 1+ Modem %5510,

(3) TTY(True Type Terminal, SEARSS A Zum) H P i . HORE MG E#E S TTY
FABFEWHP ., TTY X ERR LR ORI,

(4) VTY(Virtual Type Terminal, i 48l 28 5 2 3 FH P 17 - FH R 45 3 R 0 4 3l 1
VTY F8#MH P, VTY O)g T2 H A 0L H T X & #1T Telnet 3 SSH j[7],

LRk A SIS AR YR S A5 A 7 % H3C 45 1 i []

1. j&5T Console OZ Fi3 %

1) Console 0 W% &

PR A R B SRS AR TF R 7SR v e B 7 >l {5 T 17— g K7, & B4
X5 JE AT AR A i XA AE L AN 3.7 TR

EEES ARG G telnet) B8 & "H 4 L E A T — DTN e COMIL &
5% Console, WA 3.8 iR .

e - FE“COMI J@ M7 X% 338 HE v 1 B B0 A7 2500 4 2 96007, OC P B U8 T 45 1l . B o “ 1
FE AR S K 3.9 PR

BEHT 7624 R telnet” By 3% 422 v, QN 2R 22 i ) 4 B 6% B A0 A [, it w] DA S 7 2E 4 ML S F
FmE, i 3.10 fros .
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e 0 0 (e

& .-
:;:}wmmﬂﬁ SABREENTEEE.
S ) : ; BEUEE: [ PRAESNE 0 |

5D ll EST. [e=

LI TR o |
T— ' zgmeRy (A -
- e

B 3.7 B P 3.8 B IX 5 R E e 1

(comme 0 e
(WOWE |

FHTS®:

800 -

BiET @): |8 -
AR E: (£ -
Bt s): 1 -

HEERH® (X =]

[ ®m= || BA& B K

E 3.9 THeE COMI JEk

[y R -— R . W T
TE RAE FELN W0 RO ERE)
De¢ 35 A0 F
[HAC1
[H3C1_
FJES 0000 BAEBl GBD0BND SRl ae M B (T

% 3.10 F|H Console B 455 FiX 5

PR 2 JFE 2 > — T anfaf Fil JH Console N 7E Ay 24T HC & H3C 1% £ 5 5 1Y £ Fhik
75 =

2) Console H BJIATEML I None 7 &

J5HE . None 7B E T R ff H Console 1 7EAS M & 15 450, AN T B 47 H 1 4 Fi
BERGIAUE AT o] AT LA 33 Console HE S 2R 45 L X FE LT e Sl R L2 FRUAR

Jic 5 A R

<H3C>system-view /13N 4 Ry B
[H3C]user-interface console 0 //i#EN console 0 HLHE
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[H3C-ui-consoleO]authentication-mode none / /% B INIEA R none

[H3C-ui-consoleO]quit / /1B [ 3 3 A8 X
[H3C]quit VA E R GRING
foE A 3. 11 frw,

& tere: - Aot Bt

THE ERE FEW) D RED MG
D@ =3 0B &

information
bandwidth-based-sharing Specify bandwidth based load-sharing mode
bfd Specify BFD interface parameters

bap Border Gateway Protocol(BGP)

blacklist Specify blacklist configuration information
bridge Config Bridoe set

call-watch Call-Hatcl

card-mode Set card mode

cee Configure a Circuit Cross Connection

[H3Clauthentication-mode 7

% Wrong parameter found at "~ position,
[H3Clauthenticat

[H3Clauthenticat?

% Unrecognized command found at """ position.

[HIC Juser- E
[H3Cluser—interface console 7
INTEGER<®-0> First user terminal interface number to be configured

[H3Cluser—interface console @
[H3C-ui-consoleBlauthentication-mode none
[H3C-ui-consoleBl

U 0074 FEW SOUENL

[# 3.11 None 77 B & i 2

YO R KRG TR Z )5 W LA B s A . I 3. 12 s, (HIR
TTAr R B AR X T Al FH P o 2 AN 2 4

XA BEE SV EMO S20 BBEH
D& %3 08 &

BUS Clock Speed : 33HHz -
Memory Size : 64MB
Mac Address : 000fe285f232

Press Ctrl-B to enter Boot Menu... 0
Auto-booting. ..
Decompress Image

Starting at 0x80100000...

User interface aux@ is available.

Press ENTER to get started.

< >

%Apr 1 23:55:38:207 2000 H3C SHELL/S/LOGIN:- 1 - Console{aux®) in unitl login
<H3C>

Sk 0:04:33 EaEl 9600 8-N-1 SCROLL | CAPS |NUM |38 | FTED

& 3.12 None J5 2% 45 R

3) Console HHTAUEHLE Password 7R

JR 3 Password J5 XU WA T IR AH ] Console HAS b 8 5% B A B 75 2GR4T % 15 IE
HABRGAER ) ] A e sk Bl s b B NE) X Password f5, 75 28 M 01 %
HRAFER

fic e A R
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<H3C>system-view /7t & R

[H3Cluser-interface console 0 //# A console 0 L&
[H3C-ui-consolelO]authentication-mode password / /B INIERE N password
[H3C-ui-consoleO]set authentication password cipher 111111 //E B 111111
[H3C-ui-consolel]quit / /3R [a] 3 58 A5 2

[H3C]quit 1R (8] 4 R 2

P B FE AN &L 3. 13 Fros

W7 switch 1 - S48 ] == =]
XA BEE SEV MO 82D B8H)

De &3 0B &

[H3Cluser-interface console 0 =

% Wrong parameter found at position.

[H3C]

[H3C luser

[H3Cluser-interface ?
INTEGER<B-5> First user terminal interface number to be configured
aux Aux user terminal interface
vty Virtual user terminal interface

[H3Cluser-interface

<H3C>

HJun 17 09:01:11:026 2013 H3C SHELL/4/LOGIN:

Trap 1.9.6.1.4.1.25506.2.2.1.1.3.0. 1<hh3cLogIn>: login from Console
/Jun 17 09:01:11:026 2613 H3C SHELL/5/SHELL_LOGIN: Console logged in from con@.
<H3C>system-—view
System View: return to User View with Ctrl+Z.

[HICTuser-interface console 0 M
[H3C-ui-consoleBlauthentication-mode password
[H3C-ui-consoleBlset authentication password cipher 111111
[H3C-ui-consoleBlquit

[H30]qu1t

I

BiSRE 01207 SAMEM 9600 8N-1  SCROLL | CAPS NUM & | FIED I

& 3.13 Password J5 = B 1ok

BB N S KBRS B R B AT AEE T A %15 09 B 2w LA Bos AR
2% 0042 S an SR OE A ) RN R, i 3. 14 TR

B switch_1 - 555 = =] =
ZHF) REE SEV BB {520 #EH)
D& &3 08B &

= Copyright (c) 2004-2011 Hangzhou H3C Tech. Co., Ltd. All rights reserved. =
= Without the owner’'s prior written consent, *
= no decompiling or reverse-engineering shall be allowed. *

User interface con@ is available.

Please press ENTER.

Login authentication

Password:
<

>
HJun 17 09: 03 26 555 2013 H3C SHELL/4/LOGIN:
1.3.6.1.4.1. 1.25506.2.2.1.1.3.0.1<hh3dclLogIn>: login from Console B
/Jun 17 09: 03 26 996 2013 H3C SHELL/S/SHELL_LOGIN: Console logged in from con@.

I

Bk 012:46 SaisM 9600 8-N-1  SCROLL | CAPS  NUM & 80

& 3.14 Password J7 B 455

4) Console M JIAUENLHl——Scheme J5 =
JE B . Scheme J57 W% W Fl Console 1% 5815 45 I 75 B2 E 47 FH 17 4% F1 85 130
UE, 7 4 o A A 1, 4 2 R BOE SRR I P IATIE S 43 S AR i DA UE A 3z B DAIE . 40 2R R
FHAS by A TIE D0 5 22 T 5 A 1t FH 0 S I 2 005 0 SR R FH 8 A A TIE DU 8 7 e AR A IE R 55
.« 138



L ECEH B ME, B INEF A Scheme 5,48 B A T B ZEB R H 4 M %

e B A0 BR -

<H3C>system-view

[H3CJluser—-interface console 0
[H3C-ui-consoleO]authentication-mode scheme
[H3C-ui-consolel]lquit

[H3C]local-user tjutscce
[H3C-1luser-tjutscce]lpassword simple tjutscce
[H3C-1luser-tjutscce]service-type terminal
[H3C-1luser-tjutsccelquit

[H3Clquit

Be BN &L 3. 15 B,

/ /RN A R

/ /3N console ML H

/ /BB scheme

/ /38 [ 3 5 A =

//BEBH 4 tjutscce

/ /B XN S tjutscee

/kthW&%%ﬁ!
[ 32 378 A =X

N&Iw%&M

1 switch 1 - SEAR sy p— - -

I=EIE

SR SEE) EE(V] TT‘W[CJ S FEIH)

0w &8 OB &

Login authentication
Password:
<H3C>

#Jun 17 l9 03:26: 555 2@13 HSC SHELLM/LOGIN
Trap 1.3.6.1.4.1.

<HIC>system-view

System View: return to User View with Ctrl+Z.
[H3Cluser—interface console @
[H3C-ui-console@lauthentication-mode scheme
[H3C-ui-consoleB]llocal-user tjutscce

New local user added.
[H3C-1luser—-tjutsccelpassword simple tjutscce
[HIC-1user-tjutsccelauthorization-attribute level 3
[H3C-1user-tjutsccelservice-type terminal
[HIC-1luser—tjutsccelquit

[H3CTquit

<H3C>

....... B0.1<hh3cLogIn>: login from Console
6: 556 2013 HSC SHELL/S/SHELL LOGIN: Console logged in from con@.

B 0:15:02 S 96008-N-1  SCROLL | CAPS NUM & FTH1

3.15 Scheme 77 2 fic B 1 72

FRUCE SR« R G022 ZORFEATH U A P 44 R R T3 56 B2 4 19 P 44 “ tjutscee”
S Gutscee” iy APEZ  BERE N & 5% 1. A01&] 3. 16 frzn . X477 94 2 [ Password J5

1§ switch 1 - SIBEREE .

o [=lEl= ]

MR SEE BBV FNO SEM EEH)

D &3 0B &

= Without the owner’s prior written consent,
* no decompiling or reverse-engineering shall be allowed.

= Copyright (c) ZBM 2011 Hangzhou H3C Tech. Co., Ltd. A1l rights reserved. =

User interface con® is available.

Please press ENTER.
Login authentication
Username: tjutscce

Password:

<H3IC>
ﬂJun 1? l9 @? l915§352@13 H3C SHELL/4/L0GIN:

.2.2.1.1.3.0.1<hh3clLogIn>:tjutscce login from Console
/Jun 17 l9 06:09:593 2013 HIC SHELL/S/SHELL_LOGIN: tjutscce logged in from con0.

4 [l

S 0:15:30 S@FEM  96008-N-1  SCROLL | CAPS NUM

& 3.16 Scheme J5 28 55 45
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L EINZE 4, [ AR A LU 1 authorization-attribute level A5 447 H A R B &%, 18 3. 15
Y level 3 45 B G0, B G 2 P B sk A 58 BUH P 48 R RS o S A BhiE AR
il B

2. @37 Telnet ZFik &

AINEOL T H3C s A e i P il i Telnet J5 308 st 45 . W17 R M Telnet
Oy 2 ok 77 B 1 Y6 38 i Console FAS Ml B S 35 & o 10 IR 45 4% 2R 47 i & {1 2 52 R
Telnet B 5.

1) Telnet % 5 FHLAY B A D &

FATVHE L Console & TE BT i TP My bk 3 A& (4 o PR Ik & 0 1 22 w4 30 i /AR 1Y
S I 2 R B 4 45 15 45 T Telnet 22K FEALFA S ALLL T 7] — A Jay 385 1 A 0% B 40 A i 1F 8
T PR BN AL AS e TP Ml ik 9 3R

rwernet1arw&$4rrcmpv4} Bt (2 = |
R G —FE) 1P Hihl ——
’3‘_’,\\ )%j:'ﬁ XX K C *l‘lﬂiﬂ:ﬁ %i\ ErE] ‘_‘ % o T
AT TR BRI C A0 A ,%9 B TR 05 5
A BE 192, 168. 1. 0/24, KWL FEE 4G
o EPLA TP Hht % F 192, 168. 1. X/24, © BE5E ¢ it )
@ ERTEA IF Hiht e
DL 192. 168. 1. 2/24 5], e it A Windows P it (1) 192 166 1 .2
T A IE $2 1) “Internet PR AR AS 47 )& M, b e s B
AR ) 192 168 1 1
¥ 1P skl 5k 192, 168. 1. 2., F ML N
= s BEHRE 85 RS )
255. 255. 255. 0, BRIA R &3 o 192, 168. 1. 1, © [RFTER) NS FRS S @)
— Hik 195 BREEE () 59 .87 .148 . 5
ill] EI 3.17 Fﬁﬂ? ° EF 1S BREEE () 53 .67 .148 . 3
2 G, ¥ A Windows 4y & 3 il &
. [Cl Bt AR S =
(CMD) i1, 1 A 45 447 telnet 19. 168. 1. 1 ERR 1 EEW
M4, G R ER BRI B, XA e

R ZETHE B0 H3C & &0 T & 4 WA
KA T Telnet iE 42, I E S FH Console
H i A& 28 LAY Telnet IR 55 4TF .
2) Telnet % AN UEHL None J5 5
5 Console #RiA) None B AH R Telnet % 5% 78 FF J5 1Y B 4% 2 2RI FF 75 None B,
ARSI AE T 0[] Bl 17 52 2 3 R None SAIE J5 2 A6 i & 47 ] i B .
B A BR

3.17  PBCE FEHLIP Mk

<H3C>system-view /73N G R
[H3C]user-interface vty 0 /AN vey H TS E
[H3C-ui-vty0]telnet server enable //Ja 3 telnet IR%
[H3C-ui-vtyO]Jauthentication-mode none //NIE TS A% A none B F
[H3C-ui-vtyOluser privilege level 3 //telnet Bk Ja LN E PR 3 9%
[H3C-ui-vtyOlquit / /3 [ 35 3 468 2

[H3C]quit / /3B TR R A

Ko B BN El 3. 18 s
B E5¢ R S AT LA AE Windows K #9 %3z 477 X 3 HE i A% emd” 0] 42 5 BB HE A
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Windows B ax &5l & 7, WE 3. 19 frR.

B3 switch_1 - 205 =B 52 |
EF)

V) FNC) E2() #EH)

Login authentication -

Username: tjutscce
Password:
<H3C>
#Jun 17 09:06:09:593 2013 H3C SHELL/4/LOGIN:
rap 1.3.6.1.4.1.25506.2.2.1.1.3.8.1<hh3cLogIn>:tijutscce login from Console
%Jun 17 089:06:09:593 2013 H3C SHELL/S/SHELL_LOGIN: tjutscce logged in from conB.

<H3C>system-view

System View: return to User View with Ctrl+Z.
[H3Cluser-interface vty

[H3C-ui-vtyBltelnet server enable

% Telnet server has been started

[H3Cluser-interface vty @
[H3C-ui-vtyBlauthentication-mode none
[H3C-ui-vtyBluser privilege level 3
[H3C-ui-vtyBlquit

[HICTquit

<H3C>

B 0:17:56 gl 9600 8-N-1 C L |C NUM & I
==

€l 3.18 None J7 0Bl & o #2

= BT
= Windows IHRESAHENAIERR | IEFTTHERNIER.
sk iR il Internet ¥R,
FIF©): cmd -

@ EmeTERAETS,

e w0

B 3.19  #F Afs

ik

fEHE A Windows [ & & il & J5 B4 A iy 217 telnet 192, 168. 1. 1[5 4, 5k g ik oy ik
A H3C ZHHLAy & A T . WK 3. 20 s,

* Copyright <{c> 2884-2811 Hangzhou H3C Tech. Co.. Ltd. All rights reserved. =
% Without the owner’s prior written consent. *
* no decompiling or reverse—engineering shall be allowed. *

& 3.20 None J5 38 F 45

3) Telnet % 5% B IANIENL ] —Password Jrz{
fic & A B
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ZN I Y e

<H3C>system-view

[H3C]Juser-interface vty 0
[H3C-ui-vty0O]telnet server enable

]
[H3C-ui-vty0OJlauthentication-mode password
1

//HEA L JR

[H3C-ui-vtyO]lset authentication password simple 111111

[H3C-ui-vtyO]Juser privilege level 3 //telnet &
[H3C-ui-vty0]lquit /iR [Eljjzi%*%fﬁ
[H3Clquit / /AR 1) iR A

Be BN E 3. 21 B

fEi#E A Windows [ 4g 2 21l & J5 PR A AT 217 telnet 192, 168, 1. 1 [A] 42, FR ATl i %L
SR Fil Console 1T ) Password &% —FEFE g AR T, 24 4K?
SEHE A S B, WA 3. 22 s,

4) Telnet % 5% BN IEHLH

/A vey DTS &
//Ja8) telnet M55
//INIE T K% A password 5=
/IR 111111
JE RN E RS 3K

HD SEE

FHO {550 #EH)

= 53

DB

2.

#Jun 17
/Jun 17
Won 17
Trap 1.3
/Jun 17

<HSC>
<H3C>
<H3C>
<HIC>sys
System Vi
[H3C1usel
[H3C-ui-
%4 Telnet

Trap 1.3

09:11:56:865 2013 H3C SHELL/4/10GOUT:
.6.1.4.1.25506.2.2.1.1.3.08.2<hh3cLog0ut>: logout from VIY
09:11:56:065 2013 HIC SHELL/S/SHELL_LOGOUT: VYTY logged out from 192.168.

l9 1!; 13 8.5 2@13 HSC SHELLM/LOGIN
........ 2.1.1.3.8.1<hh3cLogIn>: login from VTY
l9 1!; 13 8.6 2@13 H3C SHELL/S/SHELL_LOGIN: VYTY logged in from 192.168.1.

tem—view

iew: return to User View with Ctrl+Z.
r-interface vty

vtyBltelnet server enable

server has been started

[H3Cluser—interface vty @

[H3C-ui- vly@]aulhenllcatmn mode password
[H3C-ui-vty@lset authentication password simple 111111
[H3C-ui-vty@]

]

i 0:28:03 5

FHSM 9600 8-N-1 1 NUM & | £

= Without the

& 3.21 Password J5 2 B o

* Copyright <{c» 2084-2011 Hangzhou H3C Tech. Co., Ltd. All rights reserved.

owner’s prior written consent.

#* no decompiling or reverse—engineering shall be allowed.

Login authentication

Hie A0 9K -
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3.22 Password J7 & 45

Scheme 573
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<H3C>system-view

[H3C]Juser-interface vty 0
[H3C-ui-vtyO]ltelnet server enable
[H3C-ui-vty0Olauthentication-mode scheme
[H3C-ui-vtyOlquit

[H3C]local-user tjutscce
[H3C-luser-tjutsccelpassword simple tjutscce
[H3C-luser-tjutscce]lservice-type telnet
[H3C-luser-tjutscceluser privilege level 3
[H3C-luser-tjutsccelquit

[H3C]quit

fid B B 3. 23 Fraw,

//HEA A R B
/A vey DTS &
//Ja8) telnet M55
//WAE T R scheme 2k
/ /iR 1A F) 2 JRy R
/) E—AH P 4R tjutscee
//EE P 265 N %S tiutscee

[/ E RS AR telnet RS
//telnet %5t 5 M5 PR BN 3 %
Nﬁm”@@ﬁ

SEEIE R ERINAN

XHE) WEBE =SBV FHO SE0 8

D® @3 0y &

H%un 1} 39 20: Al 336 2013 HSC SHELL/&/LUGIN
rap 1.3.6.1.4.1.
#Jun 17 09: 20 41 336 2013 HSC SHELL/S/SHELL _LOGIN:

<H3C>system—view

System View: return to User View with Ctrl+Z.
[H3Cluser-interface vty 0

[H3C-ui-vtyBltelnet server enable

% Telnet server has been started

[H3C1user-interface vty @

[H3C-ui- Utyﬁ]authentlcatlon mode scheme
[H3C-ui-vtyBlquit

[H3C11ocal-user tjutscce
[H3C-1user-tjutsccelpassword simple tjutscce
[H3C-1luser-tjutsccelservice-type telnet
[H3C-luser-tjutscceluser privilege level 3

% Unrecognized command found at '~' position.
[H3C-1user-tjutsccelquit
[H3C1quit

<H3C>

Jclogln>:tjutscce login from Console
tijutscce logged in from cond.

Bk 0:32:07 Eaal 9600 8-N-1 C C NUM = ¢

3.23 Scheme J5 20 B of 72

TEFEA Windows A6y 2 4581l & J5 B4 A @y

PEANE P, A 3. 24 BTos .

44T telnet 192, 168. 1. 1 [1] 4=, TR A7 sk w22
3K F1 Console 1 F ¥ Scheme & % —H5 5k A H P 4 %

NN YN ALK ER iR\

#* Copyright <{c> 2884-2811 Hangzhou H3C Tech. Co.,. Ltd. All rights reserved. =

#* Without the owner’s prior written consent.

Login authentication

Username :t jutscce

*

* no decompiling or reverse—engineering shall be allowed.

3.24 Scheme 7 & F 45 1



3. it SSH B R %

JEFE . SSH & Secure Shell (%24 458) W R FR . FH 3l 3 — A A BE R IE 22 4 1) B 4% 37
358 J76 P8 53 3 VB A I L SSH AT LUR T in 285 5 K i) TAIE ) B8 4 A1 22 4 ORI L DR AP IR A R
AN TP b bl HRVE I SR R US4 S RE SSH D RE AT LU i SSH U7 B
SRR b 0B AT I AR A A 4R

BRUE LTS s A A] DL B 4258 i Console HAS b % 5k 1% 45, B s B IAIE 75 20 None (R
T Z P 2 VBRSSP 3. HRXFER R Sk 2k T SSH & 2. Tk
P e AR Sl ] RSA B0 HEAT B AN 3 %5 5% IRIE 2 42

Hie AP 9K -

<H3C>system-view
H3C]public-key local create RSA
H3C]ssh serverenable
H3CJuser-interface vty 0
H3C-ui-vtyOlauthentication-mode scheme

H3C-ui-vtyO]lprotocol inbound ssh

H3C-luser-tjutsccelpassword simple tjutscce

H3C-luser-tjutsccelservice-type ssh

/7R A R R
/ /M A L RSA BB X
//JE 8 ssH RS Tike

//WETT KR scheme 73

/ /B BCE B A R SRR ssH B
/BT SEF F tjutscee

/ /R P R B tjutscee
/I vey HP RS 2EF R ssh sl

//telnet B RJ5 MY N E BN 3 %
/ /38 191 35 3 48 2
/ /3B 3] 4 4R 2

1
H3C-luser-tjutscceluser privilege level 3
1

[
[
[
[
[
[H3C-ui-vtyO]local-user tjutscce
[
[
[
[H3C-1luser-tjutsccelquit

[

il B A 3. 25 Fios .

W7 switch_1 - S48

XD ®EE =SSV FNO S20 #8H

D& &3 08B o

Press CIRL+C to abort.

Input the bits of the modulusl[default = 10241:

Generating Keys. ..
P

[S=] = |

++++++++++++

[H3C1ssh server enable

Info: Enable SSH server.

[H3C1quit

<H3C>system-—view

System View: return to User View with Ctrl+Z.
[H3Cluser-interface vty @
[H3C-ui-vtyBlauthentication-mode scheme
[H3C-ui-vtyBlprotocol inbound ssh
[H3C-ui-vtyBllocal -user tjutscce
[H3C-luser-tjutsccelpassword simple tjutscce
[H3C-1user-tjutsccelservice-type ssh
[H3C-1luser-tjutsccelquit

[HICTquit

<H3C>

ik 0:41:29 SFHSM 9600 8-N-1  SCROLL | CAPS NUM & 181 m

& 3.25 SSH %77 A i B ad 12

KRB L T34 SSH 8 S W 8 217 # . )8 8 3K )5 » 78 Connect to Remote
Host XF i HE K IS TP M kb V8 5% 4% 3 15 R RE R IE 75 2, 32 B8 22 /i Y 35 20 0l 1F
I A G Huidi Connect #EH BT, A&l 3. 26 PR .

ZJ5 L ke ) AL TR B SR A A B SR R IR E Y Gutscee” T A E XL 4k 2k,
wE 3. 27 iR,
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‘ ~

&) - default - SSH Secure Shell (== =

File Edit View Window Help

Hak 28 =20 &lan(s en
| F1 Quick Connect [:lPruﬁies|

55H Secure Shell 3.2.9 {Build 283)
Copyright (c) 2000-2003 SSH Communications Security Corp - http://www.ssh.com/

| »

This copy of S5SH Secure Shell is a non-—commercial yersion.
This veraior
Connect to Remote Host [ s ]

l & Host Hame: |192. 168. 1. 1 Connect |
User Hame: |'-_l‘1'-5‘:‘:E Bl I

Port |2

Authentication |<Profi1e Settings> 'I

Not connected - press Enter or Space to 1| | BOx23 l_ @ ’_ ’_/4

K 3.26 SSH a8 it fE 1

Enter Password [

[0):4 |
Fazzword: |********

[’ 3.27 SSH & it e 2

A 5 SIS W AR —UDIE R 80T LAIE A 7 A S L B B SR G S TE T AR 3. 28 B .

‘ k|

192.168.1.1 - Profile Name - $SH Secure Shell [=[E] %
r

File Edit View Window Help
HaR g =ed hlan(s en
| 1 Quick Connect [ Profiles |

Copyright ({c) 2000-2003 55H Communications Security Corp - http://www.ssh.com/ =

This copy of SSH Secure Shell 13 a non-commercial version.
This version does not include PKI and PKCS #11 functionality.

* Copyright (c) 2004-2011 Hangzhou H3C Tech. Co., Ltd. A1l rights reserved.
* Without the owner's prior written consent, .
* no decompiling or reverse-engineering shall be allowed. 5

<3l

=

Connected to 192.168.1.1 [sSH2 - aes128-cbc - hmac-mds [80x23 | [A[ [ 4
A

& 3.28 SSH J7 8% 545

o 145 -



4. @i HITP BRIRE

R T7 A A BRI, T AT L A% S BE % e 45 ) B9 ok PRI B o AU HT TP k4% 2
SR 0 B A A B AL

Pe B A R

<H3C>system-view /13 4 Ry B

[H3C]ip http enable //Ja 8 HTTP 45 B 5k
[H3C]local-user tjutscce / /BRI S tjutscee
[H3C-luser-tjutsccelpassword simple tjutscce //JH B E XM K% tjutscce
[H3C-luser-tjutscce]lservice-type telnet //E P RS RN telnet T
[H3C-luser-tjutsccelquit //‘E [ 3t 5 455 5

[H3Clquit 1B [ 45 R 2

fit B A 3. 29 Fras.

W switch 1 - B85 [= Eli 3|
D REBE SEV FMO S0 S
D& @3 05 &

Login authentication

Username: tjutscce
Password

ﬂ%un 17 09 36 15 872 2013 HﬂC SHELL/&/LUGIN

............. 1<hh3clogIn>:tjutscce login from Console
AJun 17 09 36 15 873 2013 HSC SHELL/S/SHELL _LOGIN: tjutscce logged in from cond.

<H3C>system-—view

System View: return to User View with Ctrl+Z.
[H3Clip http enable

Info: HTTP server has been started!
[H3C1local-user tjutscce
[H3C-1user-tjutsccelpassword simple tjutscce
[H3C-luser-tjutsccelservice-type telnet
[H3C-1user-tjutsccelquit

[H3CIquit
<H3C> |\
|
Bk 0:44:26 SN 9600 8-N-1 SCROLL |CAPS |NUM #  ¥IE0 I

3.29 HTTP Jy A & id 72

LI AT I 30 W2 4% a0 A htep: //192. 168, 1.1 J5 [nl 4=, BV AT #E A4 3. 30 Jir 78 198 5%
S

T—— 33 36 TR B #EA =h0 BEY GmE WAL IRG WRG ¥ = S0 X
s U\ﬂ 0 “)

RS
(e e - ) Unks [ W

(@ w/nmaear ©360 |v/»| A nilizws  |m=

R - 88 - BT - NS - B - OsATA -

TR @D Cummmes QEITF @6 o w Q10N -

E 3.30 HTTP Jy = & % 5
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i N\ E B0 B P 44 FVRE T I 0 AR L W8 SR R PR TR SUIT T L AN AT 3. 31 R .

) H3C Series Router MSR30-16 - 360RLITE 36 EUE BwEz x#p =FY sEE %0 IR0 #me v [=[=] x|

@ Q 6 4 “’JU\ 192.168.1.1 ame, ©360 |v|* | A.hEESS Ead
=] cmmﬁm

ot - [ tinks [} A SR - G I - AT - (SR - [EEE - OSATA -

a5 WSR30-16
WEFES  21023522400087000058
wewE  cuwsxo R2207P36-S1
EF

e

asisenia

Copyright © 20042011 FHISSREEAARAT JROHF> RE—HRF

L 8TE - @D Ctmesest @IHTH @ & O J &100% -

[ 3.31 H3CH Web & H A H

3.3.2 VLAN g% 4%

1. VLAN gy &

VLAN(Virtual Local Area Network, 8l 5y 38 ) J& — H 2 3 F a4 M A /P, X sk
VA A P IF A 32 W) BRA & n BR A 7T RAAR 98 D8 L3 1T K i 45 PR 3R B e AT 2R 8UE Ok L A1
2 [8) A AR R E AR [F A W Berb— A, it i A B R B . VAN J& —F I
FEOR  TAETE OSI ZE RS 2% =2, — VLAN B2 — 1) # 8. VLAN
22 [ P 30 15 2 3 A 5 — 2 A Bl A R S L . 5 R 8 Y JR S AR A A, VAN R
IR B BA LU WA IR Bh L IS I AV SRy A BT A 80 s n] DL T B TR
Bl s AT 5 W 4 1 Ak

2.

ARG A E 3. 32 FR

E 0/4/7

PC1 PC2 PC3 PC4
IP:192.168.1.2  IP:192.168.1.3 1P:192.168.1.4  IP:192.168.1.5

& 3.32 ASLEHHh

3. XBAEF
B2 HHLAI AT 4 A s E O VLANIO K S 5.6,7,8 iy o8 VLANIL, I 56 0F
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R AL S 1 I ) AR

4. W HER

M 3. 32 BYARFN T T LE B LR R 0/4/0 3] 0/4/3 X 4 4O #EEE PC1L M
PC2, LARMHEE 0/4/4 3 0/4/7 X 4 A4 10 %425 PC3 il PC4, i 4 4> PC 1P Hbhk#f 4k
TE 192.168. 1. 0/24 IXAMEBN . 22l (TFSHL I 48 ) PR AR 1 [R] 27 50CA — a2 X 248 B Al 1) 132 4
O T » S A HALAE BB B T T iX 4 & B T 17— W B, BRI e T 22 (8] J2: e AR 3
{51, Bid ] ping A4 7] LAAHE. ping 8 . 17 4 FATH AL 1 A A 1 Z R B VLANILO il
VLANIL f7 . 3% 4 VLAN XJ R 1) 38 e Hll oty 11 3% 45 36 9% ¢ 78 VLAN N AJ LA B ping
L R[] VLAN Z [ 63 ping i . B AT RLBGHIE VLAN & 8535 & )

5. XWHR

BRI E— T G 0L T PC1 2 REME ping il PC4,

FTIF PCL (44 % O .5 A ping 192.168. 1.5 J5 [ 4, F — T 455, &l 3. 33 fiR.

| CA\Users\ADMINI~1\Desktop\LITO& ~1\vpcs\vpes.exe == |

UPCSI[11> ping 192.168.1.5
-168.1.5 icmp_seq=1 ttl=64 time=19%.
.168.1.5 icmp_seq=2 ttl=64 time=1%.
J168.1.5 icmp_seq=3 ttl=64 time=19.
-168.1.5 icmp_seq=4 ttl=64 time=18.
icmp_seq=5 ttl=64 time=1%.

3.33 AL

W 3. 33 Fian . F A0 LIF 2 PC1 &1 L ping 3@ PC4 1, Hfth PC Z ] . ping 22
Jo s AT AR IS AL B & IF RS2 B IR — AN R s R N 3815 T . AR 4 Fe ATk O 4 2 IR B R
PE VLANITO il VLANT1 412 858 ™ . 158 VLANIO JFHf .

<SWl>system-view //3EASE BBl A R e X
[SWl]vlan 10 / /B4 10" vian
[SWl-vlanlO]description 10 J /IR vian 10 OHE AR
[SWl-vlanlO]display vlan //HE 7 vian HE(E B

[

SWl-vlanlO]port Ethernet 0/4/0 to Ethernet 0/4/3
/7% 0/4/0 1% 0/4/3 OIS I RIA vianl0 H
[SWl-vlanl0]lquit / /iR ] 4 Jey A X
fi & A2 3. 34 Fros .,
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Esw1 secrecrr STe & ]
MHF HEE) EFV) B0 fFEN BEES) IRL EEH)
JINIRN BN BES FH 0 Bp
Iswi | [x]

user interface con0 is available.

Please press ENTER.

<SWl>

#Feb 7 14:44:05:683 2015 Swl SHELL/4/LOGIN:

Trap 1.3.6.1.4.1.25506.2.2.1.1.3.0.1<hh3cLogIn=: Tlogin from Console

%Feb 7 14:44:05:683 2015 Swl SHELL/S5/SHELL_LOGIN: console Togged in from cono.
<SWl>system

<SWl=system-view

System View: return to User View with Ctrl+zZ.

[swilvlan 10

[swl-vlanl0]description 10

[swl-vlanmio]display vlan

Total 2 VLAN exist(s).

The following VLANs exist: i
1{default), 10,

[swl-vlanl0]port ethernet 0/4/0 to ethernet 0/4/3

[swl-vlanl0]guit

[swi]

ey Telnet 23, 6 23f7 867 VTID0 == &=

B 3.34 VLANIO B BC & a2

BERT, Fif A display vlan 10 H— T 84 VLAN B4E 8. 4n & 3. 35 i,

[swilldisplay vlan 10
VLAN ID: 10
VLAN Type: static
Route Interface: not configured
pDescription: 10
Name: VLAN 0010
Broadcast MAX-ratio: 100%
Tagged Ports: none
untagged Ports:
Ethernetd/4,/0 Ethernet0/4,/1 Ethernetd/4,/2
Ethernetd/4/3

3.35 VLANIO (1%

ME SRR LLE S, DLOKRAE I 0/4/0 B30 0/4/3 B &% %% VLANI1O F 7, F 1w 4k
et VLANIL,

Jic A0 IR

<SWl>system-view / /A SE LA R
[swl]lvlan 11 /7B A" 11" vian
[SWl-vlanll]description 11 //OSINR vian 11 B9 AR
[SWl-vlanll]display vlan //BE vian HEEE

[

SWl-vlanll]port Ethernet 0/4/4 to Ethernet 0/4/7
/7% 0/4/4 OF] 0/4/7 DR ORI A vianll H
[SWl-vlanll]quit / /iR ] 42 Jey A X

ek B AN AL 3. 36 TR .

BEEE, B4 A display vlan 11 F— T8 7E VLAN (9158, an &l 3. 37 Fis,

BfEC 2065 VLANIO Al VLANITL #RECE 4F T, £ F R gl Sl — T2 7 RE R 3]
WA A S5 BARKE . Ll PCLUE T VLAN1O) #1 PC3(J& T VLAN11) 24 43 5] ping — F PC2
M PC4, F— T 45 R,

B PC1 JF 44 I PC2 1B 4k F W — VLAN, i PC4 #l'E 4k FAH VLAN, [H
PC1 )i} iZ%fE ping il PC2, 7~ ping il PC4,

< 149 .



= SW 1 - SecureCRT o] = ]

IER  SWEE) =ZE(NV) EmO) {SE) BES) TR EEiH)
HEROF AR EZE53 F#7 @

[1sw1| x|
1{default), 10, -
[swi-vlanl0O]port ethernet 0/4/0 to ethernet 0/4/3
[swl-vlanlD]quit
[swl]display vlan 10
VLAN ID: 10
VLAN Type: static
route Interface: not configured
Description: 10
Name: VLAN 0010
Broadcast MAax-ratio: 100%
Tagged PoOrts: none
untagged Ports:
Ethernet0/4,/0 Ethernet0/4 /1 Ethernet0/4,2
Ethernet0/4/3

[swi]vlan 11
[swl-vlanmll]description 11
[swi-vlanml1]display vlan
Total 3 VLAN exist(s).
The following VLANS exist: =
1(default), 10-11, ‘

[swi-vlanil]port ethernet 0/4/4 to ethernet 0/4/7
[swi-vlanll]quit
[swi]

m

i Telnet 24, & 24f7, 867 V1100

J

K 3.36 VLANIL BBC &2

[swi]display vlan 11
VLAN ID: 11
VLAN Type: static
rRoute Interface: not configured
pDescription: 11
Name: VLAN 0011
Broadcast MAX-ratio: 100%
Tagged Ports: none
untagged Ports:
ethernet0/4/4 ethernet0/4/5 Ethernet0/4/6
ethernet0/4/7

3.37 VLANILI1 BTN

MK 3. 38 7] LA F], PCL & fE ping i PC2(192. 168. 1. 3) (¥, {H 2 R ¢ ping i@ PC4
(192.168. 1. 5,4 F K F PC3 % ping PC2 1 PC4 1452, &l 3. 39 s,

Ci\Users\ADMINI~1\Desktop\LITOEE ~1\vpcs\vpcs.exe [= = s |

WPCS[11> ping 192.168.1.3

1192.168.1.3 icmp_seq=1 ttl=64 time=1%.

| .168.1.3 dicmp_se ttl=64 time=19.
.168.1.3 icmp_se ttl=64 time=18.
.168.1.3 icmp_se tt 4 time=19.
.168.1.3 icmp_seq=5 ttl=64 time=18.

UPCSI[11> ping 192.168.1.5
host (1922.168.1.5> not reachahle

3.38 EeUE VLANIO fil VLANI1(1)

UPCSI[31> ping 192.168.1.3
host (192_.168.1.3) not reachahle

UPCSI[31> ping 192.168.1.5

168.1.5 icmp_seq=1 ttl=64 time=19.
.168_1.5 icmp_se time=18.
.168.1.5 icmp_seq time=18.
.168.1.5 icmp_se time=19.
.168.1.5 icmp_seq=5 ttl=64 time=19.

3
LI R

& 3.39 EiF VLANI1O #1 VLAN11(2)



