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3.1 s A

MR — NG GEE T, IBAXE 5T RZA R XMk AL,
AN — e o A — AN AL, ke A R ATRES B A (BRI
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B R R XA A, B2 I X AR R A R A R W7 XM S5 AL
BAERGALBE, e TR AL R 2 1 65 536 i, AT AR AR B AF B A
H s, MR RS AR ENE 25 2 H I 5405 2 T 2 Y 5 N A7 T i iz 1519
*EI:FE)_‘?O

3.2 ER Rk

FR Yz R DL ASTR] AT AT SRk st 140 L2
Q Ak (well known port) « X —28u o0 W RS H, R gifR oy “H i
F7 o B FAY M 0 3] 1024 13 AR A0 H o 38 5 X S 1 2 28 B b AR Al
G5 A PRSGHEAT 1 OCHR, — AR R AT O . AN T Y 80 i I Is AT Y B
http 315, 1 telnet WAEAEH 23 S, X8 HEH —C 22 tr, Wik
S AR F I
Q EMHEG I (registered port) : X B3 u 5 AYTL LM 1025 3] 49 151, 1@ H
SRR — el gs b, HUEIREA R R, RTR B RR 5 AT DIAR 48 S PR LA T
FE S
Q shAR / A 510 ( dynamic and/or private port) : 3X #8433 -5 [ L& M 49 152
# 65 535, — kL, H LAY AR 55 AR Z A TR R S 1, AR Y T oo NS
Gyn R, PRI SR P G — SR B By 3 B AR 0 2 3 8 i 11 o
FEh, MYRE R PMLRTR], AT DR X s 1 48 i ¢ TCP Prisl ™ Fil “ UDP P
Ui 7 PIRCORRI AR AL, 58 2 Th R D S8R0, (L5 2 MDRE R (5 SO 1 EALFR L
Ui B v AR S5, X — 2 B EMELTE TCP PRSCRT UDP PRSC. &fit I LA L sk P b id 15 i i
M55 B tadse 1, el LAk “TCP P17 Al “UDP s 7 .
e 3-1 g5 TS LR 1 SR R IR S o
#31 ERMmOREMNEMRESER

w O 5 E2 R E A
1 tecpmux TCP ¥t IR 55 Z 2 H
5 rje JEAREAL A T
7 echo echo 5%
9 discard JU T B i 2 e 55
11 systat JATFFIRE T W 1 B RGUIRAS
13 daytime SR ML A% H RIS A]
17 qotd S T I FENLR R BAR T
18 msp HE R E ML




FIE mOFEEAR K 41

(%)
w 0 5 & R & H
19 chargen FARFAE MRS s Kk TC RS F AT
20 ftp-data FTP iz 1
. fip SCUAE S PR (FTP) S 17, A7 I 8 SR 55 B s
(FSP) i
22 ssh %4> Shell (SSH) IR55
23 telnet telnet I 55
25 smtp  BAAAZH ML (SMTP)

3.3 Nmap Horfsm IR & & L

AR SRS H R AT HFR D RS . Nmap Host T F 25 H T 6 RN [R] AR S A -

Q open : WIS Hoxu T APRAN open, X 3 FITEZ I 1A N AR H2UK TCP & 04
UDP #t 3.

Q closed: W5 H R PR closed, X B closed JH AR M A WA (L] =,
ARZSH closed Y I AT P TR] Y, XA 11 AT AR Nmap SI03R SCOF S ma R . Al
FLALI S, WA N T AE open LWEWT .

Q filtered : A IX PS5 S IR K £ 2R AETE BRI BRI N8, TR g T
BB, 8 Nmap JCIE @ %0m TR S I, XA & T RESE M a8 . Bl k%
EEL TS,

Q unfiltered : XAREERARAUL, T2 H AR 20T LIyin Ry, {H& Nmap &1J0: 50 W
EHIKE open 2 closed [, 3 H HAEHEFT ACK i A 23 th B FuiR 2

Q open | filtered : JoyAmA i 2RI RS U8 1, FFHC s E AN W g2 — 5.

Q closed|filtered : Joyk i i F & SCHI Y R v T RATEMA idle 4 A
SRR E ML

3.4 Nmap I 2% Fhes I AR

Nmap HH 82 T K i AR 52 B FURZAS BRI, f T TCP BR A X UDP 4 AR %
Ak —2E, LI TCP KN - Bl [ UDP 5 £ — 28 5 2 2 2 2441 3 TCP /Y T
YEJ =, ATLARIH TCP ) =B FHLH, A 2R EHoR . il o SL AL ) & SYN F
Connect PP 7=,
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3.4.1 SYN#HHF

SYN HH# R A RATH —F =0, FE B & Nmap IR BRI . X R
P B, v AR R T 1, SYN HH AR 5 BN 45 i e ke £
i

AR T DLAE $1 98 0 B A di A\ S8 -sS 3T, S R J2& L root 51 # administrator X
BRTAER, FEIER IR SYN . B %% Nmap 2316 H AR FEHLEI— N30 1 & 2635 K 2 221
SYN Hffitu, 1 HARiHEHLE R R A SYN Bdli 122 J5 43 A SYN/ACK #EF7 %, Nmap
TENCE] SYN/ACK J5 23 & 3% RST A3 KT 42 A J2 ACK WA . XA, =4 Tl A
SERL, JCIRESIEE Y TCP i%EH:, Bk, SORFARMMA SO RA RS Hikd . XA
R—A21E HhR EHL B TR

TEXT—A i L #E1T TCP SYN HH4fiI}, 25506 25 /23K 3-2 1 open.. closed #il filtered — 5%
Z—s

% 3-2 TBE#REET SYN B BirEN RN 53R 5% ORIRES

BiRENMRE Birim O8RS
W HAR EHLL T —4 SYN/ACK B open
IR BRFEHLL T — RST %% closed
AR B AR EHLBCA 45 A filtered
ICMP JCEAIGIAAR (M 3, %1, 2, 3, 4, 10, 13) filtered

i SYN 3 iEE T
nmap -sS [target]

Banst HR 192.168.153.131 94, 22T,
nmap -sS 192.168.153.131

FIRAEE R TR

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 14:43 ?DluxéX?&6£7??
Nmap scan report for bogon (192.168.153.131)

Host is up (0.000030s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

139/tcp open netbios-ssn
445/tcp open microsoft-dsMAC

Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 3.08 seconds
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3.4.2 Connect 35
i Ff Connect 414358 F FTETE AN o

nmap —-sT [target]

A LA SYN ARG, R AR 7 58 1T TCP B =BT, X Fp
77 T root B administrator AR .

BT Hbr 192.168.153.131 34, AT,

nmap -sT 192.168.153.131

PR RAT

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 14:51
Nmap scan report for bogon (192.168.153.131)

Host is up (1.00s latency).

Not shown: 996 closed ports

PORT STATE SERVICE
21/tcp open ftp

25/tcp open smtp

53/tcp open domain
445/tcp open microsoft-ds

MAC Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 225.37 seconds

3.4.3 UDP 3

FEAEH UDP 94t (f ] -sU B6300) % — i H b AT UDP $93f I, 45 2R 836 3-3 FoR iy
open, closed fil filtered —# Z—.
% 3-3 tB#rit4T UDP AR BARM R & 533 R i O RIR 7S

BArENBIRE Birim QMRS
A H B 743 BT 22019 UDP i 2% open
IR B PR 45 & open|filtered
ICMP i FJCIEAIRIR RS (8703, 1R 3) closed
ICMP JEEEHGRAER (J 3, 1R 1, 2, 9, 10, 13) filtered

T UDP H4 B2 AH 12 1 . ] Connect 4543 H AU EVA TN &
nmap -sU [target]

BNt HAR 192.168.153.131 [ H i#£4T UDP $94#, .

nmap -sU 192.168.153.131

PR AEE R AT .

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 15:00
Nmap scan report for bogon (192.168.153.131)
Host is up (0.000080s latency).
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Not shown: 987 closed ports

PORT STATE SERVICE

42 /udp open|filtered nameserver
53/udp open domain

68/udp open|filtered dhcpc

135/udp open msrpc

137/udp open netbios-ns
138/udp open|filtered netbios-dgm
445/udp open|filtered microsoft-ds
500/udp open |filtered isakmp
1028/udp open|filtered ms-1lsa

1031 /udp open|filtered iad2

1034 /udp open activesync-notify
1035/udp open mxxrlogin
3456/udp open|filtered IISrpc-or-vat

MAC Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 3.74 seconds

TEFH R ] BB 27 A — SR 25K filtered A9 1T, X 263 11 ) EL SRS 1T BE A& open,
AT AT HEJE closed, 2 X SLAIRN filtered (13 H 4R B LL H AL open i 1, 75 24—
AR, 5 TCP AR, UDP RF IR IS8 5 A2 Nmap FIr &% i 25 8l a8 =13, UDP
P EMHEITH g, B, — SNMP iR 56 4% st 5 DHCP 5 # DNS [y
TR MG AN A RARIERE ] BT 5 LAY UDP il 55 & 2% Gl 842, Nmap 772
—MER I BAE PR A X A% 20, Nmap KX Se8li 42 945 XA % 7E Nmap-service-probes 1
ALV -sV 805 -A (XS ESTER N A HEEE]), Nmap K23 m1451 openlfiltered (13 1
&% UDP probe, WA Hpmv AT —4> probe A T RN, REHSHAEACH open.

3.4.4 TCP FIN 13#4

TCP FIN 13 732 1] B AR 1 & 26—~ FIN $0dlE 6. #88 RFC 793 fURLE Chttp://www.
ietf.org/rfe/rfc0793.txt), XFFRrA XM, B RGN %R M RST Frikio
fdF TCP FIN $94ifivifs (B W0 .

nmap -sF [target]

Fanst R 192.168.153.131 #4744, 45U,

nmap -sF 192.168.153.131

3.4.5 NULL $3#5

TCP NULL F# 5152 7] B ARt H &% — A0 S br a0 8 £ . #%18 RFC 793 )
FLE, XA MR, HER RGN %R B RST fridi.
i F TCP NULL 43438 O BiE7E a0~ o

nmap -sN [target]
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Bt R 192.168.153.131 #E4744, oW F .,

nmap -sN 192.168.153.131

3.4.6 Xmas Tree 33

TCP Xmas Tree 44 J5 12217 H bR 1 &% — &4 FIN, URG #l PUSH Al i 8dE £ .
Fi i RFC 793 BYMLE , X T IrA SCHIdum 1, HARRSNZIR Ml RST Frik.

i F} TCP Xmas Tree 343 I FUTEEE QIR .

nmap -sX [target]

Fnxt HFR 192.168.153.131 #4744, 42T .

nmap -sX 192.168.153.131

3.4.7 idle I3HH

XA AR BT, TER N R, S IO B AR LR AT AT
BARt, EBatt, BRI ERWESE Tamare A, Am s EVLLRBEREIFA TS
ANREHHRE, AR 0h, WE A BT, e T RIS A,
PR XA = AT A4 2 — T A, B AFRATT A3 4 2 R

T X R A

ST 1. KA = I 1P ID {HIFe 5 TR,

B2 . EAYL DG AR A S = EVLREER AL, TR EE k4 B s E L
i, AR H AR FARSAARF, B EVLTRES B = LAY 1P ID {HIE A,

H3: FERDRAG A = J7 EHLW IPID fH. RBSX R A{E

XEF, 55 =07 BEHLAY IP ID ERGZER M T 1 8 2, W RN T 1, IBAuE =
J5 EPUE X ] 1 B 10 A Ak B A, X R Gl R Ay AR EHLAY 3 2 O Y. i SR
Hom T 2, sRUIEE =07 EALEE] ) AR Ak T AR AL, SRR U B AR ALY b
SETFH

TERXA R, PR 2 his — IR 5 = B AL, BT DL ER A T H A
A G SR EE 7], Nmap B4F T decoy scanning (-D) RYTNRE, AJ LLHS BIE FH & Fust A
C B . BERTEAE ] A AT B AR VLA EE A T RERE H bR EALAY H IS5 Tk, it
idle i 70, HFrFALH & IO T RMZEE =7 ik

idle $H 09 57— DOCHAE T T LAGETT W 46 rh i — 2222 L], Qi vy 2% v i 0 ) 428 1)
GIRFEAR (ACL), KoL g7 iy N ER M 25 BR ) H A48 a2 1P Mkl Xt N kAT Vs n) . A 4
g, —LETAENDU N TOrE, 2% S7e i K EE B il A E s mlah, airmiT
O B Y R 28 AT U TR) o AR O R 2 A R R, X S — TR 2 A B Y A
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idle F MBS BRI B, 5B H —A SYN FH0 TR ZAE SR G I ] LR LED, 1 idle 49
AR () 2 2 TR, 5 — AU RAR 2 aE, SEF IR R AN S ARV R A &
ENE BRI e MR — S, idle SR EORIRAREFE B — A IEE TAERYSE =
J7 EHL.

ROH SR —ANIER IR A, 158X 58 =7 EAL7E 1P 1D A7 ik W A2 S8 R3S n
1, MAEARIE NG AT IR, SR WY, BRI 0O il 25 3 B i
RIREL AR EALSE = EHLRLER N R AR A O

W20 &H — G FVRGEGIEN— B8 =0 EVWE? FiEk—R, X —6 BT
HREHE, $AT— o O HE L EE R SR, st (-v), BAERG S
IP ID B8 K5k, SR [EME A “ IP ID Sequence Generation: Incremental ”, X 2&— 4 8. .
HIETEE—T, WARZRGEHICNE—MEFETFE T— 1 1PID, S5, tRX & Fl
M FEFAT R AR, X Py e AN TE Y

J7k ZIRia AT ipidseq NSE JAIAS . SCTIA R IR, Jo T TEAHA

W, CYRBI-BE S ENE, —UIEESET R T Bl sI 28046 % kiosk.adobe.
com MENHE =T FHL, SREX www.riaa.com AT . FAMEIRAT .

Nmap -Pn -p- -sI kiosk.adobe.com www.riaa.com

Nmap done: 1 IP address (1 host up) scanned in 2594.47 seconds

Starting Nmap ( http://Nmap.org )

Idlescan using zombie kiosk.adobe.com (192.150.13.111:80); Class: Incremental
Nmap scan report for 208.225.90.120

(The 65522 ports scanned but not shown below are in state: closed)

Port State Service
21/tcp open ftp
25/tcp open smtp
80/tcp open http
111/tcp open sunrpc
135/tcp open loc-srv
443/tcp open https
1027/tcp open IIS
1030/tcp open iadl
2306/tcp open unknown
5631/tcp open pcanywheredata
7937/tcp open unknown
7938/tcp open unknown
36890/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 2594.47 seconds

3.5 A F NG
AL AL T LIRS S O T 6 3-4 2t T 36 11 i k.
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B E WO $87E ik O AYIE TR
FHH UL 100 11 -F [target]
FEE L H -p [port]
I 24 - A o A A 11 -p [name]
o FH PSS 2 A -p U: [UDP ports], T: [TCP ports
H AT i 11 p*
TR H 3 1 --top-ports [number]

1. AfEETA 100 MNsO

wAE: -F [target]

X EFR 192.168.153.131 (19 100 4~ W #7814, i F .

nmap -F 192.168.153.131

2. IBER— MmN

4B % nmap -p [port] [target]

AR 192.168.153.131 14 80 St P74, Ml iR,

nmap -p 80 192.168.153.131
3. ERRFRIEE MmO

4B % : nmap -p [port name (s)]

[target]

Xt HAR 192.168.153.131 Ay smtp . http S #7442 U0F .

nmap -p smtp,http 192.168.153.131

4. (ERMNIEE RO

o AIE nmap -p U:[UDP ports],T:[TCP ports] [target]

X E AR 192.168.153.131 [ 53 st 1647 UDP 94, 25 st 134T TCP i, HduF.

nmap -sU -sT -p U:53,T:25 192.168.153.131

5. iFpTERH

A& % nmap -p “*” [target]

XFHEAR 192.168.153.131 B A v A7 H4E, 2.

nmap -p * 192.168.153.131

AT ITIEHFEAR R B, 2R

6. 13 Aim O

#4iE % nmap --top-ports [number]

[target]
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St EFR 192.168.153.131 H VLAY 10 Do A4, ST,
nmap --top-ports 192.168.153.131

N

AT T G RICHES:, FF45 T Nmap ot C1 (U004 B BR . 53 4ME
AT
B

A, B WAAR) T AN R A AT RE SR A 1T 5 4 DR 4 Nmap /9
PR AR R G



