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Hole #8J& — > G2 S PR & L A 45 Ul BUR T AL R L 2R T A 2R . Error 2
FEERAF BT BT & E LT B9 AR R S BORN B8 45 R AT B T BE R A T R M iR
fiffe XoF [ A2 AN 4 T T 4 B 1) 2R 45 . Fault W8 TH S HLER 1y b R IE 8 19 25 B8 L vk ok
Bl 2 X2 s AT R MR R . Weakness 48 12 2 G0 X L) ow IR 60 e B s A 12 L Bl B
AR 1R A LU IE figf ok o (EOR JE A 55 0] BE A A DR i 0 1 o Failure J2 48 ST A0S )5 T
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2. RERiRREm iz
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M a5 BT T TR S PR T ) A i A [ I B T I oF 2R 8 22 A 0 R U i R A
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Mo B TR o A M B A I 1 BE L 3 P AR A i s A B AR B B R SN O ALRR

(2) 3z A ) O )

26 7 M) P e ) 2 i Tt 2 AT AR e o 0 9% e i O R ) AR TR R . X S
42



%3% RAMAE

T ) 1 3 A O Tt R IO I A9 3 e b s ) 68 3 i 3 A B A R A A O 2 R R
S I HU 7 2 R B T

2. RERBRRIEE S 2
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(1) i A B8 0E 8 5 U )

B N0 1 T TR A TR P P e AU 1 s R R AT S T A A e A T
TER ARG

(2) 28 ph X 36 e

G b DXV T 2 E T e R A 2 e DX b B SO A e R K R 3 R e X
T 1B IR R Y IE R A HEAR (R Y AT HoAAE 4

(3) B4 15 U

VTR 1R T T 2 T AR R U A R B T . K 2 B e R A AT S 2R R
FER
(4) T A AL & 15 T T
TEAIME 0 A R 5 T R oh TR Y A S B R R B R B — S A L T B
BT A

(5) 7 [7) 56 TF 5 15 Ui )

U 1) 565 0F R 5 T ) 2 R T 1) U ] 50 U 35 40 77 7 i 2 3 BB A R L A 0 T LA 4%
SURV A ECT BT PNEE:

(6) e & 1 T i)

e e 5 U ) 2 PR T AR 0 A FH A TS A R ol T B S R U R BLRR L B 2 v
A R .

(7) 5% 4 25 A U

T A 2 U T R PR TR R A B S A S A B o R R D A A A R . S Bl
AT AR AR AE B BL 2 B it DA AR Sk 52 i)

(8) AT 1 U Il

IR B 158 T ) 2 T — S PR B AR A 1 A 1R O R T T T

(9) HMERELHE B S AT e T

AR EE B S AT U T R I A TR A AR R A B B R G AR i R
PAT, BT AYAT SQL AR XSS 45,

3. RiFwmMEMGEPARMRAIS %

— Ui TR B et 2 BUIE R S BB R RO A AT AN T RN TR 2 MO
B B 2 25 T R — MOER L 28 I — A S8 R A i R BT . i B R A= A A
(8 B Bt AT 73 K B T A G LR = Fb

(1) Oday w1l

Oday il 5 i &b T R 280 TR B i 1

U I R AR B B A N EEE /NG LR AR T R4 0 P Fn T R RS s L I
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L e {1R) i 54 81 A 28 50 R L, TR 1 38 Ak T T A R AT T SR AR B B BAAS N L T
AN PGB L6 LA gy B 20 POl A Rl LB RI S 4R B1 T Tk, Oday i A T4

FE SN ZAFRIEA T Oday Wil 19 152 55 » BRI 3E  _E42 p th 8 T A R 28 0 1 T
A5 L — DR A R ST BB P i R i 1 VRS P A S B BT onEE E W . ME N
BEBAAMAEN BT — DT B AR 5P E S — 0Day B9 ™ uf, S48 3%
DL Bt PR TR0 I 3 AR 22 (EL ke 0 ol 5 R A I 3t 9 IX 351 £ 0Day B RF I+ 23 B . #r
A% e 1) Tt R PP Y O 0 R A A L A 22 A b T AR S A A Tt R AR AT g
A —dr e A ROR o XA Rl S AN A AR R T I B PR T iF B 2 G . ik i
AR o {HAE ERE L 0Day il R 0¥ 6 22 Tr F) £ A R PR 107 HORE R X B %2 2 19 52 i
AR e 5 s AN REER AL

(2) 1day ¥l

Lday J il J50SCR 8 4D T & AT AE 1 K PB4 T 1 - A aod e o 98 % Al b T I 1) A B0
i )

W TR T R OF B A AN T B NGRS 23X B e IR AT AR A A — E B fE . A
Lday Wl HEAT I B 355 e K s i) ) 5 2 35 DR P 3 R AT AR T 3X A I [A] 22 . 2 7
i RALAY TR HL R SE

(3) AT iR

E AT 2483 E A A AN T BB AN T7 ik RZ BN P AR AT b T 9 e A
X I E AR K B A BiE T B I RER P B 2t AT T AN fEFE L EUDN

B U R X 3 B AR G 2 e ) B AN SRR T B A B T T ) A R el AR A
5 R Z A FAF T i e 24 B B AR TR LA SR AL BR . o 314 R g -
i [AL RIS - B i 5 A AT RE 2k 22 A T A AR 42 71 T 1 R B 2 52 T 21 R G2 4 B 5L Y
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B U ) ) 9 5 5 530 23 S AR A0 U ) T R PR P A M R T A T
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FURR B2 Tt o 3 3 T i) 7T e e ot 255 0 A7 ) P A 8 178 2 5 R 0 P A9 4R AR AR S LU — 2
Z0 R B BR A 2 22 B T LA S 35 B0 B R AR S B IR BIL R L S0 B v AT R
X TRV B ) 2 A T T LR TR G T AR T o SR W A N B

3. B=%. hfE

XF T G S0 i+ Ay T EROA I B AR O LA DR ER BB A e 2 ) T IR £ A
FHRCR 35 WA T RLAG 55 20 AT 208l AR SC B2 IR Y T F P L Se B v R At . X 26T il
FLAE TE 268 e 55 BOaki e i 45 o BT AR E GO0 B i L n] DAZE R T L . RO A N
5 = G O AR,

4. FML.: KE

A A G5 531 T ) £ R P MR A O M T A R © 2 AN B 1 3 P B T I
SERENE EUH TR R R AR IR . ¢ TARAE AR G0 % AU 1R DU 2% 1 B 132 4 4 A 8L LA 0
AT TN I R G AR R o B X G SO0 BT AT DU TR G, Bl R
RN MG E LB

3 3 i il EE

BE 5 5B AR A B R PR e i O I AR U T R A B — 1Y i 4 R B
0o LIS T Jo B X 1 U 3R] ) AF 5 i T U T 0 A T S I S RO 0 3B R T R AL
A B RIR i UE B . TEX AR R AESD T . 2 PR AR OC [ S8 d 3 T I IR K s
JE o X B HOHE T2 3 DR 3 T Y AL 28 2 ZUHLAL FA AT 1 AN 22 TF B0 e o A O 09 08 B A S
CVE.NVD,BugTraq, CNNVD,CNVD 4, [ T 33 26 & 4 s I 1) 22 FF 5 WAL L 18 172 A7
TEAG K 1 B A XF 2 A JF B0y T R B . i, IBM g ST i R L I I R
Vulda %,

3 ok 3 26 Y A5 B 2 L T LA b 4R B R A R G A0 R T I R E RROAS BT A
18 T IR A5 L A T 3 B AR A o S U Y e R B IR L TR A TR L il D
B T TR R 1 B2 AR G 0 L ) 328 U TR B9 POC (proof-of-concepts, i W a5 42 A 31F 95 ) #¢ 7 56 31F
.

HR S S 70X A e 1) 1) Jgl e 3 22 1 G ST 1 B Rk U T A 2 e 7 BILAS L 49 4 5%
[ i 2 ML & 5 W /N 2H (United States Computer Emergency Readiness Team, US-
CERT). M Z/NHE &IV 2 B K A58 ORI W45 5K, LA b I i ] 58 BB
Rl CNCERT/CCL AT B0 i 1 R 40 1oy = 22 0 46 38 ol o Jhw 11 22 1) 5 22 4k 4
L OF HARAE T XU 1 T R R K A AR 2 AR E K E T A
BRI A RN TN TT 22 4 ST 5 0 AILAS) R0 Al PEAR R BE B HE 3 1 T A 4K
Tt 4B A A I 9 T

T A 2R 2 [ A A 2 4 T R R P
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3.3.1 CVE

MITRE J& —/> 52 3¢ [& %% B 9 55 F R 48 B T 2 Be B F AL JE B A9 IE 8 R A | .
MITRE 72 & @57 4938 A A 51 3% CVE(Common Vulnerabilities and Exposures) #14 T
AT IR G — AT bR e . TS BE T 2 4 T R iy 44 AL A B Ak RN v AL . SR A e TR
e T P — 1Y 45 PR ANBR AL B F 34 L S AN TRl I TR 2R 22 1) 094 5 sl A BB A A2 4 $ it 1 4
— FRAR AN (] 0 T A1) 2 N 2 4 TR B B S m B L R VA AR R AR A T R IR 45
i 25 T L FURCHE P2 10 B v

CVE H i 45 B iy 24 L B2 . B %6 & CVE 45 & M — e ihig gl Rk 1 &k A 19 2
RSO — oA N B2 w4 At 1 B8} rp 4 3 A7 78 19 42 42 [0) R, SR 5 25 453X b 22 42 )l 4
Bt —A~ CVE fie #h £ Fx 5 B} CAN Z %, A 2 095 B 4% B CVE 4% A g X5 i — 4
CAN % H (CVE Candidate Entry) . 412k 21 CVE % Z g If 53 ad . CAN 45 H it
WA IER A CVE 5 B fE 5 H 258 HJEAH R 4 CAN Bk CVE,

PRAEA 1 22 W) A1 2H 208 A b AT 89 7 o B8 98 2 2 CVE S5 19, 4 Security
Focus Vulnerability Database, CERT/CC Vulnerability Notes Dalebaselb, X-Force
Database,Cisco Secure Intrusion Detection System .BUGTPAQ, fFrid 5 CVE & 5k 2
REAEFH] CVE rhifili £ F) R H A CVE 78 /7™ s A7 22 X5 . Wk 2@ CVE
e A U IR 53 TC 8 M — 24 R R AR 13X A 44 B 0 T L R i L BRI PR IR 55 b R R F
AHOCAF B R 3 B ¢ Tz i 5 B Re g e 1Tk R .

CVE il JE 4532 http: //www. cve. mitre. org,

3.3.2 BugTraq

S B IR bz B AT AE 2 A fE B T 0 T R 8 2R 2 R SR R 08 T IR EE
JEZ — . SecurityFocus B BugTraq B F 51 38 J& 2 A 22 4 4k X 8 2 A0 M5 Bk A AR 3t
WXL R ZEH AR TN EMEX B R Z Oday MR MAAE LS RAXE, B
JUPAE A MW IAE R IR S CVE 28 R 5| HR 4 5 BID 2 HAth s 17 £ 2 2 21
SIHNZERRZ—. i TUiRERLZ, KR EIEH . SecurityFocus K& A7 1Y s 1
& B v, $2 4 7 8 4 T TR 0 R AR R R 4R i AE il U R & A R o AR A L
SecurityFocus i il FE B AT 25 Gk 2 D 6e, vT DA% R /9 L bR AL ™ i WOAS 2 47 T T A
R [ 6T LURYE CVE 435 K% CVE 193 i £5 5. .
BugTraq M4k & http: //www. securityfocus. com/,

3.3.3 NVD

2= [ 5 2 IR B0 P8 JE NVD(National Vulnerabilities Database) J2 3 [H [E Z b1 i 5 £
ARJ5 NIST F 2005 4 A & 1, 1 B + % 4% DHS 9 B K 28 1 B T Al US-cert B )
XHF
NVD [ i i 5% = A I T B 2 9 45 2 . CVE I A 28 45 . US-CERT s i 24 & Al
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US-CERT 4%, [FE, B 2 &AM R A S L 4%, 2 B it A F 8 & 5
K. HGZFHEZHRINEIEEZ —. NVDigiHES CVE 2R MAFE . CVE EM K
B0 e AR 2 T6) 2 81 NVD Jw i 2 v . BT DL, NVD G898 58 — B 8] & A & 8 19 U T 2 45
FRK AT AR . NVD Bl B 4% B AR E 2 B B ER AT 5 BT DU B AR M HE
0

NVD i Wik &2 http: //nvd. nist. gov/,

3.3.4 CNNVD

B E B K E B % 4 E CNNVD (China National Vulnerability Database of
Information Security) 3 J& F 1 8 {5 B 22 AW P s o 2 b 45 8022 A7 s U192 8
7 U R 43 AFr 00U TPAG 9 HEURE o 7 57 El i 4k 19 B K A5 B w5 o 3R EE B %4
PR i 4 (1 B Al Al 55

CNNVD {5 8% 4 1 5 1) 388 42 R 55 A2 D0 3 v o0 1T 1] 25 280U AL G KA =Mk 5467
g A A % TR i LA O T A5 2 A A% O 8 2 S Ky R 55 » 2 A0 4 S 0 1) = 4T 5 2
5 Z 48 5 M OC Y 1 G4 R 2 A TR I 14 43 A B 0Ty 58 4 Ll ko 0T AR R 2 4 T TR A
BB SR Wi S HER AR SR BRI i SR iR A B B R AT Bt e BT HEBR
H & 115 B2kl BRARE B2 g0 & A i mT ae e 32 5 B9 07 15 B2 2 U v 5
AU 4 B e ) KT

CNNVD # R4k & http: //www. ennvd. org. cn,

3.3.5 CNVD

% B8R i 2 8.0 (CNCERT 5 CNCERT/CCO) vy T 1999 4F 9 A L & Tl fi{E
BALERAT T T 0 RN 4% 4 2l . BRGE R 2RFELEZEFH CNVD(China
National Vulnerability Database) & CNCERT B4 [H P 51 2 (5 8 2 %5 oo (v L fll i (5 32
B GG A TR R A IR Aol ST A B A A e A R A R B
F @ HR G — 05 B L 2T LA RE M 45 N 2 A R

CNCERT i@ i CNVD k47 I 1 0 05 42 4% B 56 UF A I I 22 %) 2 15, Ak L ) o 22
L QLI RN QDI SN0 Rl g o X A TR 3 1 K S SN R S SRR 1 3 e S/ AN
7y e I R T S N /N S T R T 5 v 2 o V3 - A D IV O DA =L DAL 5 2 N
M5 .

CNVD Wi/ http: //www. cnvd. org. cn,

3.3.6 HfthimiRE
B TSR T B B 224 5 A L SR N il K A ) L S U O
AR 2445 £ B

1. EDB i®miR E
EDB(Exploit Database) I ilil i J& B T 2 i % 4 50 R N Bt RR 8 4 40 19 8098 1 1 &
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TR A 0 T TR e A . R TR R A e A 0 4 R A Y 22 A Il 5 A T T R
B— N E T KRE RS I AR POC B AR IR A9 FF L IR E . X 1k
A ARRS A1 POC J2& 38 b B4 48 52 L Ml 14 510 3 A A R il s iR i R i . B B @ ik A
BT T A 58 N B A T U R A2 A AN AR B T A AR T A R B9 3 B L B EDB il CVE 2 3
Z . A XA IR R A T A R K B 2 GHDB (Google Hacking
Database) , iX A8 408 B2 A2 & 17 AR 22 48 ] a] DUF ] 45 fny 48 R 51 5 B 348 Rk i
i, B 2 A G B AR f 4 R AR g T DB B A A B A B B Y ) s AT T LA R A
PR T i — A~ P 3l 0 R e 2 A A AR A R B 2k A
EDB IR & i B 4k & http: //www. exploit-db. com/,

2. R ERNETWMMBREE N
AR e A 0 s MR O 22 A WP AL A 1 5 RO O TR 9 2 2 T 11 135 2L 2 JH P 3R
Windows 5 #7455 28 8 Al 000 FH A P A0 O T 117 B e SR, e 1 40 119 15 B R UL

R4k & http: //www. microsoft. com/china/technet/security/current. mspx

3. ZZAMKMPXRERIFE

2 BR R B 1 v S A T I R B L N T R A 22 L TR e PR T TR BN P —
W 2013 4F 2 A iR R 2 H Cl i 2.2 T 4%

B4k~ http: //www. nsfocus. net/vulndb,

4 BERERMNHBXLEANEE

A U B R E BRI R T IR 0 2 — B R 2 AN R 2R
i TR LR DS

Rk~ http: //www. venustech. com. cn/,

3.4 H—1iRHE

TR VC6 BF R T — i B I AT Wos 4 3-1 Fras .,
=~ 3-1

# include < stdio.h>;

# include < stdlib. h>;

//Have we invoked this function?

void why here(void)

{
printf("why u r here?!\n");
exit(0);

}

void f()

{
int buff[1];
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buff[2] = (int)why here;
}

int main(int argc, char % argv[])

{
£();

return 0,

}
NP T 7+ 2 ok ORI R B £ O B0 I why _here pR 8. 2 17 S5 R WA 3-1
JIT7R

-
B C:\Windows\system32\cmd.exe

EE: R 2 vs2005 BA LA, EZR MK — T B K. bulf([3] = (int) why_

here;
EFIRRABEGE TP, ZATEF KD VC6 kB EFKL, R E L VC6 %A H
Fa At sk b S RIR A B P LR R B ALY 3 3] A LR R R AL e A2,

WA 2B AT 4 R X R 7

HEL I A8 AT 45 R AR AR TSR R 2 T R b X R . AR R R TR A Sl
buff KB 102 8% A X5 0] T AR (B SE AT AL 56, A8 P vh X B 4L A i WA 64T T 338
. R RBE N R e hE . Buff[ 218 B AT 4 F A% why here i1
Bl SXRELTEBREL T BT 52 B A B 3 B R main 4k 238 17, R IR [ b hE B 2SR T
why_here PR HLIE 100 55 T ORI 3 pREL main 1~ — 45484 Mk, I & 42 T 3
Tkt o 302 — A~ S Y s TR

S AN [, IR R R AT B e A

# include < stdio. h>;
# include < stdlib. h>;
//Have we invoked this function?
void why here(void)
{
printf("why u r here?!\n");
exit(0);
}
void f()
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int buff ;
int * p = &buff,;
= (int)why here;

int main(int argc, char % argv[])
{
£0);

return 0,

}

B x (p 2 pl2], R A AWE? p By HbhEJE A8 & bufl (49 e hE , 7R 8] 4
Bk & bull+8 WAL E R R AT 2R Kot bl /2 p+2. Br U2 » (p+2)8# pl2].

L6 1: 428 OllyDBG 2 47 % 42 5 WL AR M T AL H oL, 45 ) 2 38 =) 3 3k 0 B AH 75 R
A S {2 e f= A A [ arey T, —F F 3% OllyDBG #94 A .
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