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Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? [ I[Submit]

More Information

o http://www.scriptalert1.com/

XSS (Reflected)
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w <body class="home"> [tk

w <div id="container™>

P <div id="header">(s:</div>
P <div id="main_menu"> (=) </div>
w <div id="main_body">
w ¢div class="body_padded">
b <h1> (==1</h1>
w<div class="vulnerable_code_area">
» <form name="XSS™ action="#" method="GET"> [ </form>
w <pre>
Hello
<scriptralert(/xss/)</script>
</pre>
</div>
</div>
</div>
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HTML SR

<html>
<head>
<title>JavaScript-DOM #KEUITE N INAE</title>
</head>
<body>
<p id="myid">Hello!</p>
<script>
x=document.getElementById("myid")
alert(/id N myid JCE N A& : /+x.innerHTML) ;
</script>
</body>
</html>
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(4) innerHTML

(5) document.write

(6) document.cookie
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Instructions
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Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? [

| (Submit]
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File Upload
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1. BR & &= ik PHP K75

<? php

header ("X-XSS-Protection: 0");

//Is there any input?

if ( array key exists( "name", $ GET ) && $ GET[ 'name' ] != NULL)
{

//Get input

Sname = str replace( '<script>', '', $ GET[ 'name' ] );
//Feedback for end user

echo "<pre>Hello ${name}</pre>";

}

? >

2. KA HIT R XSS &EiE o

iR PHP RIS H1 (Y str_replace O bR F A 7 45 28 4 4 BB o i) — S8 5245 (IX 4
KNG, BEEE . str_replace(find,replace, string, count) , %S H R T,

(1) find: 7EFFF R string AR MIE,

(2) replace: Bt find FHY{E.

(3) string: B RIFITE.

(4) count: AJIEZEL, X B HSATIHE B &,

XSS Y il 73 #r -

PHP AU F 1Y str_replace( "Zscript>", ", $ GET[ 'mame' ] )., HAEFHZHH 5
A EA B/NG FRE<script > e hy 75

str_replace O A R M BR T /NG 1 <script >3 28, X B DL R4 2 G ok 1, ] {iff
H<script>W5E %t . KNG FRHORE 8t g A H bR 588 45
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FET X AR A T RS ] <script ™ WE £8 5t 5 KNG FRHREE St 4y
HML XSS Wi .

1) <script>>W 5 &g iz

i AL A . <<sc<script=>ript=>alert(/xss/)</sc<script >ript=>,

T A DI AS J5 3R (8] 9 58 0 0 TR 4N T 5-9 F i

PREL str_replace( "Zscript>=>", ", $ GET[ 'name' | ) ¥t AL A Fr i) <script>>
o g, B g AR <<se<<script>>ript >alert(/xss/) </sc<script=>ript >/ | [l £k 1Y N
25, b uE B I I AR 1) N 2 <script>>alert(/xss/) </script>>,

it F12 B A A AT, A 00 U8 25 1 2 4 2o vk 5 i 0 I A £ 25 HTML JC K i R
BAT A 5-10 iR,

2) KNG FRHRE G833 ML

N . <{ScRiPt>alert(/xss/)</ScRiPt>,
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5-9 ik & 5B XSS iR B A E

O D=z Daws DEde NRg () atmEs Oue One

Q g% HTML

<!DOCTYPE htmlL>
<html lang="en-GB"> [z}
b <head> (=) </head>
w <body class="home"> [l
w<div id="container">
b <div id="header”> (=) </div>
b <div id="main_menu"> () </div>
w<div id="main_body">
w<div class="body_padded">
P <h1>(=)</h1>
w<div class="vulnerable_code_area">
b <form name="XSS" action="#" method="GET"> () </form>
v <pre>
Hello
</pre>
</div>
</div>
</div>
</div>
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1. R %25 4% PHP K73
<?php
if( isset( $_POST[ 'btnSign' ] ) ) {
//Get input
Smessage = trim( $ POST[ 'mtxMessage' ] );
Sname = trim( $ POST[ 'txtName' ] );

//Sanitize message input



