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# Chapter 2/password cracking sequential.py
import time

import math

import hashlib

import typing as T

def get combinations(*, length: int, min number: int = 0) -> T.List[str]:
combinations = []
max number = int (math.pow (10, length) - 1)
for 1 in range (min_number, max number + 1):

str num = str(i)

zeros = "0" * (length - len(str num))
combinations.append("".join((zeros, str num)))
return combinations ﬁié\i% @,
$RDERRSD
ERPAT %

def get crypto hash(password: str) -> str:
return hashlib.sha256 (password.encode ()) .hexdigest ()

def check password(expected crypto hash: str,

possible password: str) -> bool:

actual crypto hash = get crypto hash(possible password)
return expected crypto hash == actual crypto hash ﬂ

P TR F AL D B de
BRI ARG ERDIERT
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def crack password(crypto hash: str, length: int) -> None:

if

print ("Processing number combinations sequentially")
start time = time.perf counter()
combinations = get combinations (length=length)
for combination in combinations:
if check password(crypto hash, combination):
print (f"PASSWORD CRACKED: {combination}")

break ] N
thikd KA MK O ERA
GTHRERS, —2 R,
R 2. 8 % b
process_time = time.perf counter() - start time

print (f"PROCESS TIME: {process time}")

__name == " main_ ":

crypto _hash = \
"e24df920078c3dd4e7e8d2442£00e5c%9ab2a231bb3918d65cc50906e49ecaefi"

length = 8

crack password(crypto hash, length)

i Hh &5 R U T Bk

Processing number combinations sequentially
PASSWORD CRACKED: 87654321
PROCESS TIME: 64.60886170799999
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ChunkRange = T.Tuple[int, int] SEABBEROAFIBENVNALR TG

B, LA S HRILE AT
def get chunks(num_ranges: int,
length: int) -> T.Iterator[ChunkRange]:
max number = int (math.pow (10, length) - 1)
chunk starts = [int (max number / num ranges * i)
for 1 in range(num ranges) ]
chunk ends = [start point - 1
for start point in

chunk starts[1:]] + [max number]

return zip(chunk starts, chunk ends)

def crack password parallel (crypto hash: str, length: int) -> None:

num_cores = cpu_count ()
chunks = get chunks (num cores, length)

A2 ERE
# HTIBIT
# for chunk start, chunk end in chunks:
# crack chunk(crypto hash, length, chunk start, chunk end)}
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