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& 5-19 IPSec M5$=7%1%

1. BEBMNEE A
(1) Fe# B k4% (GEL/0/0.GEL/0/ D4 1 TP ikl , 3 FFJ ping IR %

[USG6000V1 ]interface GigabitEthernet1/0/0

[USG6000V1 — GigabitEthernet1/0/0]ip address 192.168.10.254 255.255.255.0
[USG6000V1 — GigabitEthernet1/0/0]service — manage ping permit

[USG6000V1 — GigabitEthernet1/0/0]quit

[USG6000V1 ]interface GigabitEthernetl1/0/1

[USG6000V1 — GigabitEthernet1/0/1]ip address 202.10.10.254 255.255.255.0
[USG6000V1 — GigabitEthernet1/0/1]service — manage ping permit

[USG6000V1 — GigabitEthernet1/0/1]quit

(2) B30 g1/0/0 IMA trust X ¥ g1/0/1 fiTA untrust X ;

USG6000V1 Jfirewall zone trust

USG6000V1 — zone — trust]add interface GigabitEthernet1/0/0
USG6000V1 — zone — trust]quit

USG6000V1 Jfirewall zone untrust

USG6000V1 — zone — untrust ]Jadd interface GigabitEthernetl/0/1
USG6000V1 — zone — untrust]quit

(3) ISINWE LT A .

[USG6000V1 ]ip route — static 0.0.0.0 0 g1/0/1 202.10.10.100
[USG6000V1 ]ip route — static 172.16.80.0 24 g1/0/1 202.10.10.100

(4) A& local-untrust X fl trust-untrust X f2VF H 1 B2 250 .

— — — ..

USG6000V1 ]security — policy
USG6000V1 — policy — security]rule name local — untrust

RN

EEE

EE-X.. §E-

USG6000V1 — policy — security — rule — local — untrust]destination — zone untrust
USG6000V1 — policy — security — rule — local — untrust]source — address 202.10.10.0 24

[
[
[USG6000V1 — policy — security — rule — local — untrust]source — zone local
[
[
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[USG6000V1 — policy — security — rule — local — untrust]destination — address 10.1.1.0 24
[USG6000V1 — policy — security — rule — local — untrust]action permit
[USG6000V1 — policy — security — rule — local — untrust]quit
[USG6000V1 — policy — security]rule name untrust — local
[USG6000V1 — policy — security — rule — untrust — local ] source — zone untrust
[USG6000V1 — policy — security — rule — untrust — local ]Jdestination — zone local
[USG6000V1 — policy — security — rule — untrust — local ]source — address 10.1.1.0 24
[USG6000V1 — policy — security — rule — untrust — local Jdestination — address
202.10.10.0 24

USG6000V1 — policy — security — rule — untrust — local Jaction permit

USG6000V1 — policy — security — rule — untrust — local Jquit

[
[
[USG6000V1 — policy — security]rule name trust — untrust
[USG6000V1 — policy — security — rule — trust — untrust]source — zone trust
[USG6000V1 — policy — security — rule — trust — untrust]destination — zone untrust
[USG6000V1 — policy — security — rule — trust — untrust]source — address
192.168.10.0 24 [USG6000V1 — policy — security — rule — trust — untrust]destination — address
172.16.80.0 24
USG6000V1 — policy — security — rule — trust — untrust]action permit
USG6000V1 — policy — security — rule — trust — untrust]quit

USG6000V1 — policy — security]rule name untrust — trust

USG6000V1 — policy — security — rule — untrust — trust]destination — zone trust
USG6000V1 — policy — security — rule — untrust — trust]source — address 172.16.80.0 24
USG6000V1 — policy — security — rule — untrust — trust]destination — address
192.168.10.0 24
[USG6000V1 — policy — security — rule — untrust — trust]action permit

[
[
[
[USG6000V1 — policy — security — rule — untrust — trust]source — zone untrust
[
[
[

[USG6000V1 — policy — security — rule — untrust — trust]quit

(5) B IPSec W%,
@ ) g T H5 40

[USG6000V1 Jacl number 3000
[USG6000V1 — acl — adv — 3000 ] rule 5 permit ip source 192. 168. 10. 0 0. 0. 0. 255 destination
172.16.80.0 0.0.0.255

@ A IKE 42431 .

USG6000V1 ] ike proposal 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10
[USG6000V1 — ike — proposal — 10
2023 - 06 — 26 08:50:41.740

#

ike proposal 10

encryption — algorithm aes — 256
authentication — algorithm sha2 — 256
authentication — method pre — share
integrity — algorithm hmac — sha2 — 256
prf hmac — sha2 — 256

display this

e e e e

encryption — algorithm aes — 256

dh groupl4

authentication — algorithm sha2 — 256
authentication — method pre — share
integrity — algorithm hmac — sha2 — 256
prf hmac — sha2 — 256
#

return
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[USG6000V1 — ike — proposal — 10]quit
© BIE IKE Py i 2 % 4 -

USG6000V1 ] ike peer a

USG6000V1 — ike — peer — a
USG6000V1 — ike — peer — a
USG6000V1 — ike — peer — a

[

[ pre — shared — key Admin@123
[

[

[USG6000V1 — ike — peer — a
[

[

[

[

exchange — mode auto

ike — proposal 10

remote — id — type ip
remote — id 10.1.1.254
local — id 202.10.10. 254
remote — address 10.1.1.254
display this

USG6000V1 — ike — peer — a

USG6000V1 — ike — peer — a

USG6000V1 — ike — peer — a

USG6000V1 — ike — peer — a
2023 - 06 — 26 08:56:51.690
£

ike peer a

U

exchange — mode auto

pre — shared—key %" % # ]b% s)A~X$ G05}>S;{,/,udXz2x.'x,BG% > ZXBDr<% " % #
ike — proposal 10

remote — id — type ip

remote — id 10.1.1.254

local — id 202.10.10.254

remote — address 10.1.1.254

#

return

[USG6000V1 — ike — peer — a]quit

@ BEE 1PSec T4 1L .

USG6000V1 ] ipsec proposal 10

USG6000V1 — ipsec — proposal — 10]esp authentication — algorithm sha2 — 256
USG6000V1 — ipsec — proposal — 10]esp encryption — algorithm aes — 256
USG6000V1 — ipsec — proposal — 10]display this

2023 -06 —26 09:00:01.250

#

ipsec proposal 10

— — — —

esp authentication — algorithm sha2 — 256
esp encryption — algorithm aes — 256

#

return

[USG6000V1 — ipsec — proposal — 10]quit

® A4 1PSec L4 .

[USG6000V1 Jipsec policy newl 10 isakmp

Info: The ISAKMP policy sequence number should be smaller than the template poli
cy sequence number in the policy group. Otherwise, the ISAKMP policy does not ta
ke effect.

[USG6000V1 — ipsec — policy — isakmp — newl — 10
[USG6000V1 — ipsec — policy — isakmp — newl — 10
[USG6000V1 — ipsec — policy — isakmp — newl — 10
[USG6000V1 — ipsec — policy — isakmp — newl — 10
2023 - 06 — 26 09:01:55.920

#

ipsec policy newl 10 isakmp

security acl 3000
ike — peer a
proposal 10

[

display this

ike — peer a
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proposal 10
#
return
[USG6000V1 — ipsec — policy — isakmp — newl — 10]quit

© K TPSec %4 KMEHRE R g1/0/1 $:10 .

[USG6000V1 ] interface g1/0/1
[USG6000V1 — GigabitEthernet1/0/1]ip address 202.10.10.254 24
[USG6000V1 — GigabitEthernet1/0/1]service — manage ping permit
[USG6000V1 — GigabitEthernet1/0/1]
[USG6000V1 — GigabitEthernet1/0/1]display this
2023 - 06 — 26 09:47:01.590

#
interface GigabitEthernet1/0/1

undo shutdown

ip address 202.10.10.254 255.255.255.0

service — manage ping permit

ipsec policy newl

ipsec policy newl
#
return
[USG6000V1 — GigabitEthernet1/0/1]quit

2. REHANEB
(D BB g1/0/0.g1/0/1 A9 1P Huhik H:IF 5 ping R % .

[USG6000V1 ] interface g1/0/0
[USG6000V1 — GigabitEthernet1/0/0]ip address 172.16.80.254 24
[USG6000V1 — GigabitEthernet1/0/0]service — manage ping permit
[USG6000V1 — GigabitEthernet1/0/0]display this
2023 -06 —26 09:07:19.050

#
interface GigabitEthernet1/0/0

undo shutdown

ip address 172.16.80.254 255.255.255.0

service — manage ping permit

#
return

[USG6000V1 — GigabitEthernet1/0/0]quit

[USG6000V1 Jinterface g1/0/1

[USG6000V1 — GigabitEthernet1/0/1]ip address 10.1.1.254 24
[USG6000V1 — GigabitEthernet1/0/1]service — manage ping permit
[USG6000V1 — GigabitEthernet1/0/1]display this
2023 - 06 —26 09:08:51.880

#

interface GigabitEthernet1/0/1

undo shutdown

ip address 10.1.1.254 255.255.255.0

service — manage ping permit

#
return

[USG6000V1 — GigabitEthernet1/0/1]quit
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(2) % g1/0/0 @A trust X,g1/0/1 EANA untrust X ;

[USG6000V1 Jfirewall zone trust
[USG6000V1 — zone — trust]add interface g1/0/0
[USG6000V1 — zone — trust]display this
2023 -06 —26 09:15:16. 440

#
firewall zone trust

set priority 85
add interface GigabitEthernet0/0/0
add interface GigabitEthernet1/0/0

#
return
[USG6000V1 — zone — trust]quit
[USG6000V1 Jfirewall zone untrust
[USG6000V1 — zone — untrust]add interface g1/0/1
[USG6000V1 — zone — untrust]display this
2023 -06—-26 09:13:27.470

#
firewall zone untrust

set priority 5

add interface GigabitEthernet1/0/1

#
return
[USG6000V1 — zone — untrust]quit

(3) TSI T Ay .

[USG6000V1 Jip route — static 0.0.0.0 0 g1/0/1 10.1.1.100
[USG6000V1 ]ip route — static 192.168.10.0 24 g1/0/1 10.1.1.100

(4) Bt local-untrust X ,trust-untrust X V5T B9 28 425K W

USG6000V1 ]security — policy

USG6000V1 — policy — security]rule name local — untrust

USG6000V1 — policy — security — rule — local — untrust]source — zone local
USG6000V1 — policy — security — rule — local — untrust]destination — zone untrust
USG6000V1 — policy — security — rule — local — untrust]source — address 10.1.1.0 24
USG6000V1 — policy — security — rule — local — untrust]destination — address 202.10.10.0 24
USG6000V1 — policy — security — rule — local — untrust]action permit

USG6000V1 — policy — security — rule — local — untrust]quit

USG6000V1 — policy — security]rule name untrust — local

USG6000V1 — policy — security — rule — untrust — local ] source — zone untrust
USG6000V1 — policy — security — rule — untrust — local Jdestination — zone local

e i M B B e B T e B R

USG6000V1 — policy — security — rule — untrust — local ] source — address

202.10.10.0 24

[USG6000V1 — policy — security — rule — untrust — local ]Jdestination — address 10.1.1.0 24
[USG6000V1 — policy — security — rule — untrust — local Jaction permit

[USG6000V1 — policy — security — rule — untrust — local Jquit

[USG6000V1 — policy — security]rule name trust — untrust

[USG6000V1 — policy — security — rule — trust — untrust]source — zone trust

[USG6000V1 — policy — security — rule — trust — untrust]destination — zone untrust
[USG6000V1 — policy — security — rule — trust — untrust]source — address

172.16.80.0 24

[USG6000V1 — policy — security — rule — trust — untrust]destination — address 192.168.10.0 24
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[USG6000V1 — policy — security — rule — trust — untrust]action permit
[USG6000V1 — policy — security — rule — trust — untrust]quit

[USG6000V1 — policy — security]rule name untrust — trust

[USG6000V1 — policy — security — rule — untrust — trust]source — zone untrust
[USG6000V1 — policy — security — rule — untrust — trust]destination — zone trust
[USG6000V1 — policy — security — rule — untrust — trust]source — address
192.168.10.0 24

[USG6000V1 — policy — security — rule — untrust — trust]destination — address
172.16.80.0 24

[USG6000V1 — policy — security — rule — untrust — trust]action permit
[USG6000V1 — policy — security — rule — untrust — trust]quit
[USG6000V1 — policy — security]display this

2023 - 06 —26 09:21:53.340

#

security — policy

rule name tr — dmz

source — zone trust

destination — zone dmz

destination — zone untrust

source — address 172.16.10. 0 mask 255.255.255.0

action permit

rule name local — untrust

source — zone local

destination — zone untrust

source — address 10.1.1.0 mask 255.255.255.0

destination — address 202.10.10. 0 mask 255.255.255.0

action permit

rule name untrust — local

source — zone untrust

destination — zone local

source — address 202.10.10. 0 mask 255.255.255.0

destination — address 10.1.1.0 mask 255.255.255.0

action permit

rule name trust — untrust

source — zone trust

destination — zone untrust

source — address 172.16.80.0 mask 255.255.255.0

destination — address 192.168.10.0 mask 255.255.255.0

action permit

rule name untrust — trust

source — zone untrust

destination — zone trust

source — address 192.168.10.0 mask 255.255.255.0

destination — address 172.16.80. 0 mask 255.255.255.0

action permit

#

return

[USG6000V1 — policy — security]quit

(5) BLE IPSec 5N,
@ T B e 3 0 B

[USG6000V1 Jacl number 3000
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[USG6000V1 — acl — adv — 3000 Jrule permit ip source 172.16.80.0 0.0.0.255 destination
192.168.10.0 0.0.0.255

[USG6000V1 — acl — adv — 3000 ]display this

2023 - 06 — 26 09:28:33.560

#

acl number 3000

rule 5 permit ip source 172.16.80.0 0.0.0.255 destination 192.168.10.0 0.0.0.25
5

#

return

[USG6000V1 — acl — adv — 3000 ]quit

@ FE IKE 224214 .

USG6000V1 ] ike proposal 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10

[

[ encryption — algorithm aes — 256
[

[USG6000V1 — ike — proposal — 10

[

[

[

authentication — algorithm sha2 — 256
authentication — method pre — share
integrity — algorithm hmac — sha2 — 256
prf hmac — sha2 — 256

display this

USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10
USG6000V1 — ike — proposal — 10

2023 - 06 —26 09:32:14.940

#

ike proposal 10

e e e

encryption — algorithm aes — 256

dh groupl4

authentication — algorithm sha2 — 256
authentication — method pre — share
integrity — algorithm hmac — sha2 — 256
prf hmac — sha2 — 256

#

return

[USG6000V1 — ike — proposal — 10]quit

@ 1PSec i {5 Pp i 3% H2 2% 4 -

USG6000V1 ] ike peer b
USG6000V1 — ike — peer — b
USG6000V1 — ike — peer — b

[

[ pre — shared — key Admin@123
[

[USG6000V1 — ike — peer — b
[

[

[

exchange — mode auto
ike — proposal 10
USG6000V1 — ike — peer — b
USG6000V1 — ike — peer — b
USG6000V1 — ike — peer — b
2023 - 06 — 26 09:33:56.240
#

ike peer b

remote — id — type ip
remote — id 202.10.10.10.254
display this

[ i

exchange — mode auto

pre — shared — key %" % # 10 + <. VWqY1 De\ = z * d'5A $ hK3W3K[ CaQXf)E;RI5% " % #
ike — proposal 10

remote — id — type ip

remote — id 202.10.10.10.254

#

return

[USG6000V1 — ike — peer — b]quit
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@ 1PSec 41 ;

[USG6000V1 Jipsec proposal 10

[USG6000V1 — ipsec — proposal — 10 ]esp authentication — algorithm sha2 — 256
[USG6000V1 — ipsec — proposal — 10 ]esp encryption — algorithm aes — 256
[USG6000V1 — ipsec — proposal — 10]display this

2023 - 06 —26 09:36:37.020

#

ipsec proposal 10

esp authentication — algorithm sha2 — 256

esp encryption — algorithm aes — 256

#

return

[USG6000V1 — ipsec — proposal — 10 ]quit
® 1PSec HK W

[USG6000V1 Jipsec policy newl 10 isakmp

Info: The ISAKMP policy sequence number should be smaller than the template poli
cy sequence number in the policy group. Otherwise, the ISAKMP policy does not ta
ke effect.

[USG6000V1 — ipsec — policy — isakmp — newl — 10 ]security acl 3000

[USG6000V1 — ipsec — policy — isakmp — newl — 10]ike — peer b

Info: No remote address configured in IKE peer.

[USG6000V1 — ipsec — policy — isakmp — newl — 10 ]proposal 10

[USG6000V1 — ipsec — policy — isakmp — newl — 10 ]display this

2023 - 06 — 26 09:38:39.540

#

ipsec policy newl 10 isakmp

security acl 3000

ike — peer b

proposal 10

#

return

[USG6000V1 — ipsec — policy — isakmp — newl — 10 ]quit

© 0 g1/0/1 455 1PSecVPN.

[USG6000V1 ] interface g1/0/1

[USG6000V1 — GigabitEthernet1/0/1]ip address 10.1.1.254 24
[USG6000V1 — GigabitEthernet1/0/1]ipsec policy newl
[USG6000V1 — GigabitEthernet1/0/1]display this

2023 -06—-26 09:40:41.010

#

interface GigabitEthernet1/0/1

undo shutdown

ip address 10.1.1.254 255.255.255.0

service — manage ping permit

ipsec policy newl

#

return

[USG6000V1 — GigabitEthernet1/0/1]quit



3. BLE M=% g0/0/1 %1 g0/0/2 #: O IP it

< Huawei > sys
[Huawei]sys ARl

[AR1 Jinterface g0/0/1

[AR1 — GigabitEthernet0/0/1] ip address 202.10.10.100 24
[AR1 — GigabitEthernet0/0/1]quit

[AR1 ]interface g0/0/2

[AR] - GigabitEthernet0/0/2] ip address 10.1.1.100 24

4. BLE PC1.PC2 E£# IP ik
B & EHL PCL.PC2 19 1P itk an &l 5-18 Frow .
5. Wik

PC1 ping PC2 il PC2 ping PC1, @0 5-20 pr7x .,

Aas 1 ¥ ]

B5E

IPSec VPN

B 5-20 ping i

6. RN LEFBSIEM IPSec K&

(D &FB K5 A,
O HEXWER:
[USG6000V1 ]display firewall session table

2023 - 06 —30 07:12:48.080
Current Total Sessions:1

esp VPN:public —— > public 10.1.1.254:0—-->202.10.10.254:0

@ &F [PSec JRE .

[USG6000V1 ]display ipsec statistics
2023 -06—-30 07:15:18.990
IPSec statistics information:
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Number of IPSec tunnels:1

Number of standby IPSec tunnels:0

the security packet statistics:

input/output security packets:26/29
input/output security bytes:1560/1740
input/output dropped security packets:0/0
the encrypt packet statistics:

send chip:29, recv chip:29, send err:0

local cpu:29, other cpu:0, recv other cpu:0
intact packet:29, first slice:0, after slice:

(2) & B K% B,
O EFESEE:

[USG6000V1 ]dis firewall session table

2023 -06-30 07:13:54.710

Current Total Sessions:1

esp VPN: public ——> public 202.10.10.254:0 ——> 10.1.1.254:0

@ #&F IPSec K.

[USG6000V1 ]dis ipsec statistics

2023 -06-30 07:17:11.760

IPSec statistics information:

Number of IPSec tunnels:1

Number of standby IPSec tunnels:0

the security packet statistics:

input/output security packets:29/26
input/output security bytes:1740/1560
input/output dropped security packets:0/0
the encrypt packet statistics:

send chip: 26, recv chip: 26, send err:0
local cpu: 26, other cpu: 0, recv other cpu:0
intact packet: 26, first slice: 0, after slice:0
the decrypt packet statistics:

@, 213

LMK

—. EEH

1. DUF 07k IE A 2 )
AL B Y 52 B MR AR U A IR
B. (o FH R o 5032 a7 LA P R4 T B 40 B
C. XFFRINGE Bk e A FL AR X RO 2% vk 2
D. HASH pRECAT L% Bl O B g i 19 42 2k
2. DUF OCF 2R AT HM S 367 . IR 1 2 )
A. TP ATM J& T i Bl
B. A PR SRR N B 2 g PR, 40 PPP L SLIP 4§
C. JH T W% 0% #3723 0 U T 09 I B8R A 28 A 1 1L



% 5% IPSec VPN

D. L2TP.SSL J& T #faf s
3. UTETSMUGER ) o

A, XEFR N B. AEXTFR 0%
C. Bk D. HASH # &
ZLETE
1. VPN E#I % LA . B IAUE R ) 45 25 T g
2. VPNHARFES AR, HARME)Z VPN # A,
3. — NREE AL B E BUR)Z 4 R N SERSYE]
4. 1PSec TAEZE =
5. XM EEA M,
6. AEXTHRIN®E Bk A F BN
=, BE&

L. ] 3R 28 Ay BIR38C 7R 28 B LSO 8 3 P IS 75 S
2. AP IR BT A SR

M., SEEkRR

K2 MRIE 5-8 MHOCS BT H W 25 41 4D 1L, IR 7E e NSP #4045 b 1B 5L T 455 =X 58 il
IPSec VPN MIBCE . SCHALBRIE/RWT

(D {& B AT (41 DeepSeek) #F 47 % 48 2, 7R 48 RAE i A “7E LT 2 80h e &
USG6000V [ TPSec VPN, Jf- I i} M £8 ¥ Fh 18] . B k3 FW A (A B L hE S 202, 10. 10.
254/24) FIB7 KB FW_BCA R LK 10. 1. 1. 254/24) 18 33 Internet A& , P& 2> R % Al
ik, B kEE FW_A 55K EHALT 192, 168, 10.0/24 M B, Bk ik FW_B 558 K EHLAL T
172.16.80.0/24 WM B, iXAEBH k& FW_A FiBh ki FW_B Z [ #5 & IPSec VPN , Lk
Pt ) % AR

(2) f4E AT RE5 R FIE 5-8,7E eNSP i {1} USG6000V 1 M 2% 41 F1 5] , 52 WL e
FNI K
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